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Overview

This document provides the information for integrating the SmartDeviceLink
(SDL) Embedded Component (generally referred to as SDL Core) with vehicle
Head Unit (HU)

SDL is a system that is installed on the HU and allows a connected application

on the mobile device to utilize some vehicle functionality such as text-to-

speech, voice recognition, display, hardware buttons, etc.

With SDL as the connectivity middleware in a vehicle's infotainment system,

applications running on connected iOS and Android devices might be presented
to the vehicle HMI.

This guideline describes:

The types of transports supported by SDL for communication with the HMI
How to connect over one of the supported transports

The types of messages and message formats used for communication
The API that needs to be supported by the vehicle HMI

Drawings showing exemplary display layouts for illustrating expected HMI
behavior

Sequence Diagrams showing the sequence of messages to be sent and
received between SDL and the HMI

Examples for each function call in different message formats
corresponding to the transports currently supported


https://d83tozu1c8tt6.cloudfront.net/
https://d83tozu1c8tt6.cloudfront.net/
https://d83tozu1c8tt6.cloudfront.net/
https://d83tozu1c8tt6.cloudfront.net/
https://d83tozu1c8tt6.cloudfront.net/
https://d83tozu1c8tt6.cloudfront.net/

How to use this guide

The SDL HMI Integration guidelines may seem daunting at first, but we're not
asking you to read them from cover to cover at the start of your exploration
into SDL. We recommend an implementation of SDL HMI as follows

1. Get connected to SDL by following the Getting Started portion of these
guidelines

2. Once you're connected and registered, connect a sample app such as the
iOS RPC Builder to start to understand the RPC messaging layer in SDL
between core and your HMI.

3. From there, you'll notice messages such as
BasicCommunication.UpdateAppList. Use this guide to understand what
those messages mean and how they can be leveraged in your HMI to
provide the best possible user experience.

Abbreviations and Definitions

Abbreviations used in this document are collected in the table below


https://d83tozu1c8tt6.cloudfront.net/getting-started
https://github.com/smartdevicelink/rpc_builder_app_ios

ASC App Service Consumer

ASP App Service Provider

BT Bluetooth

CID Center Information Display
DID Data Identifier

DTC Diagnostic Trouble Code

ECU Electronic Control Unit

GPS Global Positioning System

GUI Graphical User Interface
HDOP Horizontal Dilution of Precision
HMI Human Machine Interface

VI In Vehicle Infotainment

JSON JavaScript Object Notation
PDOP Positional Dilution of Position
RPC Remote Procedure Call

SDE Software Development Environment
SDL SmartDeviceLink

SEE Software Engineering Environment



TTS Text To Speech

UTC Universal Time Coordinate
VDOP Vertical Dilution of Precision
VR Voice Recognition

Getting Started

Component Readiness
Confirmation

The HMI must register each component which can communicate with SDL using

the following format

JSONMessage = {

i -1,

The possible componentNames are Ul , Buttons , BasicCommunication , VR,
TTS , Navigation , and Vehiclelnfo



Once the components are registered, the HMI must notify sdl that it is ready to
begin further communication using the BasicCommunication.OnReady
notification.

Upon receipt of the OnReady notification, SDL will begin checking the
availablility of the different HMI components via a chain a requests:

* Ul.IsReady - The display availability

* VR.IsReady - The voice recognition module availability

* TTS.IsReady - The Text-To-Speech module availability

* Navigation.IsReady - Navigation engine availability

* Vehiclelnfo.lsReady - Indicates whether vehicle information can be
collected and provided.

Registering for Notifications

The HMI must also register for notifications individually using the following RPC
format

’

: notificationName

Where propertyName is the name of the notification, such as Buttons.OnButto
nSubscription


https://d83tozu1c8tt6.cloudfront.net/basiccommunication/onready

MUST
The HMI must register its components, send the OnReady

notification, respond to each of the IsReady RPCs, and register for
the notifications it would like to receive.

NOTE

If the response to any of the component IsReady requests
contains {"available": false} , SDL will no longer communicate

with that component.

IsReady Sequence Diagram

NOTE

In the case of a WebSocket connection, the RPCs to each of the
components is sent within each separate WebSocket connection.

SEQUENCE DIAGRAM

IsReady Sequence

View Diagram



Registers each component on a separate socket
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HMI is started.

Connection with SDL
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BasicCommunication.OnReady

HMI is ready to start
communication with SDL.
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Ul.IsReady I
l
Check if display
is available.
Ul.IsReady {available, code: 0} I
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|
VR.IsReady :
al
Check if VR module
is available.
VR.IsReady {available, code: 0} i
—————— 1
|
TTS.IsReady :
7
Check if TTS module
is available.
TTS.IsReady {available, code: 0} l
———————— e — 1
|
Vehiclelnfo.lsReady :
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Check if Vehiclelnfo
is available
Vehiclelnfo.lsReady {available, code: 0} :
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|
Navigation.|sReady :
7
Check if navigation
is available.
Navigation.IsReady {available, code: 0}



Connecting to SDL

Requirements to HMI Adapter

WebSocket is the primary means of communicating with the SDL component
from the vehicle. In a basic example, an HTML5 HMI would use a native
WebSocket library to communicate with SDL Core.

The HMI Adapter must:

MUST

* be installed on the same vehicle HU OS where SDL is installed, or
the HMI must be able to be networked to SDL and address it via a
static IP address.

* create and initialize components which are defined in the
HMI_API specification for the version of SDL which is running on
the vehicle HU. (BasicCommunication, Ul, Buttons, VR, TTS,
Navigation, VehicleIlnfo)

* Establish a separate WebSocket connection with SDL for each of
components defined in the HMI_API specification.

* Use the appropriate corresponding connection when sending
responses and notifications to any connected component.

Handshake

For opening a WebSocket connection, a handshake must be performed.



NOTE

1. Client/Server relationship

° SDL is the Server
° The HMI is the Client

2. Host
° SDL is listening on 127.0.0.1:8087

3. WebSocket Protocol Version 13 is used by SDL

HMI Component Registration

Once all the requested connections are opened, the HMI must send the JSON
request for registering each component TODO: (see section 4.2 for JSON format
details and Example #4 for registration example).

Component Registration has the following unique request requirements



||id||

"jsonrpc"

"method"

"componentName"

SDL Provides a JSON Response

Ilidll

"result"

a multiple of 100 (100, 200, 300, ..., 700)

"2.0" - constant for all messages
between SDL and the HMI

"MB.registerComponent" - the request is
assigned to SDL's MessageBroker where
the component name will be associated
with the socket ID. Further, SDL will send
messages related to the named
component over the corresponding
connection

The name of the component being
registered. Must correspond to the
appropriate component name described

in the current guidelines.

The value from the corresponding

request

Value of id multiplied by 10. HMI can

treat this as a successful registration

Component Registration Examples

REGISTER COMPONENT JSON MESSAGES



REQUEST

"id": 700,
"jsonrpc":
"method":

"params": {
"componentName":
}
}

RESPONSE

{
"id": 700,

"jsonrpc": ,
"result": 7000
}




WEBSOCKET CONNECTION DIAGRAM

WS Handshake request (Ul:Key_1)

WS Handshake request (VehicleInfo:Key_7)

WebSocket Connection (Ul:Key-Accept_1)

WS Handshake response (Ul: Accept_1)

HMI ) JSON request {Ul.IsReady} SDL

JSON response {Ul.IsReady}

-

-

e

JSON notification {Ul.OnCommand}

WS Client WebSocket Connection (Vehiclelnfo:Key-Accept_7) WS Server
WS Handshake response (Vehiclelnfo: Accept_7)

JSON request {Vehiclelnfo.GetVehicleType}

-

JSON response {VehicleInfo.GetVehicleType}

JSON notification {VehicleInfo.OnVehicleData}




HMI ADAPTER INITIALIZATION
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| ws:/f127.0.0.1:8087/ Handshake_Request_(Vehiclelnfo)_[Key_7] |
[l - |
i Handshake_Response(Vehiclelnfo)_[Accept_7] ,i
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|

|
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JSON Message Format

This section describes the message structure for communication between your
HMI and SDL. The JSON RPC 2.0 format is taken as a basis.

From this point forward the actors for exchanging messages will be considered:
* Client - can send requests and notifications

* Server - can provide responses to requests from a Client and send
notifications

Request

An RPC call is represented by sending a Request object to a Server. The
Request object has the following properties

An identifier established by the Client.
This value must be of unsigned int type
in the frames of communication between
"id" your HMI and SDL. The value should
never be Null. If "id" is not included the
message is assumed to be a notification
and the receiver should not respond.
A string specifying the version of JSON
"jsonrpc" RPC protocol being used. Must be exactly
"2.0" currently in all versions of SDL.
A String containing the information of the
"method" method to be invoked. The format is [CO
mponentName].[methodName].
A structured value that holds the
. . parameter values to be used during the
params invocation of the method. This property

may be omitted.



Example Requests

REQUEST WITH NO PARAMETERS

{
"id": 125,

"jsonrpc":
"method":

}




REQUEST WITH PARAMETERS

"id": 92,
"jsonrpc":
"method":
"params": {
"alertStrings": [
{
"fieldName":
"fieldText":

}
{
"fieldName":
"fieldText":
}
1
"duration": 4000,
"softButtons": [
{
"type": ,
"text": ,
"'softButtonlID": 697,
"systemAction":

}
1
"appID": 8218
}

}

Notification

A notification is a request object without an id property. For all the other
properties, see the Request Section

The receiver should not reply to a notification, ie no response object needs to
be returned to the client upon receipt of a notification.



Example Notifications

NOTIFICATION WITH NO PARAMETERS

{

"jsonrpc":

"method":

}

NOTIFICATIONS WITH PARAMETERS

{
"jsonrpc":
"method":
"params": {
"applD": 6578

"jsonrpc":

"method":

"params": {
"mode":
"name":

}
}




Response

On receipt of a request message, the server must reply with a response. The
response is expressed as a single JSON Object with the following properties.

Required property which must be the

same as the value of the associated
"id" request object. If there was an error in

detecting the id in the request object,

this value must be Null
"jsonrpc" Must be exactly "2.0"

Required on Success. Must not exist if
there was an error invoking the method.
The result property must contain a met
hod field which is the same as the

nresult® corresponding request, a code field
with O to indicate success. No other
result codes can be sent in the response
object. The result property may also
include additional properties as defined
in the HMI_API.



Example Responses

RESPONSE WITH NO PARAMETERS

{

"id": 167,

"jsonrpc":

"result": {
"code": 0,
"method":

}
}




RESPONSE WITH PARAMETERS

{
"id": 125,
"jsonrpc": ,
"result": {
"capabilities" : [
{
"longPressAvailable" : true,
"name" : ,
"shortPressAvailable" : true,
"upDownAvailable" : true
I®
{
"longPressAvailable" : true,
"name" : ,
"'shortPressAvailable" : true,
"upDownAvailable" : true
}
]

presetBankCapabilities": {

"onScreenPresetsAvailable" : true
+
"code" : O,
"method" :

Error Response

MUST

When an RPC encounters an error, the response object must
contain the error property instead of the result property.



The error object has the following members:

Required to be the same as the value of

"id" in the corresponding Request object.
"id" If there was an error in detecting the id

of the request object, then this property

must be Null
"jsonrpc" Must be exactly "2.0"

Required on error. Must not exist if there
was no error triggered during invocation.
The error field must contain a code field
with the value that indicates the error
type that occurred (TODO: Result

errort Enumeration section 5.1.1), a
message field containing the string
that provides a short description of the
error, and a data field that must contain
the method from the original request.
Examples

RESPONSE WITH ERROR

{
"id": 103,
"jsonrpc":
"error": {
"code": 13,

"message":
"data": {
"method":




Basic Communication

This section describes the messaging and HMI requirements between SDL and
the HMI's basic communication component.

UpdateDevicelist

[TODO: looking for feedback on how to do format this section]

* Method: BasicCommunication.UpdateDevicelList

* Sender: SDL
* Purpose: Update HMI's list of known, connected devices

The UpdateAppList request is sent after SDL has found a new device over one

of the available transports.



NOTE

The SDL's default Transport Manager (TM) and Transport Adapters
(TA) behave in the following way.

1. Bluetooth Transport

° TM performs a periodic search over Bluetooth.

° Once the device is found, SDL starts the procedure of
searching for SDL Enabled Applications on the device.

° SDL Sends BasicCommunication.UpdateDevicelList with the
name and id of the discovered device to the HMI.

° SDL needs to receive OnDeviceChosen(devicelnfo) or
OnFindApplications(devicelnfo) from the HMI to allow
registering applications which are running on the connected
device.

° SDL allows registration of applications on the named device
and sends BasicCommunication.OnAppRegistered to the HMI

° SDL sends BasicCommunication.UpdateDeviceList to HMI
when iOS device was connected over Bluetooth with
applications registered and running on SDL and was also
connected over USB.

2. USB Transport (AOA)

° SDL learns about a new device connected over USB (A
notification to the TA from the OS)

° SDL Sends BasicCommunication.UpdateDeviceList with the
name, id, and TransportType (AOA, iOS) of the discovered
device to the HMI.

° SDL sends BasicCommunication.OnAppRegistered to the HMI
and does not wait for OnDeviceChosen or OnFindApplications
notifications

3. Wifi Transport

° SDL learns about a new device connected over Wifi

° SDL sends BasicCommunication.UpdateDeviceList with the
name and id of the discovered device to the HMI

° SDL sends BasicCommunication.OnAppRegistered to the HMI
and does not wait for OnDeviceChosen or OnFindApplications
notifications



4. Cloud App Websockets

° The application manager queries the policy table for cloud app
policy entries

° For each policy table entry, the websocket transport adapter
creates a cloud device for each cloud application.

° SDL sends BasicCommunication.UpdateDeviceList with the

names, IDs, and transportType: CLOUD_WEBSOCKET for
each cloud device

Behavior

MUST

1. Update list of connected devices (i.e. store the provided
information)

2. Use the information when providing OnDeviceChosen and
OnFindApplications notifications

3. Provide the user with the possibility of choosing among the found
devices through either display, voice recognition or both.

REQUEST
PARAMETERS
array: true
Common.Deviceln
devicelist true minsize: 0

fo
maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Example Request

“id" : 64,

"jsonrpc" :
“method" :
"params" :

"deviceList" :




Example Response

{
"id" : 64,
“jsonrpc" :
"result" : {

"code" : 0,
"method" :
}
}

Example Error

{
"id" : 64,
"jsonrpc" :
"error" : {
"code" : 11,

"message" :
"data" : {
"method" :

Sequence Diagrams

SEQUENCE DIAGRAM

UpdateDevicelList after SDL discovers device over BT or USB



SDL

SDL has discovered
a device over BT,

BasicCommunication.UpdateDeviceList {name_1, id_1}

View Diagram
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|
|
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SDL has discovered
a device over USB,
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HMILVR

Store the list of connected
devices:
name_1, id_1

Make name_1 device
choosable from Ul
(in the appropriate menu)

Make name_1 device
choosable by voice.

BasicCommunication.UpdateDevicelist {code:0}

BasicCommunication.UpdateDevicelist {name_2, id_2}

Update the list of connected
devices:

name_1.id_1

name_2,id_2

BasicCommunication.UpdateDevicelList {code:0}

BasicCommunication.OnAppRegistered {params}

Params:
{applications:

Make name_2 device
choosable from Ul
(in the appropriate menu).

Make name_2 device
choosable by voice.

{appName: appName_2,
deviceName: name_1,
applD: applD_2,

|
|
I
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|
|
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|
|
|
I
|
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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|
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|
: isMediaApplication: false}
|

|

|

SEQUENCE DIAGRAM

UpdateDevicelList iOS

Store the provided data
associating it with applD_2.

hmiDisplaylLanguageDesired: EN-US,

application
choosable from Ul
(in the appropriate menu)

{appName: appName_1,
™ il e e
gy - ) assodiating it with applD_1. choosable from Ul
hmiDisplayLanguageDesired: EN-US, choosable by voice.
isMediaApplication: true} T (in the appropriate menu). T
} | I I
| |
| |
| | The User
| | activates VR.
VR.Started | |
~ T T 1
| |
| | The User speaks
: : ‘name_1".
| VR.Stopped | |
~ T T 1
: | :
BasicCommunication.OnDeviceChosen {name_1, id_1} | | |
I~ 1 | |
| | |
BasicCommunication.OnAppRegistered {params} : : :
Params: ,: ! I
{applications: Make appName_2 Make appName_2

application
choosable by voice.




View Diagram

app_1 | [ SDL | | HMI

device_1is 10S device and successfully connects over USB
app_1is SDL-enabled and running on device_1

UpdateDeviceList a'
(transportType=USB_IOS)

]
————RegisterApplinterface (app_1 )—)i
|

Reqgistration is successfull,
SDL assigns applD_1 to
app_1

{& —— RegisterApplinterface (SUCCESS) ———- BC.OnAppRegistered
(application:
{devicelD= hash of <usb_serial>,———=¢
TransportType: USB_IOS},
params)

SEQUENCE DIAGRAM

UpdateDeviceList USB AOA

View Diagram




device_1 is Android device and successfully connects over USB
app_1 is SDL-enabled and running on device_1

UpdateDevicelist

(transportType=USB_AOA) ’

————— UpdateDeviceList (params)==—=———-
RegisterApplinterface (app_1)———>

Registration is successfull,
SDL assigns appIlD_1 to
app_1

BC.OnAppRegistered
(application:
{devicelD= hash of <usb_serial>,———=
TransportType: USB_AOA},
- —— RegisterAppinterface (SUCCESS) ===~ params)




ActivateApp

NOTE

The activated application is assumed to receive access to the head
unit's display, audio and control system which are:

* Supported by the head unit and

* Confirmed to be supported via responses to IsReady requests
sent by SDL for the corresponding component

In the case of a successful HMILevel resumption, SDL will first
assign a 'default_hmi' level from policies with a 3 second timeout,
before resuming the application to either FULL or LIMITED.

If the HMI receives ActivateApp it can be assumed that the HMI
has also already been provided with detailed information about the
application through the OnAppRegistered RPC

MAY

This request may be sent:
* After SDL restores the application's state saved during a previous
ignition off

Behavior


https://d83tozu1c8tt6.cloudfront.net/OnAppRegistered

MUST

1. Activate the application on the HMI

° Display Ul.Show related parameters associated with the
named applID in the case they were previously requested
within ignition cycle

° Display the corresponding template in the case one was
previously requested by Ul.SetDisplayLayout for that
application

° Apply Ul.SetGlobalProperties associated with the named applID
, if any

° Apply UlLAddSubMenu associated with the named applID, if any

. Make VR commands accessible from previous VR.AddCommand

for the named applD during the same ignition cycle

. Apply TTS.SetGlobalProperties associated with the applID in case

previously requested since application registration

. Assign priority based on the priority parameter received. If the

parameter is omitted, the HMI must assign a priority of NONE by
default

. Respond with SUCCESS result code after the previous

requirements have been met
Set up the application as the active audio source if it is a media
or navigation type application

REQUEST
PARAMETERS
applID Integer true
Common.AppPrior
priority false

level

ity
Common.HMILeve
|

false


https://d83tozu1c8tt6.cloudfront.net/../UI/Show
https://d83tozu1c8tt6.cloudfront.net/../UI/SetDisplayLayout
https://d83tozu1c8tt6.cloudfront.net/../UI/SetGlobalProperties
https://d83tozu1c8tt6.cloudfront.net/../UI/AddSubMenu
https://d83tozu1c8tt6.cloudfront.net/VR/AddCommand
https://d83tozu1c8tt6.cloudfront.net/../TTS/SetGlobalProperties
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apppriority
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apppriority
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#hmilevel
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#hmilevel

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Example Request

{
"id" : 47,
"jsonrpc" :
"method" :

“result" :
{
"appID" : 65368
}
}

Example Response

{
"id" : 47,
"jsonrpc" :
"result" :

{
code" : 0,
"method" :

}

}




Example Error

{
"id" : 47,
“jsonrpc" :
"error" :

{
"code" : 13,

"message" :
"data" :

{

"method" :

Sequence Diagrams

SEQUENCE DIAGRAM

Activate App after successful Resumption

View Diagram



[ s |

5N
applD_1 app received
OnHashChanged
notification with the
latest hashiD from
SDL

applD_2 app received B

OnHashChanged
notification with the
latest hashID from

(oY
=i~

BasicCommunication.IgnitionCycleOver

Update counterin PT.

Close SDL's D)
processes

ML Basice icaia]
]

applD_1 app is registered
and in FULL on HMI

applD_2 app is registered
and in LIMITED on HMI

]

&= BasicCommunication.OnExitAllApplications {IGN_OFF}

BasicCommunication.UnregisterAppinterface {applD_1} —————————>>

BasicCommunication.UnregisterAppinterface {applD_2} ———————————=>

S ——

ignition off.

T

The Usertums the ‘j

—

BasicCommunication.OnSDLClose

IGN_OFF [ﬁ

SDL_HMI sequence of initialization

App_1 registers
and sends the valid
hashiD.

SDL assigns HMILevel from
“default_hmi" section of
assigned policies to applD_1
(e.g., background).

BasicCommunication.OnAppRegistered

{appID_1, resumeVrGrammars: true}

SDL waits during 3 sec giving a 5
chanse to any other ap to
resume.

I
I
1

After 3 sec SDL restores

applD_1"s HMILevel (thatis,
FULL)

BasicCommunication ActivateApp {appID_1} ———————

e —————————————— BasicCommunication.ActivateApp {code: 0}

App_1is activated
to FULL




SEQUENCE DIAGRAM

Activate App after failed Resumption

View Diagram



[ s ]

AN
applD_1 app received
OnHashChanged
notification with the
latest hashiD from
SDL

applD_2 app received )

OnHashChanged
notification with the
latest hashiD from

SDL

BasicCommunication.IgnitionCycleOver

AN
Update counterin PT.

Close SDL's
processes

AN

|HuLBasicCommunicatio|
]

applD_1 app is registered
and in FULL on HMI

]

applD_2 app is registered
and in LIMITED on HMI

]

BasicCommunication.UnregisterAppinterface {applD_1)ﬁ:

BasicCommunication.UnregisterAppinterface {applD_2} —————————=>

ignition off.

The User turns the j

T
I
[}

= BasicCommunication.OnExitAllApplications {IGN_OFF}

BasicCommunication.OnSDLClose

SDL_HMI sequence of initialization

T
1
1

App_1 registers and sends the
incorrect hashiD or does not
send hashiD at all.

SDL assigns HMILevel from
“default_hmi" section of
assigned policies to applD_1
(e.g., background).

BasicCommunication.OnAppRegistered
{applD_1, resumeVrGrammars: false}

SDL waits during 3 sec giving a
chanse to any other ap to
resume.

After 3 sec SDL restores
applD_1"s HMILevel (that is,
FULL)

BasicCommunication ActivateApp {applD_1} ————»

e ——————————————- BasicCommunication.ActivateApp {code: 0}

App_1is activated
to FULL




SEQUENCE DIAGRAM

Activate App after Unexpected Disconnect

View Diagram



i []
BN . -
i ID_1 app is registered
applD_1 app received app .
OnHashChanged and in FULL on HMI

notification with the i
latest hashiD from )
SDL applD_2 app is registered j

! and in LIMITED on HMI

applD_2 app received B

OnHashChanged
notification with the

latest hashID from
onl

oo

connection loss with 'T

applD_1

BasicCommunication.OnAppUnreqgistered —
{appID_1, unexpectedDisconnect: true} -

Display notifying '3]

message

Connection is re-
established.
T

1
AppID_1 registers
without hashiD

BasicCommunication.OnAppRegistered
{appID_1, resumeVrGrammars: false}

AN

SDL restores applD_1's
HMILevel (thatis, FULL)

BasicCommunication.ActivateApp {applD_1} ———————9|
)

App_1is activated
to FULL

o e e e e e e e e e e e BasicCommunication ActivateApp {code: 0} === === ———

————bla

SEQUENCE DIAGRAM

Activate App after Accepted Data Consent Prompt



View Diagram

[ soL ] [ mwsoL ] [HlBasicCommunication]

applD_1 app is registered and is
presentin the ‘List of registered
apps’ on HMI.

The User chooses to activate applD_1
app (manually or by voice).

SDL ActivateApp {appID_1}

Check whether the device that
applD_1 is registered from is
consented or not

The device is NOT
consented.

p—————— SDL ActivateApp {code:0, isSDLAllowed: false, device, params}-—————- S

Do NOT activate the '5|

applD_1 app.

4——— SDL.GetUserFriendlyMessage {messageCodes: "DataConsent’, params} ————

Take the information
from "DataConsent”
section of PT

Display the popup with “dataConsent”
message providing the User with the
possibility to accept or decline the
prompt (e.g., Yes7No’)).

The User accepts the prompt (e.g.,
says yes').

Store the information
about the named device
is consented into PT.

Activate appID_1 appﬁ

'
'
'
'
'
'
'
'
'
'
'
BasicCommunication.ActivateApp {appID_1} :
'
'
'
'
'
'
'
'
'
'

[ —————- BasicCommunication.ActivateApp {code:0} === =====—=mmeeee—— ] e e e e e e e

SEQUENCE DIAGRAM

Activate App after Failed Data Consent Prompt



View Diagram

[ sl ] [ HWSDL | [HMLBasicCommunication]

T
)
1

applD_1 app is registered and is
presentin the ‘List of registered
apps’ on HMI.

The User chooses to activate applD_1
app (manually or by voice).

SDL ActivateApp {appID_1}

Check whether the
device that applD_1
is registered from is
consented or not.

The device is NOT
consented.

-------- SDL.ActivateApp {code:0, isSDLAllowed: false, device, params} === ===

Do NOT activate the
applD_1 app.

#—— SDL GetUserFriendlyMessage {messageCodes: "DataConsent”, params}———

Take the information

section of PT

'
]
1
L
H
from "DataConsent” !
)
L}
]
]
|

Display the popup with “dataConsent”
message providing the User with the
possibility to accept or decline the
prompt (e.g., YesTNo’)).

The User declines the prompt (e.g.,
says ‘No).

Store the information
aboutthe named device

is NOT consented into
PT.

BasicCommunication ActivateApp {applD_1, level: NONE}

Do NOT activate the
applD_1 app.

e BasicCommunication ActivateApp {code:0}-———————— e e

applD_1 appis
visible in the 'list of
registered apps’ on
Hul




MixingAudioSupported

Purpose: inform SDL whether the vehicle audio system has the ability to speak
the TTS prompts or listen to an recognize VR commands while playing audio.

NOTE

SDL is able to get information about the audio mixing capabilities
from smartDeviceLink.ini. If the request is ignored and there is no
record for audio mixing capabilities in smartDeviceLink.ini, SDL will
assume mixing audio is not supported.

Behavior


https://github.com/smartdevicelink/sdl_core/blob/master/src/appMain/smartDeviceLink.ini

MUST

Check mixing audio capabilities and provided an accurate response.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

RESPONSE

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

attenuatedSupp
Boolean true
orted



Request Example

{
"id" : 27,

"jsonrpc" :
"method" :

}

Response Example

{
"id" : 27,
"jsonrpc" :
"result" :

{

"attenuatedSupported” : true,
“code" : O,
"method" :
}
}




Error Example

{
"id" : 27,
“jsonrpc" :
"error" :

{
"code" : 22,

"message" :
"data" :

{

"method" :

Sequence Diagrams

SEQUENCE DIAGRAM

MixingAudioSupported Messaging

View Diagram



HMI.BasicCommunication

BasicCommunication.MixingAudioSupported

I
|
[
|
I
»
-
|
|

Check mixing audio
capabilities.

SDL
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| BasicCommunication.MixingAudioSupported {attenuatedSupported:false, code:0}
:&
|
|
|

SystemRequest

* Type: Function

* Sender: SDL

* Provide the path to a system file that SDL has received from the mobile
application

SDL sends SystemRequest to the HMI when SDL receives the SystemRequest
RPC from a mobile application.

Behavior

MUST

Notify any relevant modules about the location of the file which was
transferred.



NOTE

If the HMI does not respond to SDL's request within a specified
timeout period (default of 10 seconds), SDL will return
GENERIC_ERROR to the corresponding mobile apps request.

NOTE

SDL validates all SystemRequests sent from the mobile app and
returns DISALLOWED if the app's system request contains a
RequestType that is not allowed via Policies.

SDL sends the list of RequestTypes allowed by Policies via
OnAppPermissionChanged, UpdateAppList, or OnSystemRequest
RPCs.

If the HMI sends OnSystemRequest with a RequestType which is
disallowed by the current policy table, SDL will ignore the
notification.

If SDL sends a SystemRequest with requestSubType parameter to
an older system, it would be rejected by the system with a
response of INVALID_DATA.



REQUEST

PARAMETERS

NAME

requestType

requestSubType

fileName

applID

RESPONSE

PARAMETERS

TYPE

Common.Request

Type

String

String

String

MANDATORY

true

false

true

false

This RPC has no additional parameter requirements

ADDITIONAL

maxlength="25
g

minlength: 1
maxlength: 255
minlength: 1
maxlength: 50


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#requesttype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#requesttype

Example Request

{
"id" : 59,
“jsonrpc" :
"method" :

{
"requestType" :
“fileName" :
"applD" : 223

}

}

Example Response

{
"id" : 59,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}




Example Error

{
"id" : 59,
“jsonrpc" :
"error" :

{
"code" : 11,

"message" :
"data" :

{

"method" :

Sequence Diagrams

SEQUENCE DIAGRAM

System Request Workflow

View Diagram



Mobile App SOL System HMI
Receiving Modul

SystemRequest(RequestType="typeA”, fileName="file1")
binary data empty o Use Systzmd::uen binary
in systemRequest? End flo-
I r
complete and —_
—~ A no-» Send rejection response
system?

s the RequestType is =

no-» Send Disallowed response
SDL moves “file1” data packet to location
accessible by the system
BasicC ication. sest(fileName,
applD, requestType="typeA”) Specific module is notified of location of fully assembled
packet of data from putfile based on RequestType
dule ¢ d and finished with file
Sy (success=true)
R ue)
Delete the putfile file
Repeat PutFile & SystemRequest set as needed for each packet of data.
(optional)
BasicC ication.onSy quest(fileName, Request aj sending data (optional
fileType="xx" (optional), appID (from
NA| i T 3 A"
onSystemRequest(RequestType="typeA”, fileType="xx" onAppRegistered), requestType="typeA")
(optional))
App stops sending data

GetSystemlinfo

* Type: Function
* Sender: SDL

Purpose: Get head unit system information

MUST

The HMI must respond to GetSystemInfo and provide the current
head unit software version, language, and country code.



NOTE
When SDL starts, it sends GetSysteminfo to update the policies

database with the latest system data. SDL Stores the ccpu_version
when responding to RegisterApplnterfaceRequests.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL



RESPONSE

PARAMETERS

ccpu_version String true
Common.Languag

language true
e

wersCountryCod ]
String true

e

Example Request

{
“id" : 47,

"jsonrpc" :
"method" :

}

maxlength: 500

maxlength: 500



https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

Example Response

{
"id" : 47,
“jsonrpc" :
"result" : {
"code" : O,
"method" :

"params" : {
"ccpu_version" :
"language" : ,
"wersCountryCode" :

Example Error

{
"id" : 47,
"jsonrpc" :
"error" :

{

"code" : 9,

"message" :
"data" :

{

"method" :

Sequence Diagrams

SEQUENCE DIAGRAM



GetSysteminfo

=N

SystemRequest(RequestType="typeA”, fileName="file1")

=]

View Diagram

binary data e Use SystemRequest binary
in systemRequest? no-™ catal
End flow.
I o
“m' P “::'::e no-» Send rejection response
system?
s the !qum;l‘vpeis no-» Send Disallowed response

SDL moves “file1” data packet to location
v accessible by the system
BasicC ication. Request(fileName,
applD, requestType="typeA”)

System HMI

Specific module is notified of location of fully assembled
packet of data from putfile based on RequestType

d and finished with file

cess=true)

Delete the putfile file

Repeat PutFile & SystemRequest set as needed for each packet of data.

onSystemRequest{RequestType="typeA”, fileType="xx"
(optional))

(optional)

BasicCi

quest(fileName,
fileType="xx" (optional), appID (from
onAppRegistered), requestType="typeA”)

App stops sending data

OnReady

* Type: Notification
* Sender: HMI

Request a sending data (optional

* Purpose: Inform SDL about readiness to communicate




OnReady is the first message which begins the SDL-HMI communication after
the WebSocket transports are established.

MUST
The HMI must send this notification after the connection is

established and the HMI is ready for communication in order to
communicate with SDL.

Example Notification

{

"jsonrpc" :

"method" :

}

Sequence Diagrams

SEQUENCE DIAGRAM

OnReady WebSocket

View Diagram



SDL HMI.BasicCommunication
| I
| |
L WebSockel Handshake request |
I I
| |
' WebSocket Handshake response
e =
| |
L MB.registerComponent {BasicCommunication, params} |
I I
| |
' MB.registerComponent
e =
I
I
I
L BasicCommunication.OnReady
I
I
I
I
I

JSON EXAMPLE NOTIFICATION

OnStartDeviceDiscovery

* Type: Notification




* Sender: HMI
* Purpose: Initiate device search

On receipt of this notification SDL starts searching for devices on all available
transports. Afterwards, SDL provides the search results via UpdateDevicelList.

NOTE
This RPC tells SDL to initiate a new device search. The

OnUpdateDevicelList RPC asks SDL for the results of the most
recent device query.

Example Notification

{

"jsonrpc" :

"method" :

}

Sequence Diagrams

SEQUENCE DIAGRAM

Starting Device Discovery

View Diagram


https://d83tozu1c8tt6.cloudfront.net/updatedevicelist
https://d83tozu1c8tt6.cloudfront.net/onupdatedevicelist

Start search routine
on all available
transports.

BasicCommunication.UpdateDeviceList {params}

DL HMI.BasicCommunication HMI.UI HMI.VR
I I I |
| : 1
| | Provide the Provide the
| | HMI-suggested HMI-suggested
: | option of device command of device
| | search search.
| ' |
| ' |
| |
| : The User chooses
: | to search for devices
I I
|
I BasicCommunication.OnStartDeviceDiscovery |
1
|
|
|
|
|
|
|
|
|

Update the list of
found devices

Display the list of
found devices to the User
(in HMI-defined way)

JSON EXAMPLE NOTIFICATION

OnDeviceChosen

Type



Notification

Sender

HMI

Purpose

Open the connection with the named device

On Receipt of this notification SDL will open the connected with the named
device and start sessions with the compatible SDL applications running on the
device.

MUST

1. Provide the user with the possibility to choose among the list of
known devices
2. Send this RPC when the user has selected the device

NOTE

The list of known devices is provided to the HMI in the
UpdateDevicelList Request.


https://d83tozu1c8tt6.cloudfront.net/UpdateDeviceList

Notification

PARAMETERS

) Common.Deviceln
devicelnfo true
fo

Example Notification

{
“jsonrpc" :
"method" :
"params" :

{

"devicelnfo" :

{

"name" :
"id": 3

Sequence Diagrams

SEQUENCE DIAGRAM

OnDeviceChosen


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo

View Diagram

deviceName_1.

SDL HMI.BasicCommunication HMILUI HMLVR
T I T T
| | | |
| | | |
| | | |
: BasicCommunication.UpdateDeviceList {params} : : :
[ A | |
| | |
| Update the list of | |
: found devices. : :
| T | |
: BasicCommunication.UpdateDeviceLlist {code:0} : : '
T 1 I Provide the
| | Provide the HMI-suggested
| | possibility of choosing commands
| | among the list correspondingly
: : of found devices to the list of found
| | in HMI-defined way devices
| | I (optional),
| | |
: : The User chooses
| | the device with
| |
| |
| |

BasicCommunication.OnDeviceChosen {param, deviceName_1}
l'\
|
|

Open connection
with deviceName_1

the application(s)
running on it.

T
|
|

1 |
| |
| |
| |
| |
| |
and start session with : :
| |
| |
| |
| |
| |
| |

DialNumber

Type

Function

Sender

SDL



Purpose

SDL initiates a call to a specific phone number.

NOTE

SDL looks to see if the phone number entered is correct before
passing to the HMI. The checks performed are:

1. Strip any characters except of 0-9 and * # , ;+ and pass resulting
number to HMI.

2. Return INVALID_DATA to mobile side without transferring
"number" to the HMI if "number" is empty after stripping invalid
characters.

3. Return INVALID _DATA to mobile side without transferring
"number" to HMI if the characters "/n" , "/t", or spaces are
included in "number".

MUST

1. Show DialNumber pop-up on HMI with 2 buttons, "Call" and
“Cancel".

2. Send the notification OnAppDeactivated(PHONECALL) to SDL
when the phone call is started on the HMI. The notification must
be sent to all applications that have active audio sources on the
HMI.

3. Send the notification BC.OnOnPhoneCall(isActive:true) to SDL
when the phone call is started on the HMI.

4. Send the notification BC.OnOnPhoneCall(isActive:false) to SDL
when the phone call is ended on the HMI.

5. Always respond to BC.DialNumber with a response code. If the
HMI does not respond, the mobile application will never get a
response from from SDL because default timeouts do not apply
to the DailNumber mobile API.



The request is considered to have been executed successfully only after the

user presses the "Call" button included in the DialNumber dialog.

REQUEST

PARAMETERS

NAME TYPE

number String

applD Integer

RESPONSE

PARAMETERS

MANDATORY

true

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

DialNumber Success

View Diagram

ADDITIONAL

maxlength: 40



SEQUENCE DIAGRAM

DialNumber Failed

View Diagram

Mobile App SDL Applink (HMI)

DialNumber(number, appID)

. AN
Emergency proirity
Check for correct Alertis now active
‘number” value. Strip on HMI

invalid characters

BC.DialNumber(number, appID)

HMI rejects the
requestwhich is
lower priority than
the current active
one

REJECTED:BC.DialNumber
REJECTED:DialNumber e e e —————
S —

Example Request

"id" : 59,

"jsonrpc" :
"method" :
"params" :

{

"number" :
"applD" : 65537




Example Response

{
"id" : 59,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 59,
"jsonrpc" :
"error" :
{
"code" : 5,
"message" :

"data" :

{

"method" :




OnAppActivated

Type

Notification

Sender

HMI

Purpose

Inform SDL that the user has chosen to activate an application.

SDL requires this notification to know if the user has requested for an
application to be in focus and start operating, based on the HMI's functionality.

When OnAppActivated is received, SDL sends an ActivateApp request to
confirm the named application may be activated.

MUST

1. Send an OnAppActivated notification when the user chooses an
application on the HMI.

2. Wait for ActivateApp before the HMI can display the application
related screen.



NOTE

OnAppActivated shows the user's intent to activate the named

application.

ActivateApp is a request created by SDL that provides the
permission for the application to access the HMI's functionality.

Notification
PARAMETERS
ID of the
application to
applD Integer true
be activated on

the HMI

Sequence Diagrams

SEQUENCE DIAGRAM

User Activates App

View Diagram



[42]
=

HMI.BasicCommunication HMI.UI

m—— -
e ——

asicCommunication.OnAppRegistered {params, applD_1

Update the list of
registered
applications,

| W

Provide the
possibility to activate
one among the list
of registered
applications
(HMI-defined way.

—p————_—————————————————

|
|
|
|
|
|
|
|
|
| The User chooses
| appiD_1
| application
: to activate.
| |
BasicCommunication.OnAppActivated {applD_1} ! :
| |
Check applD_1 : :
with the list of | |
registered applications. | |
| | |
| | |
: BasicCommunication.ActivateApp {applD_1} : :
t > |
: : The applD_1
| | application
| | related screen
| | is displayed,
| |
| |

BasicCommunication.ActivaleApp {code: 0}

T



JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{
"appID" : 65544
}
}

OnAppDeactivated

Type

Notification

Sender

HMI

Purpose

Inform the application it is no longer active on the HMI



SDL requires this notification in order to keep the mobile application from
sending RPC's related to the HMI's functionality (e.g. adding commands for VR,
starting an interaction with the user, speaking text via TTS, etc).

In the event a navigation application isin FULL and the HMI sends OnAppDea
ctivated , SDL must set the navigation application to LIMITED with the
AudioStreamingState set to AUDIBLE , VideoStreamingState STREAMABLE .

In the event a media projection application is in FULL and the HMI sends OnA
ppDeactivated (user goes out from media app screen to HU menu), SDL must
set the app to LIMITED with the AudioStreamingState set to AUDIBLE ,
VideoStreamingState STREAMABLE .

In the event a non media projection application is in FULL the HMI sends OnA
ppDeactivated (user goes out from media app screen to HU menu), SDL must
set the app to LIMITED with the AudioStreamingState set to NOT_AUDIBLE ,
VideoStreamingState STREAMABLE .

NOTE

The information about the application (name, appID, etc) is
provided by SDL via the RPCs UpdateAppList or

OnAppRegistered . SDL ignores all invalid notifications which come
from the HMI (invalid JSON, invalid data types/bounds, etc).



Notification

PARAMETERS

applD Integer true

Sequence Diagrams

SEQUENCE DIAGRAM

User Switches Apps

View Diagram



SDL | HM |

Application is
active on the
screen

User switches to
embedded Navigation
e.g. via Navi Menu
botton on the screen
(specific to HMI)

OnAppDeactivate(NAVIGATIONMAP, applD)

Application is deactivated,
current screen is a screen
of Embedded Navigation

system

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{
"applD" : 65544,
"reason" : PHONECALL
}
}




OnAppRegistered

Type

Notification

Sender

SDL

Purpose

Update the HMI's list of registered applications and resume the Audio
Source

SDL will send OnAppRegistered :

1. After an SDL-enabled application has registered successfully.

2. When the device was reconnected after an unexpected disconnect and a
previously connected SDL application reregisters. SDL makes a decision if
the data resumption process is applicable for the application.

3. When the HMI sends an OnFindApplications notification via the users
request.

Regarding data resumption:

Data resumption means that an application may request to restore data used in
the previous ignition cycle after an Unexpected Disconnect .

* For data resumption purposes, SDL must store application-related data
such as commands, application global properties, and show data for the
past three ignition cycles after an Unexpected Disconnect or Ignition Off.
On the fourth Ignition On, SDL clears all corresponding application-related
data used for resumption.



* HMI must store the VR grammar compiled for applications that are

unregistered by an Unexpected Disconnect or Ignition Off.

* During data resumption, the HMI may also have to resume the previous

audio source. Refer to BC.OnResumeAudioSource.

If the application resumes data successfully:

* SDL will provide OnAppRegistered with resumeVrGrammars:true to notify

the HMI that VRGrammars must be resumed. On this event, the HMI must

restore the application related VRGgrammars for the appID received via
an OnAppRegistered notification.

* SDL must restore application-related data and send to the HMI after an
OnAppRegistered notification:

¢ AddCommand(Menu + VR)
° AddSubMenu
CreatelnteractionChoiceSet
SetGlobalProperties
SubscribeButton

° SubscibeVehicleData

If the application does NOT resume data successfully:

* SDL will provide OnAppRegistered with resumeVrGrammars:false or no

resume parameter at all.

* SDL cleans up all previously stored application data for the application

that failed to resume. The HMI must also clean up previously compiled

VRGrammars for the application.

* The application will send new data to start SDL operations. In this event,

SDL and the HMI should restart the cycle of collecting application data for

resumption.

MUST

N

. Update its list of registered applications.
. Store the application data sent in the applications parameter.
. Compile and store VRGrammars for the vrSynonyms parameter,

and arrange them for the user to be able to use via voice
recognition. Note: The VR commands to activate an application



must be accessible when viewing a different active application or
the list of registered applications.

4. Provide the user with the possibility to choose an application
among a list of registered applications.

5. Send an OnAppActivated notification to SDL when the user
activates an app via the Ul or VR.

6. Manage application events by priority. HMI gets proirity
information from OnAppRegistered, UpdateAppList, ActivateApp
HMI API.

7. HMI must set app icon and create the app title in the mobile apps
list in case SDL provides <icon> via OnAppRegistered
notification.

8. HMI must set default app icon in case SDL omits <icon> at
OnAppRegistered notification.

NOTE

* If a device is connected over USB and registers an application,
SDL will send OnAppRegistered with a hash of the usb serial
number as the device id.

* If a device is connected over Bluetooth or Wi-Fi and registers an
application, SDL will send OnAppRegistered with a hash of the
device's mac address as the device id.

* When the application is registered for the first time (no records in
PT) PoliciesManager should not initiate prompting the User about
the event.

* If iOS device was connected over Bluetooth with applications
registered and running on SDL and was also connected over USB,
SDL must start reconnection timer and NOT send
OnAppRegistered to HMI.



NOTE

SDL Apps that are using the websocket transport adapter will send
OnAppRegistered after the user has activated the app and the
websocket connection is opened. The HMI should not use OnAppRe
gistered for updating the available apps in the app list.
BC.UpdateAppList should be used for updating the app list.

Notification

PARAMETERS

Common.HMIAppl

application o true
ication
array: true
Common.TTSChu o
ttsName ’ false minsize: 1
n
maxsize: 100
array: true
] minsize: 1
vrSynonyms String false
maxsize: 100
maxlength: 40
resumeVrGram
Boolean false
mars

Common.AppPrior
priority false
ity


https://d83tozu1c8tt6.cloudfront.net/UpdateAppList
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hmiapplication
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hmiapplication
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apppriority
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apppriority

Sequence Diagrams

SEQUENCE DIAGRAM

App Register with Resume

View Diagram
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SEQUENCE DIAGRAM




App Register without Resume

View Diagram
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applD=12341is
registered
|
SDL assignes N
appID1

(e.9.65539) to
mc.‘lams:( ; the app
application: .
appName, BC.OnAppReqgistered(params)
devicelnfo:{

lndame, stored applD_1 related
transportType data,
Add appl/D_1 name in the
list of regi:

o
appiD Send
} applicat

pplication data
tisName, received from
bl R Ul.AddCommands

VR.AddCommands
TTS.SetGlobalPriperties >
UlL.Show

Components send SUCCESS responses to SDL to previously got requests

User activates appID1 on HMI and operates app running

red dis

connect happ (USB unplug, WiFi connection lost etc)

Unexp
app's T

1
AddCommands (Ul +VR), | ——
SetGlobalProperties i 9
AddSubMenu SDL persists current app's data
SubscribeButtons
SubscibeVehicleData
CreatelnteractionChoiceS

ot OnlAppUmuy dDi:
} t

ue, applD_1)

App with appID=1234
is registering again

|

SDL performs internal check if this is an appID1 unexpectedly unregistered before

VR persists compiled
i Vrgrammars of applD1

opt

[SDL identifies the
app as NOT to be
resumed because app-provided
hashID is wrong or myssing)

BC.OnAppRegistered(params, resumeVRGrammars:false)

all appID1 persisted da
is cleaned up

send only data received
from the app

Cleans up compiled
Vrgrammars of previously registered applD1

Operating as usually, SDL transfers data from the app to HMI

SEQUENCE DIAGRAM

App Registers on USB




View Diagram

app 1 | [ SDL | [ HMI

T T T
Il Il !

device_1 is Android device and successfully connects over USB
app_1 is SDL-enabled and running on device_1

RegisterAppinterface (app_1)——>!

Registration is successfull,
SDL assigns applD_1 to
app_1

& —— RegisterAppinterface (SUCCESS) ===+ BC.OnAppRegistered
(application:
{devicelD= hash of <usb_serial>,——=
TransportType: USB_AOA},
params)

v

SEQUENCE DIAGRAM

App Registers on Bluetooth

View Diagram




app_1 | SDL | | Hul

T T T
1 | |

device_1 is Android device and successfully connects over BT
app_1is SDL-enabled and running on device_1

RegisterAppinterface (app_1)—>!

Registration is successfull
SDL assigns applD_1 to
app_1

& —— RegisterAppinterface (SUCCESS) === BC.OnAppRegistered
(application:
{devicelD= hash of <mac_address>,—=
TransportType: BLUETOOTH]},
params)

v

JSON EXAMPLE NOTIFICATION

{
“jsonrpc" :
"method" :
"params" :
{
"application" :
{
"appName" : ,
"ngnMediaScreenAppName " :
"devicelnfo":
{ "name" :
"id" : 1563462,
"transportlype" :

H
"policyApplID" : 123,
"applID" : 65540,
"hmiDisplayLanguageDesired"
"isMediaApplication" : false

: true




CLOUD APP JSON EXAMPLE NOTIFICATION



{
"jsonrpc":
"method":
"params": {
"application": {
"applD": 845030685,
"appName":

"appType”: [

1
"cloudConnectionStatus":
"dayColorScheme": {
"backgroundColor": {
"blue": 98,
"green": 78,
"red": 36
}

rimaryColor": {
"blue": 248,
"green": 246,
"red": 242

}

econdaryColor": {
"blue": 98,
"green": 78,
"red": 36

}
}

'evicelnfo": {
Ilidll:

"isSDLAllowed": true,
"name":
"transportType":

}

miDisplayLanguageDesired":
"isCloudApplication": true,
"isMediaApplication": false,
"ngnMediaScreenAppName":
"nightColorScheme": {
"backgroundColor": {

"blue": 35,

"green": 17,

"red": 2
}

rimaryColor": {
"blue": 248,
"green": 246,
"red": 242




H
"secondaryColor": {
"blue": 98,
"green": 78,
"red": 36
}
¥

olicyAppID":
"requestSubType": [],
"requestType": [],
“vrSynonyms": [

]
}
“priority": ,
"vrSynonyms": [

OnAppUnregistered

Type

Notification

Sender

SDL

Purpose

Inform the HMI that an application has unregistered.



SDL sends this notification when:

1. The named application has unregistered from the mobile side via an
appropriate RPC.

2. The connection and corresponding session(s) are closed due to transport
connection issues (for example, WiFi/BT connection closing on mobile
device, USB unplugging, etc.).

3. A HeartBeat timeout occurs between the mobile device and SDL Core (if a
HeartBeat timeout is set).

MUST

1. HMI must distinguish distinguish between an unexpected
disconnect and a regular exit from the unexpectedDisconnect
parameter.

2. HMI must removed the named application from the list of
registered applications.

MAY

1. In case of an Unexpected Disconnect, the HMI may display a
popup of some kind that reports a connection with the named
app was unexpectedly lost.

2. In case of any type of disconnect, the HMI may switch to a Home
screen that displays a list of other registered applications.

3. The HMI may delete all application data after an app disconnects,
except for VRGrammars.



NOTE

Information about the application (name, applD, etc) is provided by
SDL via BC.UpdateAppList or BC.OnAppRegistered.

Notification

PARAMETERS

unexpectedDisc
Boolean true
onnect

applD Integer true

Sequence Diagrams

SEQUENCE DIAGRAM

Active App Unregistered

View Diagram


https://d83tozu1c8tt6.cloudfront.net/updateapplist
https://d83tozu1c8tt6.cloudfront.net/onappregistered

app_1 application
has been
unregistered (e.g.
user closed on
maobile device)

|
?BC.OnAppUnregisteredt‘appIDA unexpectedDisconnect false)

Cleans all up AN
app_1
application
related data

T

Switch HMI D
layout to HMI-
defined sceen-

page

JSON EXAMPLE NOTIFICATION

"jsonrpc" :
"method" :
"params" :
{
"applD" : 65539,
"unexpectedDisconnect":

}
}




OnAwakeSDL

Type

Notification

Sender

HMI

Purpose

Notify SDL to return to normal operation after a suspend event.

This notification is sent to SDL to notify that there won't be IGNITION_OFF sent
after OnExitAllApplications( SUSPEND ), which was previously sent by the HMI.

MAY

1. Send OnAwakeSDL if the ACC does not change, but the driver
door is opened and closed two times.
2. Send OnAwakeSDL ifif the ACC key position is set to On.

Sequence Diagrams

SEQUENCE DIAGRAM


https://d83tozu1c8tt6.cloudfront.net/onexitallapplications

Wake SDL from Suspension

View Diagram

| SDL | | =T

app_1,app_2is
active

<« BC.OnExitAllApplications tSUSPEND) —————

SDL performs
persistence of data for
resumption for all apps

————————— BC.OnSDLPersistenceComplete = = — =

Driver changed key
state to ON

OnAwakeSDL

=

SDL is notified that no
IGNITION_OFF is
expected. Continue
operating




JSON EXAMPLE NOTIFICATION

{

"jsonrpc" :

"method" :

}

OnExitAllApplications

Type

Notification

Sender

HMI

Purpose

Inform SDL to exit every registered application.

SDL requires this notification in order to accurately close the sessions with
registered applications before reloading or shutting down based on the user's
actions.



MUST

* Send OnExitAllApplications with the appropriate reason upon one
of the users's actions:

° Master Reset

° Key set to Ignition Off (Refer to the diagram below).
° Key set to Suspend (Refer to the diagram below).

° Key set to ACC

Notification

PARAMETERS

Common.Applicati
reason true
onsCloseReason

Sequence Diagrams

SEQUENCE DIAGRAM

Exit All Apps on Ignition Off

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#applicationsclosereason
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#applicationsclosereason

I SDL | I HMI |

active

app_1,app_2is Iﬁ

Key is set-up to
position ACC
on HMI

<—— BC.OnExitAllApplications {SUSPEND)

Wait for SDL &
persistances
complete and
send IGN_OFF

SDL performs
persistence of data for
resumption for all apps

————————— BC.OnSDLPersistenceComplete :————=>i

< BC.OnEXxitAllApplications {/GNITION_OFF) —i
do
Unregister the apps in case they are still running

OnSDLClose —

Terminates SDL process




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"reason" :

}
}

OnExitApplication

Type

Notification

Sender

HMI

Purpose

Inform SDL that an application must be unregistered or put into the
NONE HMI state.



MUST

1. Provide the possibility for the user to exit any of the registered
applications.

2. Track if an application is active or running in the background, and
complies with the driver distraction rules of the system.

3. Track that the transport type that corresponds to the application
running. For example, navigation applications are not allowed to
be run over a bluetooth connection.

4. Ignore all SDL RPC's related to an application that are defined as
prohibited for a specific transport type.

5. Send OnExitApplication notification to SDL if an application
conflicts with any of the rules above (i.e. Users requests to exit,
driver distraction rules violated, or navigation app connected
over bluetooth).

MAY

The HMI may switch layouts or views according to the workflow
after deactivation of an application.

NOTE

* Information about the application (name, applID, etc) is provided
by SDL via BC.UpdateAppList or BC.OnAppRegistered.

* SDL ignores all invalid notifications which come from the HMI
(Invalid JSON, invalid data types/bounds, etc).

* If the HMI sends ApplicationExitReason
CLOSE_CLOUD CONNECTION

° The application will be unregistered.

° A BasicCommunication.UpdateDevicelList (with the closed
application) will be sent by SDL.

° The closed application will have a cloudConnectionStatus of
NOT_CONNECTED


https://d83tozu1c8tt6.cloudfront.net/updateapplist
https://d83tozu1c8tt6.cloudfront.net/onappregistered
https://d83tozu1c8tt6.cloudfront.net/updatedevicelist

Notification

PARAMETERS

Common.Applicati
reason true
onExitReason

applD Integer true

Sequence Diagrams

SEQUENCE DIAGRAM

User Exits Application

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#applicationexitreason
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#applicationexitreason

pre-conditions:
app_1 of any type is running on device_1

OnAppRegistered (applD_1, appHMIType, =
devicelnfo, params)

Application is registered, user is operating the application on HMI B’

The user chooses EXIT

APPLICATION on HMI
OnExitApplication (appID_1,
¢ USER_EXIT)
<< OnAppDeactivate(applD_1, "GENERAL")
Update HMI Application is deactivated.
Level of the HMI continue operating
appliD_1 according to its defined
application to workflows

Application is continued to
be registred on SDL,
opetation and requests
from mobile application
are processed according
to PolocyTable rules

SEQUENCE DIAGRAM

Application Not Authorized

View Diagram



L

pre-conditions:
1.device_1 Is connected over BT
2.app_1is NAVI and running on device_1

ed (applD_1, appHMIType NAVIGATION
s : SHaVRR N
devicelnfo:BT, params

StartAudioStream(applD_1) =
StartVideoStream(applD_1 )~ p

Any PRCs (appID_1, params) —————————————p-

HMI rejects registration
and ignores all RPC for
naviapplD_1 over BT

OnExitApplication (applD_1,
UNAUTHORIZED_TRANSPORT_REGISTRATION)

HMI continue ignoring all
requests from SDL
associated with this
applD_1

Clears all related
temporary data for this

appID_1

Application related
data is cleaned up on

JSON EXAMPLE NOTIFICATION

"jsonrpc" :
"method" :
"params" :

{
“appID" : 65544,
"reason" :

}




OnEventChanged

Type

Notification

Sender

HMI

Purpose

Notify SDL that an event becomes active or inactive

SDL uses OnEventChanged notification to appropriately manage the hmiLevel
and audioStreamingState of each application during an active event.

PHONE_CALL

MUST

1. Send notification with appropriate parameter value when active
call on HMI has been started/ended.

2. Send SDL.OnAppDeactivated to the active app when the phone
call is started.

3. Resume the applications to their original state prior to the phone
call event in the HMI when the event ends (see note below).


https://d83tozu1c8tt6.cloudfront.net/../sdl/onappdeactivated

NOTE

SDL does not send BC.ActivateApp or BC.OnResumeAudioSource to
HMI after the phone call is ended.

Upon receiving OnEventChanged(PHONE_CALL) , SDL will:

Change the HMI state of all applications
true currently either in FULL or LIMITED to
(BACKGROUND, NOT_AUDIBLE)

Return applications to the same HMI

false .
state they had prior to the event

EMERGENCY_EVENT

EMERGENCY_EVENT is an HMI-specific event used when "Emergency event" or
"Rear view camera" are active. The main idea of this from the SDL<->HMI point
of view is that navigation/audio streaming mustn't interfere with Rear Camera
View mode. The HMI is responsible for managing audio/video data while
EMERGENCY_EVENT is active.

MUST

1. Send a notification with the appropriate parameter value when
EMERGENCY_EVENT becomes active or inactive.

Upon receiving OnEventChanged(EMERGENCY _EVENT) , SDL will:



Move all apps with audioStreamingState

true
AUDIBLE to NOT_AUDIBLE
Return applications to the same HMI
false
state they had prior to the event
NOTE

While the event is active, the app is not allowed to stream audio
and it will not be heard by the user (due to other audio and/or
system events blocking it).

DEACTIVATE_HMI

MUST

1. Send notification with appropriate parameter value when all apps
should be deactivated/restored.

2. Send OnEventChanged(DEACTIVATE_HMI, isActive: false) before
activating an app.

Upon receiving OnEventChanged(DEACTIVATE _HMI) , SDL will:



Change the hmilLevel of all applications

true currently in (FULL/LIMITED) to
(BACKGROUND, NOT_AUDIBLE)
Return applications to the same HMI
false
state they had prior to the event
NOTE

When this event is active, SDL rejects all app activation requests
from the HMLI.

AUDIO

M

_SOURCE/EMBEDDED_NAVI

usT

. Send notification to SDL with appropriate parameter value when

embedded navigation or audio source is activated/deactivated.

. Send SDL.ActivateApp(applID) in case of app activation or

BC.OnAppDeactivated(applD) in case of app deactivation.

. Switch off embedded source before app activation, when the

type of activating app and embedded source are the same:

° The HMI must deactivate the AUDIO_SOURCE event if a media
app is activated.

° The HMI must deactivate the EMBEDDED_NAVI event if a
navigation app is activated.

. When the system supports audio mixing and embedded

navigation starts streaming

° Send TTS.Started to SDL to change media app currently in
(LIMITED, AUDIBLE) to (LIMITED, ATTENUATED) due to active
embedded navigation.



° Send TTS.Stopped to SDL right after embedded navigation
stops streaming to change application's HMIStatus to the same
state it had prior to the event.

NOTE

* When app is successfully registered and SDL receives OnEventC
hanged(AUDIO_SOURCE, isActive:true) or OnEventChanged
(EMBEDDED_NAVI, isActive:true) , SDL changes hmilLevel and
audioStreamingState of this application.

° See the table HMI Status of apps when AUDIO_SOURCE or
EMBEDDED_NAVI event is activated

* When app is activated during an active EMBEDDED_NAVI or
AUDIO_SOURCE event, SDL sets the appropriate hmiLevel and
audioStreamingState for the app.

° See the table Activating apps during active AUDIO_SOURCE or
EMBEDDED NAVI event

Given that a system supports audio mixing
("MixingAudioSupported" = true at .ini file), then:

° If there is a navigation app in (FULL/LIMITED, AUDIBLE) and
SDL receives
OnEventChanged(AUDIO_SOURCE, isActive=true), then SDL
will change the navigation app's state to (LIMITED, AUDIBLE)

° If there is a navigation app that is in (LIMITED, AUDIBLE) due
to an active AUDIO_SOURCE event, and SDL receives
SDL.ActivateApp(applID_of navigation_app), then SDL will
change the navigation app's state to (FULL, AUDIBLE).

° If SDL receives OnEventChanged(EMBEDDED_NAVI,
isActive=true), SDL changes any media app in (LIMITED,
AUDIBLE) to (LIMITED, ATTENUATED). After the
EMBEDDED_NAVI event ends, SDL changes the media app's
state to (LIMITED, AUDIBLE).



HMI STATUS OF APPS WHEN AUDIO_SOURCE OR

EMBEDDED_NAVI EVENT IS ACTIVATED

Media

Navigation

Non-media

Media

Navigation

Non-media

AUDIO_SOURCE

AUDIO_SOURCE

AUDIO_SOURCE

EMBEDDED_NAVI

EMBEDDED_NAVI

EMBEDDED_NAVI

(FULL/LIMITED,
AUDIBLE)

(FULL/LIMITED,
AUDIBLE)

(FULL/LIMITED,
AUDIBLE)

(FULL/LIMITED,
AUDIBLE)

(FULL/LIMITED,
AUDIBLE)

(FULL/LIMITED,
AUDIBLE)

(BACKGROUND,
NOT_AUDIBLE)

(LIMITED,
AUDIBLE)

(BACKGROUND,
NOT_AUDIBLE)

(LIMITED,
AUDIBLE)

(BACKGROUND,
NOT_AUDIBLE)

(BACKGROUND,
NOT_AUDIBLE)

ACTIVATING APPS DURING ACTIVE AUDIO_SOURCE OR
EMBEDDED_NAVI EVENT

Media

Navigation

Non-media

Media

Navigation

Non-media

AUDIO_SOURCE

AUDIO_SOURCE

AUDIO_SOURCE

EMBEDDED_NAVI

EMBEDDED_NAVI

EMBEDDED_NAVI

(FULL, AUDIBLE)

(FULL, AUDIBLE)

(FULL,
NOT_AUDIBLE)

(FULL, AUDIBLE)

(FULL, AUDIBLE)

(FULL,
NOT_AUDIBLE)

false

true

true

true

false

true



PARAMETERS

Common.Eve
eventName true
ntTypes

isActive Boolean true

Sequence Diagrams

SEQUENCE DIAGRAM

PHONE_CALL, media app is active

View Diagram

Specifies
the types
of active
events
Must be
'true’ when
the event
is started
on HMI.
Must be
'false’
when the
event is
ended on
HMI


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#eventtypes
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#eventtypes

app 1 | [ app 2 | SDL Bl
pre-conditions:
1.app_1 and app_2 was successfully registered
2. app_1is non-media app in BACKGROUND
3.app_2 is media app in FULL
4. phone call starts

le———— OnEventChanged (PHONE_CALL, isActive=trug) ——

= OnHMIStatus (BACKGROUND,
NOT_AUDIBLE)

User activates app_2 Ill

€~ SDL ActivateApp (appID_2)

= OnHMIStatus (FULL, NOT_AUDIBLE —

<= OnEvenlChanged (PHONE_CALL, isActive=false) ——
4=——— OnHMIStatus (FULL, AUDIBLE ) ——!

SEQUENCE DIAGRAM

PHONE_CALL, non-media app is active

View Diagram

[ non-mediaapp 1 | [ mediaapp 2 ] SDL HMI
T

pre-conditions:
1.app_1 and app_2 was successfully registered
2. app_1is non-media app in BACKGROUND
3.app_2 is media app in FULL
4. phone call starts

= OnEventChanged (PHONE_CALL, isActive=trug) ——
- OnHMIStatus (BACKGROUND,
NOT_AUDIBLE)

User activates apD_"j

MG SDL Activate App (appID_1)

————————— SDL.ActivateApp (SUCCESS) ========>
f&——— OnHMIStatus (FULL, NOT_AUDIBLE) ——

le——— OnEventChanged (PHONE_CALL, isActive=false) —I

4<=—— OnHMIStatus (LIMITED, AUDIBLE) —




SEQUENCE DIAGRAM

EMERGENCY_EVENT

View Diagram

| App1 | | App2 | [ SDL A
1 1 i
. - 911 mode or
Media a Navi a
PP 'app Rearview
camerais
{ : activated

The both apps have status ‘T

AudioStreammingState AUDIBLE gnEvemChanged(EMERGENCY_EVENT,’(rue)

I
I
I
OnHMIStatus(HMILevel, NOT_AUDIBLE, SystemContext)
e
ey
OnHMIStatus(HMILevel, NOT_AUDIBLE, SystemContext)
-
911 mode or
Rear view
camerais
deactivated
OnEventChanged(EMERGENCY_EVENT false)
AudioStreamin
States changed
are returned to
previous states
OnHMIStatus(HMILevel, AUDIBLE, SystemContext)
—d
| —
OnHMIStatus(HMILevel, AUDIBLE, SystemContext)
-
Poe]

SEQUENCE DIAGRAM

DEACTIVATE_HMI



View Diagram

amt ] [ aw2 ] [ su ]

pre-conditions:
1.app_1 and app_2 are successfully registered
2.app_1in FULL and AUDIBLE
3.app_2in LIMITED and NOT_AUDIBLE

BC.OnDeactivateHMI | Reqg#1
= (isDeactivated:true) o

Change HMILevel for
app_1and app_2

= OnHMIStatus (HMILevel: BACKGROUND, L
audioStreamingState: NOT_AUDIBLE)

OnHMIStatus (HMILevel: BACKGROUND, |
< audioStreamingState: NOT_AUDIBLE) Reqe2

User activates app_1 B‘

& SDL ActivateApp(appID_1) Req#3

————— SDL.ActivateApp (REJECTED)=—=>

BC.OnDeactivateHMI
< (isDeactivated:false) Req#5

Restore HMILevel and
audiosStreamingState for
app_1 and app_2 that were
before
BC.OnDeactivateApp
nofification

OnHMIStatus (HMILevel: FULL,

audioStreamingState: AUDIBLE)

OnHMIStatus (HMILevel: LIMITED,

Req#6
< audioStreamingState: NOT_AUDIBLE)_'

SEQUENCE DIAGRAM

EMBEDDED_NAVI or AUDIO_SOURCE

View Diagram



app_1 | I

SD |

opt

SDL receivfesOnEventChanged (EMBEDDED_NAVI) OR (AU

|

DIO_SOURCE) and then mediaapp reqgisters

app_1

is media app lﬁ

Register Appinterface (app_1) =

ng
(eventName: EMBEDDED_NAVI,

OnEventChanged

isActiveitrue) OR
(eventNams: AUDIO_SOURCE,

app_1 satisfies all conditions
of successfull HMILevel
resumption

isActiveitrue)

& ———- RegisterApplnterface (SUCCESS)

Cancel HMILevel
resumption of app_1

L BC.OnAppRegistered (applD_1) ———=>
AN

Set <defauli_HMILevel> from
Policies

OnHMIStatus
(HMILevel: <default_HMILevel>,
audioStreamingState: NOT_AUDIBLE)

-

opt
SDL receyesOnEventChanged (EMBEDDED_NAV) OR (AYDIO_SOURCEH and then non-media app
registers |
1
app_1is non-media
app OnEventChanged
(eventName: EMBEDDED_NAVI,
isActiveitrue) OR
. (eventName: AUDIO_SOURCE,
Register Applnterface (app_1) ————> isActive:true)
app_1 satisfies all conditions
of successfull HMILevel
resumption
j& ———- RegisterAppinterface (SUCCESS) === —
——— BC.OnAppRegistered (applD_1) ———=>
Resumes app_1 BI
OnHMIStatus
fem (<resumed_HMILevel>, —
audioStreamingState: NOT_AUDIBLE)
opt
SDL receives OnEventChanged (EMBEDDED_NAVI OR (AUDIO_SOURCE) and then navigation app
registers
= = = OnEventChanged
app_1is navigation lﬁ (eventName: EMBEDDED_NAVI,
app isActiveitrus) OR
(eventName: ALpIO_SOURCE,
Register Applinterface (app_1) ——————) isActive:true)
app_1 satisfies all conditions
of successfull HMILevel
resumption
)& ———~ RegisterApplnterface (SUCCESS) == ——
———— BC.OnAppRegistered (applD_1) —=>
Resumes app_1to
LIMITED
OnHMIStatus
e (HMILevel: LIMITED,  —
audioStreamingState: NOT_AUDIBLE)




SEQUENCE DIAGRAM

App activation during active audio source

View Diagram

[ mediaap | [ soL ] [ Bm

opt

ol - ] . ,
Case_1: qnn.nmmmn.dunm.asnmumo_s.o.um Reqg#1

app is running in FULL j

and AUDIBLE

audio source (FM, CD)

User activates embedded Bl

r=—— OnAppDeactivated (<applD=)
&= OnHMIStatus-(LIMITED, AUDIBLE) ——
= OnEventChanged

OnHMIStatus (AUDIO_SOURCE, isActive=true)

i< (BACKGROUND, NOT_AUDIBLE)

AN
User activates media app

App activation is trigger to =
switch off embedded
audio source (FM, CD)
. iatel

= OnEventChanged
(AUDIO_SOURCE, isActive=false)

lg———— SDL ActivateApp (<applD=)

= OnHMIStatus
(FULL, AUDIBLE)

SEQUENCE DIAGRAM

App activation during active embedded navigation

View Diagram



naviapp | | SDL

opt
Case_1: App activation during active navi source
™

app is running in FULL
and AUDIBLE

OnHMIStatus
< (LIMITED, AUDIBLE)

OnHMIStatus
= (BACKGROUND, NOT_AUDIBLE)

OnHMIStatus

=
(FULL, AUDIBLE)

e (EMBEDDED_NAVI, isActive=false) |

Req#6

User activates embedded
navigation

OnAppDeactivated (<applD=)

OnEventChanged

= (EMBEDDED_NAVI, isActive=true)

User activates navi app

AN

T
|
1

App activation is trigger to
switch off embedded
navigation jimmediately

AN

OnEventChanged

<€—— SDL ActivateApp (<applD=)

SEQUENCE DIAGRAM

Correlation between audioStreamingState of media app and embedded

navigation in case "MixingAudioSupported" = true/false

View Diagram



(o2}
=
L

navi app gl
T

app is running in FULL and
AUDIBLE

User activates embedded
audio source (FM, CD)

e OnAppDeactivated (<applD=)

= OnHMIStatus
(LIMITED, AUDIBLE)
opt
System supports audio mixing -> MixingAudioSuppoyted=true at .ini file
- OnEventChanged
OnHMIStatus (AUD]O_SOU RCE IsActive=true)
< wmeD, AUDIBLE)
User activates navi app ﬁ
& SDL ActivateApp (<applD=)
o ———- SDL ActivateApp (SUCCESS) == === >
= OnHMIStatus
(FULL, AUDIBLE)
opt
Susterp does NOT support audio mixing -> MixingAuldioSupported=false at .ini file
OnEventChanged

(AUDIO_SOURCE, isActive=true)

E OnHMIStatus
(LIMITED, AUDIBLE)

User activates navi app

App activation triggers to
switch off embedded
audio source (FM, CD)
immediately

= OnEventChanged |
(AUDIO_SOURCE, isActive=false)

&~ SDL ActivateApp (=applD=)

OnHMIStatus
= (FULL, AUDIBLE)

SEQUENCE DIAGRAM



Multiple apps activation during active embedded navigation or audio
source

View Diagram



media app 1 |
T

| non-media app 3 ]

T
T

pre-conditions:
1.app_1in FULL and AUDIBLE
2.app_2in LIMITED and AUDIBLE
3.app_3 in BACKGROUND
4. MixingAudioSupported=true at .ini file

OnHMIStatus (LIMITED, AUDIBLE)

OnHMIStatus (LII\{HTED. AUDIBLE)
I
<< OnHMIStatus (BACKGROUND, NOT_AUDIBLE)

OnHMIStatus (FULL, AUDIBLE)

]

navigation

AN
User activates embedded

OnAppDeactivated (<applD=)

< OnEventChanged .
(EMBEDDED_NAVI, isActive=true)

I User activates app_1 ﬁ

<4—— SDL.ActivateApp (applD_1)

~—— SDL.ActivateApp (SUCCESS) -——->

OnHMIStatus (LIMITED, AUDIBLE)

| User activates NAVI app_z[ﬁ

NAVI app activation is
trigger to switch off
embedded
navigation immediately

OnEventChanged

< (EMBEDDED_NAVI, isActive=false) |

OnAppDeactivated (applD_1)

i
OnHMIStatus (LIMITED, ATTENUATED)

& OnHMIStatus (FULL, AUDIBLE)

4&— SDL ActivateApp (appID_2)

=== SDL.ActivateApp (SUCCESS) -===>

Navi app starts st

reamingbl

OnAudioDataStreaming
(available=true)

—

- OnHMI;latatus (FULL, AUDIBLE)

OnHMIStatus (LIMITED, AUDIBLE)

Navi app stops streaming ‘ﬁ

OnAudioDataStreaming

(available=false)

de——————— OnHMIStatus (FULL, AUDIBLE)
|

Media app in LIMITED
and AUDIBLE

Navi app in LIMITED and
AUDIBLE

User activates a|

pp_3 ﬁ

OnAppDeactivated (applD_2)

J&=—— OnHMIStatus (LIMITED, AUDIBLE)

¢— SDL ActivateApp (appID_3)
\-—— SDL ActivateApp (SUCCESS) - ===

= OnHMIStatus
(FULL, NOT_AUDIBLE)




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"eventName" :
"isActive" : true

}

OnFileRemoved

Type

Notification

Sender

SDL

Purpose

Inform the HMI that a file has been removed from a shared folder by an
application.



When a file is requested to be removed by an application, SDL will notify the
HMI that the file has been removed.

MAY

If the named file that was removed was an app icon, the HMI may
want to reset the app icon it was displaying to a default app icon.

NOTE

SDL notifies the HMI about removing files only if the files were
located in the HMI's shared folder.

Notification
PARAMETERS
minlength: 1
fileName String true
maxlength: 30
fileType Common.FileType true

applD Integer true


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#filetype

Sequence Diagrams

SEQUENCE DIAGRAM

File Removed from Head Unit

View Diagram

[ s ] [ oW ]

File has been uploaded toh
application
SharedFolder(or
SystemFolderincase a
systemFile="true"

OnPutFile("sd/sdl/ffilepath/fileName”, "GRAPHIC_JPEG")
1

File "fileName” was Process the file
requested to be removed according to
from workflow
application SharedFolder
lor SystemFolder by
application

1
Removes the
file from the
shared/system

folder

OnFileRemoved(“sd/sdifilepath/fileName”, "GRAPHIC_JPEG", appID)
1

Cleans up the
picture/change
icon to default if
displayed on
HMI




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :

{
"applD" : 31780,
"fileName" :

“fileType" :
¥

}

OnFindApplications

Type

Notification

Sender

HMI

Purpose

Initiate the search for applications on the named device.



Notification

On receipt of this notification, SDL will provide the list of registered applications
for the named device via the 'UpdateAppList' RPC.

NOTE

SDL ignores all invalid notifications sent from the HMI (e.qg. invalid
JSON, invalid data types).

MUST

HMI must send an 'OnFindApplications' notification when the user
requests to find applications on a device (i.e. user chooses a device
from a list of devices).

PARAMETERS

i Common.Deviceln
devicelnfo false
fo


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo

Sequence Diagrams

SEQUENCE DIAGRAM

User Choice After OnAppRegistered

View Diagram

The User chooses
to find applications
on device with
deviceName_1.

SDL HMI.BasicCommunication HMLUI HMLVR
| | | |
| | | |
| | | |
| | Provide the Provide the
| | possibility to choose HMI-suggested
| | searching of applications commands
| ' for each of found devices 1o choose
: : (HMI-defined way). the search of applications
| | T for each of found devices
| | | (optional).
| |
| |
| |
| |
| |
| |
| |
|

|
BasicCommunication.OnFindApplications {param, deviceName_1}

~
|
|

|
|
|
|
Search for applications Ij |
|
|
|

on deviceName_1.

BasicCommunication.OnAppRegistered {params, deviceName_1}
[ N

! “l
I
‘ Provide the User
Update the list of with the search
registered applications. resulls.

SEQUENCE DIAGRAM

OnFindApplications after Device Chosen by User



View Diagram

SDL HMI.BasicCommunication HMI.UI HMI.VR

Update the list of
found devices.

T
|
|

deviceName_1.

| Provide the

| Provide the HMI-suggested
| possibility of choosing commands

| among the list correspondingly
| of found devices to the list of found
| in HMI-defined way. devices

| T (optional).

| |

| 1

| The User chooses

: the device with

|

|

BasicCommunication.OnDeviceChosen {param, deviceName_1}

&
~
|

Open connection
with deviceName_1
and start session with
the application(s)

|
|
|
|
|
|
|
|
|
|
e_

: deviceName_1
i (HMI-defined way).
|
|
|

|
|
|
|
|
|
|
|
|
running on it. :
| |
| |
BasicCommunicalion.OnFindApplications {param, deviceNam: ‘ 1} :
| | |
| |
Search for applications | |
on deviceName_1 : :
| | |
| | |
| |
BasicCommunication. OnAppRegistered {params, deviceName_1} :
: > :
| |
| Provide the User
| Update the list of with the list of
| registered applications. applications
: unning on
|
|
|
|
|



JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"deviceinfo" :

{

"name" :
"id": 4

OnlgnitionCycleOver

Type

Notification

Sender

HMI

Purpose

Trigger SDL to increment the counter of ignition cycles in Local Policy
Table



Notification

MUST

Send BC.OnlgnitionCycleOver together with BC.OnExitAllApplicati
ons(IGNITION_OFF) to SDL once ignition off is detected.

NOTE

1. BC.OnlgnitionCycleOver dependencies:

2. SDL expects BC.OnlgnitionCycleOver only in case it's built with "-
DEXTENDED_POLICY: ON" flag. Otherwise SDL needs
BC.OnExitAllApplications(IGNITION_OFF) only.

3. By getting BC.OnlgnitionCycleOverSDL increments the
"ignition_cycles_since_last_exchange" counter in Local Policies
Table

4. Once the value of "ignition_cycles_since last_exchange" gets
equal to the value of "exchange_after x_ignition_cycles", SDL
triggers a Policy Table Update

PARAMETERS

This RPC has no additional parameter requirements



JSON EXAMPLE NOTIFICATION

{

"jsonrpc" :

"method" :

}

Sequence Diagrams

SEQUENCE DIAGRAM

OnlgnitionCycleOver in triggering a Policy Table Update flow

View Diagram



HU sw

Pre-conditions:

flag atall

1. SDL is built with any value of "-DEXTENDED_POLICY" flag or without this

2. It's the 1st ignition cycle and PolicyTableUpdate is successfully applied
3. Policies DataBase contains: "exchange_after_x_ignition_cycles: 10"

loop

Until th

l——— BC.OnAppInterfaceUnregistered (IGNITION_OFF) ——

e amount of ignition cycles since the previous update is equél to "exchange_after_x_ignition_cycles"

l<——— BC.OnlgnitionCycleOver ()

I BC.OnExitAllApplications (IGNITION_OFF)

User:
Perform ignition OFF

Increment the counter of
ignition cycles

BC.OnSDLClose () —————————=

Sutdown

lgnition ON

Check whether the amount of ignition
ycles since the previous update is
equal to
"exchange_after_x_ignition_cycles"

It's the 11th ignition cycle and the
amount of ignition cycles since the previous update (10) is
equal to "exchange_after_x_ignition_cycles" (10).

OnPutFile

Type

Notification

| SDL.OnStatusUpdate (UPDATE_NEEDED) ——=>!

Start PolicyTableUpdate
flow.




Sender

SDL

Purpose

Inform the HMI that a file has been uploaded into a shared folder by an
application.

OnPutFile notifies the HMI that some file has been put into a shared or system
folder that can be used by the HMI.

MUST

1. Use the appropriate uploaded file according to its workflow (IVSU,
SystemRequest, RPC's). See diagrams listed below.

2. Whenever HMI gets RPC with Image which has .isTemplate set
to true, the HMI has to:

load the proper image pattern

extract alpha channel from the template image

apply the alpha channel to the image pattern

use this newly generated image instead of the uploaded one

i Pl g

and whenever the Ul changes, the HMI has to recreate images
currently visible on the screen.



NOTE

The list of RPCs and data structures that OnPutFile affects are:

* Show (Image, SoftButton)

* ShowConstantTBT (Image, SoftButton)

* CreatelnteractionChoiceSet (Image)

* SetGlobalProperties (Image, VrHelpltem)
* ResetGlobalProperties (Image, VrHelpltem)
* UpdateTurnList (Turn, SoftButton)

* AddCommand(lmage)

* SendLocation(lmage)

* Alert (SoftButton)

* AlertManeuver (SoftButton)

* ScrollableMessage (SoftButton)



Notification

PARAMETERS
minvalue: 0
offset Integer false maxvalue:
100000000000
minvalue: 0
length Integer false maxvalue:
100000000000
minvalue: 0
fileSize Integer false maxvalue:
100000000000
FileName String true maxlength: 255
syncFileName String true maxlength: 255
fileType Common.FileType true
persistentFile Boolean false

Sequence Diagrams

SEQUENCE DIAGRAM

Put File used before referencing RPC

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#filetype

MobileApp | [ SDL

PutFile (FileName) ————————>!

(S e SUCCESSPUfFile =—=—————— 4

Optional interaction

SDL should overnide the file if same Filename occursin a

subsequence putFile. If the file was sent as chunks, SDL
should compile the chunks.

PutFile (FileName,AppID ) ———>!

HMI

SDL overrides the file with
the same FileName
NO OnPutFileNotification
to HMI

e SUCCESS PutFile —=mmmmm—m .

OnPutFile (FileName) ———————=

Send Show

with
previously
sent FileName

Show (params,FileName) ——————5

S SUCCESS:Show() ====m==m=m—

SEQUENCE DIAGRAM

Put File used after referencing RPC

View Diagram

e SUCCESS:Show() —=———————

Show (params, FileName) =

Updated data on
the screen with
the new Show
parametres and
image




[ Mobiesop |

SEQUENCE DIAGRAM

System Request file upload using Put File

View Diagram

Send Show
without
FileName
uploaded yet
Show(params, FileName )~
Show(params, FileName)=———»
E—————— SUCCESS:Show() ===—=———-
Em——————— SUCCESS: Show === == ==
Updated data on
" . the screen
FileName is stored in a list T ”
that has all filenames that without image
have been used in RPC
but not uploaded, yet.
PutFile(FileName)
(S ——— SUCCESS PUtFil@ == = = e e o =
If file is complete SDL moves putFile from
Sandbox to sharedMemory.
If Sandbox == sharedMemory, SDL does not
have to move the file
onPutFile(FileName) ——————=»

HMI uses imag
FileName is a
file stored in the
shared folder




Transfers the file

which will be used by
SystemRequest futher

PutFiletFileName) ———————pi

<€—-——-SUCCESS:PufFile() ——————-1

SDL HMI

SDL override the file if same Filename. If the file was send as

chunks, SDL compiles the chunks.

SystemRequest(FileName RequesiType)

>
>

Sandbox to sha

SDL moves FileName from

(can also be incomplete file)
if app sends SystemRequest

redMemory

e QNP UtF [ (FilENaME ) e

SystemRequest(FileName AppID, RequestType

>

»

opt |

[The app starts sending another file to the sandbox with |
same namejwhile the first file is processed in HMI]

PutFilefFileName) =9

€& = === SUCCESS:PUlFilg() = = = ===

ne

HMI tells Module (eg. TMC,
IVSU) to process the file.
After processing
systemRegquest response is

As long as HMI is processing File and DID NOT
send SystemRequest Response the file is
blocked and another SystemRequest from App
is rejected (b/c file cannot be moved to shared
memory)

send

SystemRequest(FileName RequestType)

>
»>

le<—— SystemRequest(REJECTED) —

k<<~~~ SUCCESS:SystemRequest() =—-—+

B e e ———————————

SUCCESS:BC.SystemRequest(FileName ApplD)




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :

{

"fileName":
“fileType":
}
}

OnResumeAudioSource

Type

Notification

Sender

SDL

Purpose

Inform the HMI that an application being resumed needs to become
audible.



SDL sends OnResumeAudioSource to the HMI when the resumption process

sees that a currently registered application was AUDIBLE before the previous
Ignition Off .

NOTE

SDL will send OnResumeAudioSource if the application meets
both of these conditions:

1. Application was running 30 minutes prior to
OnExitAllApplications(SUSPEND).

2. Application reconnects no later than 30 seconds after SDL
receives an OnReady notification from the HMI.

MUST

1. Activate the audio source for the application corresponding to the
applID that was received.


https://d83tozu1c8tt6.cloudfront.net/onexitallapplications
https://d83tozu1c8tt6.cloudfront.net/onready

2. Do not activate the application itself. The application must stay in
the background of the Ul.

° If SDL means for the app to be resumed to the foreground of
the Ul, SDL would send an ActivateApp notification instead
(See diagrams below).

Notification

PARAMETERS

applD Integer true

Sequence Diagrams

SEQUENCE DIAGRAM

Audio Source Resumption for App in FULL

View Diagram


https://d83tozu1c8tt6.cloudfront.net/activateapp

Pre-conditions:
app_1is

- registered

- media

-in FULL

app_1 is still in FULL
30 sec prior to Suspend

4«&———BC.OnExitAllApplications(SUSPEND ) ———

Store app_1's
HMiLevel for resuming

e BC ONSDLPersistenceComplete ==

v<——BC.OnExitAllApplications(IGNITION_OFF)

Next ignition cycle ‘ﬁ

J&—————BC.OnReady
N

Start 30sec timer

RegisterApplnterface —————ppr

30sec are not yet timed
out

<-= RegisterAppinterface_response(SUCCESS) == ===
< D fesponsel ) 4 BC.OnAppRegistered(app_1)—=

Set-up default_hmi level for app_1, notify HMI if required BI

i
OnHMIState(default_hmi, AudioStreamingState, SystemContext)

-

i
:r-Stan timer: 3 seconds

3 seconds timer is ended

Ressume app_1's HMILevel ‘j

BC.ActivateApp(app_1) —%

Activate app_1 to
FULL

<= ~~ RegisterAppInterface_response(SUCCESS) == ==

jes— BC.OnHMIStatus(FULL, AUDIBLE, MAIN ) =i

SEQUENCE DIAGRAM



Audio Source Resumption for App in LIMITED

View Diagram



app_1is

- media

Pre-conditions:
- registered

-in LIMITED

app_1is still in
LIMITED 30 sec prior
to Suspend

= BC .OnExitAllApplications(SUSPEND)

Store app_1's
HMILevel for resuming

BC.OnSDLPersistenceComplete ——————=

4=——BC.OnExitAllApplications(IGNITION_OFF)

Next ignition cycle

4<——BC.OnReady

Start 30sec timer

RegisterApplnterface ————————9

30sec are not yet timed
out

l= —~— RegisterApplinterface_response(SUCCESS)

BC.OnAppRegistered(app_1)=—————————=p-

Set-up default_hmi level for app_1
Notify HMI

if required

]

OnHMIState(default_hmi, AudioStreamingState, SystemContext)

-

tart 3 seconds timer

End 3 seconds timer

Ressume app_1's
HMILevel

1&<—BC.OnHMIStatus(LIMITED, AUDIBLE, MAIN)

SEQUENCE DIAGRAM

BC.OnResumeAudioSource(app_1) =

Startusing app_1 as
a media source




Audio Source Resumption after Phone Call

View Diagram



Pre-conditions:
app_1is

- registered
-media

-in LIMITED

app_1is still in
LIMITED 30 sec prior
to Suspend

Store app_1's
HMILevel for resuming

4=——BC.OnExitAllApplications(IGNITION_OFF)

&= BC.OnExitAllApplications(SUSPEND ) =1

-4 BC.OnSDLPersistenceComplete —————=

Next ignition cycle

4<——BC.OnReady

Start 30sec timer

RegisterApplnterface ————————9

30sec are not yet timed
out

<< —~— RegisterAppinterface_response(SUCCESS) ===~

f—
Start 3 seconds timer

[~

Set-up default_hmi level for app_1

Notify HMI if required j

OnHMIState(default_hmi, AudioStreamingState, SystemContext)

T

SEQUENCE DIAGRAM

[—

!
|
| End 3 seconds timer

Ressume app_1's
HMILevel

1&<—BC.OnHMIStatus(LIMITED, AUDIBLE, MAIN)

4= BC.OnAppRegistered(app_1 ) =———=p

4 BC.OnResumeAudioSource(app_1) ==

Startusing app_1 as
a media source




Audio Source Resume one audio app one phone call app

View Diagram



_ Amz |

L ama1 |

Pre-conditions:
app_1is

- registered

- media

-in FULL

AN
app_1isstillin FULL
30 sec prior to Suspend

Store app_1's
HMILevel for resuming

«<——BC.OnExitAllApplications(SUSPEND ) ———

BC.OnSDLPersistenceComplete ——————=>

«<——BC .OnExitAllApplications(IGNITION_OFF)

Next ignition cycle ﬁ

AN
Start 30sec timer

T
1
— RegisterAppinterface(app_1)9|

30sec are not yet timed

| €€~ BC.OnReady

Phone call has
started

app_2 HMI level is not

to-bor

BC.OnHMIStatus(FULL, AUDIBLE, MAIN)

The app_2 out
registers during
phone call ; [ i ive: R
RegisterAppinterface(app_2) e ONPHONE C 2l iSA Ctive:true)
BC.OnAppRegistered(app_1) ==
4= ———-SUCCESS:RegisterAppinterface
1
K SUCCESS:RegisterAppinterface == ———==—— !
\=—————————BC.OnAppRegistered(app_2)——>>
the app_1 gets default_hmi
level from Policy Table
because of active phone call
1
app_2 gets default_hmi level from
PolicyTable as just registered app
1
BC.OnHrl\MStatus(default_hml,NOT_AUDIBLE, MAIN) P call has
= been ended
BC.OnHMIStatus(default_hmi NOT_AUDIBLE, MAIN)
the appis D) OnPhoneCall(isActive:false) —
running with I % )
default_hmi :
level Ressume app_1's
HMiLevel,

BC ActivateApp(app_1)——————»
Activate app_1 to j

FULL




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :

{
"appID" : 123
}

OnSDLClose

Type

Notification

Sender

SDL

Purpose

Inform the HMI that SDL is ready to be terminated by the system.



OnSDLClose notification is sent by SDL to notify the HMI that SDL has
terminated all activity, saved/cleaned up necessary data, unregistered all
applications, and the SDL Core process is ready to be closed by the system.

MUST

1. Notify SDL about an intention to terminate because of Ignition
Off, Master Reset, or Factory Reset via OnExitAllApplications.

2. Terminate the SDL process only after receiving OnSDLClose.
Otherwise, application data may be lost.

NOTE

SDL unregisters applications if the transports are still availble after

an Ignition Off .

SDL cleans up applications' persistent data if the HMI calls for a Fa
ctory Reset or Master Reset via OnExitAllApplications.

Notification

Sequence Diagrams

SEQUENCE DIAGRAM

OnSDLClose Ingition Cycle

View Diagram


https://d83tozu1c8tt6.cloudfront.net/onexitallapplications
https://d83tozu1c8tt6.cloudfront.net/onexitallapplications

[ a2 [ [ Acpt | [ soL ] | I |
app1 and app2

are registered HMI notifies
and running on SDL itwill be
SDL closed (eg
because of
TGRITION_OFF)
OnExitAllApplications(SUSPEND)
- ny
'_\-

Per5|s;s all apps resumption related data

LT

OnExitAllApplications(IGNITION_OFF)

e

opt J
= n nterfacelnre SNIT! FF)
— oy oI AppinterfaceUnregistered(IGNITION_O

are still active] =

OnApplinterfaceUnregistered(IGNITION_OFF)

SDL notifies
HMI it is ready
to be terminated

OnSDLClose

SEQUENCE DIAGRAM

OnSDLClose Master Reset

View Diagram

JSON EXAMPLE NOTIFICATION

{

"jsonrpc" :

"method" :

}




OnSDLPersistenceComplete

Type

Notification

Sender

SDL

Purpose

Inform HMI that any data persistence operations have been completed.

SDL sends OnSDLPersistenceComplete when all data persistence operations
are complete. The data made persistent is used for future resumption
scenarios.

MUST

1. Send OnExitAllApplications(SUSPEND) to initiate the data
persistence process for registered apps.


https://d83tozu1c8tt6.cloudfront.net/onexitallapplications

2. Wait for OnSDLPersistenceComplete before sending
OnExitAllApplications(IGNITION_OFF).

Notification

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

SDL Persists App Data after Suspend before Ignition Off

View Diagram


https://d83tozu1c8tt6.cloudfront.net/onexitallapplications

| SDL I | =T

active

app_1,app_2is Iﬁ

< BC.OnExitAllApplications {SUSPEND) ———

SDL performs
persistence of data for
resumption for all apps

————————— BC.OnSDLPersistenceComplete == ——=3»

<——— BC.OnExitAllApplications t/GNITION_OFF) ——

N e
Unregister the apps in case they are still running

OnSDLClose =

Terminates SDL process




JSON EXAMPLE NOTIFICATION

{

"jsonrpc" :

"method" :

}

OnSystemInfoChanged

Notification

PARAMETERS

PARAMETERS

Common.Languag
language true
e


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

JSON EXAMPLE NOTIFICATION

OnSystemRequest

Type

Notification

Sender

SDL

Purpose

A request from SDL to download data via a connected application.

HTTP flow

* SDL sends the PTS snapshot as binary data via an OnSystemRequest
mobile request from the system to the backend. Both the "url" that the



PTS will be forwarded to and the "timeout" must be taken from the Local
Policy Table.

° If no "url" is provided in the Local Policy Table, it is supposed that the
mobile application will send the Policy Table Update data back to
SDL.

RequestType defines the type of the requested data from a mobile device or
the cloud. The HMI may request this data, but it's SDL's responsibility to block a
SystemRequest in case the request intends to transfer a data type not
allowed by the policy table.

requestSubType is filled for supporting OEM proprietary data exchanges.

The HMI is informed about requestTypes , requestSubType that are allowed
by policies via OnAppPermissionChanged and OnAppRegistered.

NOTE

If the HMI sends OnSystemRequest with a request type disallowed
by the policy table, SDL will ignore it.

In case PT contains some value for requestSubType param and
the HMI sends OnSystemRequest with requestSubType=<not in_
PT> , SDL does not forward this notification to mobile app.

SyncP NOTE

1. It's SyncP responsibility to encrypt and encode PTS file and provide it to SDL
via OnSystemRequest HMI API ("filename") parameter.

2. It's SyncP responsibility to choose an application for sending PTU and start
timer (for future retry strategy) after sending OnSystemRequest to SDL.


https://d83tozu1c8tt6.cloudfront.net/../sdl/onapppermissionchanged
https://d83tozu1c8tt6.cloudfront.net/onappregistered

MUST

HMI must send OnSystemRequest , if specific data is requested
from the mobile device/cloud, or binary data needs to be sent to
the mobile device.

Notification
PARAMETERS
Common.Request
requestType true
Type

requestSubType String false maxlength: 255
minlength: 1

url String false maxlength:
1000

fileType Common.FileType false
minvalue: 0

offset Integer false maxvalue:
100000000000
minvalue: 0

length Integer false maxvalue:
100000000000
minvalue: 0

timeout Integer false maxvalue:
2000000000
minlength: 1

fileName String true
maxlength: 255
minlength: 1

applD String false

maxlength: 50


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#requesttype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#requesttype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#filetype

Sequence Diagrams

SEQUENCE DIAGRAM

System Requests File Download

View Diagram

[ MobieAce | [ _sor ] [ Seemmw | Recelving Module

RegisterAppinterface()

>

Checks app policies in
PT for their supported

requestTypes

T
BC.OnAppRegistered(applD, RequestType="TypeA")
;E Informs module app is available

1 »
Request the app to start sending m? data (requests the file to transfer)

|

|

' 1

BC.OnSystemRequest(url, fileName, fileType="xx"appID, requestType="TypeA" )
1

P i I S LA o O
OnSystemRequest(url, fileType="x"requestType="TypeA" )

Download the
requested file
and than
transfer to HMI

SEQUENCE DIAGRAM

BC.OnSystemRequest in "Proprietary" Policy Table Update Flow

View Diagram



1. SDL is built with "-DEXTENDED_POLICY: ON" flag

2. Trigger for PolicyTableUpdate - one of:

a. App thatis not listed in policies registers

b. PTU retry sequence did not succeed in the previous ignition cycle and
it's now the new ignition cycle.

c. Current date is "24 hours prior to module’s certificate expiration date"

HU SW

——— SDL.OnStatusUpdate (UPDATE_NEEDED)———=>!

a. Create Snapshot of policies
database
b. Store it to the folder defined by
SystemFilesPath param of .ini file

BC.PolicyUpdate

— (<path to Snapshot>, <timeout for update response>, —,

<set of timeouts for retry sequence>)

le=——

SDL.OI

————— PolicyUpdate (SUCCESS) ——

{¢———— SDL.GetURLs (service: 7)

a. Get URLs from policies database
b. choose appropriate appID for

Jpdate (UPDATING)

update
7777777 GetURLs (SUCCESS, urls: [applD, url]) =————>>
BC.O

(PROPRIETARY, ﬂleNam;, applD, url)

OnSystemRequest
(PROPRIETARY, url)
+ binary header & Policies Snapshotin payload

SystemRequest
(PROPRIETARY, fileName) ———————»
+ Policies Update in payload

<<— SystemRequest (<resultCode from HMI response>) -——

SEQUENCE DIAGRAM

= ——

Encrypt Snapshot
if necessary

onstruct binary header,
attach to payload

Start
"timeout_after_x_seconds"

Store in the folder defined by
SystemFilesPath param of .ini file

BC.SystemRequest
(PROPRIETARY, fileName, appID)

———-BC.SystemRequest (<resultCode>)

- SDL.OnReceivedPolicyUpdate

(policyFile)

Validate and apply
updated policies.

SDL.OnStatusUpdate (UP_TO_DATE) ———=>1

—»

Binary header:

{

"HTTPRequest": {

"headers": {

"ContentType": "application/json",
"ConnectTimeout": <int value from policy
table:timeout_after_x_seconds>,
"DoOutput™ true,

"Dolnput": true,

"UseCaches" false,

"RequestMethod": "POST",
"ReadTimeout": <int value from policy
table:timeout_after_x_seconds>,
"InstanceFollowRedirects™ false,
"charset": "utf-8",

"Content-Length™: <value of the length of the "body" string>

b

"body": "{"data"["this is either the syncp packet or raw policy table
BgcYTArvdz62FO7yHgOTXtE3EPOEOWsbFeDqzYY="]}"

}

}

Decrypt Policy file
if necessary

BC.OnSystemRequest in External Proprietary Policy Table Update Flow




View Diagram

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :
{
"fileName":
“fileType":

"length":0,
"offset":0,
"requestType":
“timeout":1000,
“url":

OnUpdateDevicelist

Type

Notification

Sender

HMI



Purpose

Ask for the updated list of connected devices.

Sending an OnUpdateDeviceList notification to SDL asks SDL to send back a

list of discovered devices via UpdateDevicelList.

MAY

1. Provide the user with the possibility to request for an updated list

of discovered devices.
2. Send OnUpdateDeviceList when the user has chosen to update

the device list.
I NOTE

OnUpdateDevicelList is similar and can be confused with OnStart
DeviceDiscovery . The difference is that OnUpdateDeviceList asks
SDL to return an updated list of discovered devices, and OnStartDe
viceDiscovery asks SDL to initiate a search procedure to discover

new devices.

Notification

Sequence Diagrams

SEQUENCE DIAGRAM

User Requests Device List Update

View Diagram


https://d83tozu1c8tt6.cloudfront.net/updatedevicelist

device list to the User
(in HMI-defined way)
T

SDL HMI.BasicCommunication HMILUI HMILVR
| | | |
| | | |
: : Provide the Provide the
| | HMI-suggested HMI-suggested
| | option of command of device
| | device list update list update.
| | | |
| | | |
| | * |
| | The User chooses |
| | to update the list |
| | of devices. |
| | r |
| _— o | | |
| BasicCommunication.OnUpdateDeviceList | | |
~ | | |
| | | |
: BasicCommunication.UpdateDeviceList {params} : : :
I 1 | |
| | |
| Update the list of | |
: found devices. : :
| T | |
: BasicCommunication.UpdateDeviceList {code:0} : : :
T T T m |
| Display the updated |
| |
| |
| |
| |
| |
| |

JSON EXAMPLE NOTIFICATION

{

"jsonrpc" :

"method" :

}

PolicyUpdate

Type



Function

Sender

SDL

Purpose

Inform HMI about the Policy Table Update (PTU) mechanism is triggered
on SDL

In case SDL is built with "-DEXTENDED_POLICY: HTTP" flag, SDL supports
PolicyTableUpdate flow without HMI-related logic.

REQUEST

BC.PolicyUpdate represents SDL-generated request to start the PTU sequence.

MUST

Proprietary Policies:

* Encrypt the Snapshot PT (path from file parameter) in case and
by the scheme required by Policies Server

* Request Policies Server url via the next SDL.GetURLs from SDL

* Provide the path defined by file parameter in the next
BC.OnSystemRequest that SDL will forward to mobile application

* Recognize the PTU status notifications of SDL.OnStatusUpdate
from SDL and display them in the appropriate Ul menu



NOTE

11.
12.

13.

14.

15.

. BC.PolicyUpdate dependencies:
. SDL sends BC.PolicyUpdate only in case it's built with "-

DEXTENDED_ POLICY: PROPRIETARY" flag or without this flag.
Otherwise SDL handles the entire PTU flow by itself.

. If HMI fails to respond BC.PolicyUpdate or responds with error,

PTU sequence will not be continued.

. Triggers for sending BC.PolicyUpdate (whichever comes first):
. Days since previous successful PTU ("exchange_after x_days"

value in local PolicyTable (PT)
Kilometers since previous successful PTU (
"exchange_after x_kilometers" value in local PT)

. Ignition cycles since previous successful PTU (

"exchange_after x_ignition_cycles" value in local PT)

. 24 hours prior to module's certificate expiration date:

a. The triggers for checking the cert expiration status are:
Ignition On
TLS handshake

. New application (that is, not-yet existing in local PT) registration
. In case the status of PTU is UPDATE_NEEDED due to failed retry

stratery at previous ignition cycle
Parameters values origin:

file - is the path to the Snapshot of local PolicyTable (Snapshot PT
final destination is Policies Server)

timeout - value taken from "timeout_after x_seconds" field of
local PT

retry - array of values from "seconds_between_retries" field of
local PT. SDL handles the PTU retry sequence (re-requesting
update if fails to receive during timeout) by itself.

When SDL is built with EXTERNAL_PROPRIETARY flow, SDL
PoliciesManager must change the status to “UPDATING” and
notify HMI with OnStatusUpdate("UPDATING") right after
SnapshotPT is sent out to to mobile app via OnSystemRequest()
RPC.



PARAMETERS

NAME TYPE
file String
timeout Integer
retry Integer

RESPONSE

MANDATOR

Y

true

true

true

ADDITION
AL

minlength: 1
maxlength:
255

minvalue: 0
maxvalue:
65535

array: true
minsize: 1
maxsize: 5
minvalue: 0
maxvalue:
65535

DESCRIP
TION

Location of
policy table
snapshot.
It's defined
in
smartDevic
elLink.ini as
“PathToSna
pshot”
parameter
Send
attempt
timeout in
seconds,
it's a value
from the
Policy
Table.
Array of
delays to
wait after
failed
atempts,
it's a value
from the

Policy Table



MUST

Respond with SUCCESS resultCode to continue the PTU flow.

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

BC.PolicyUpdate in EXTERNAL PROPRIETARY Policy Table Update Flow

View Diagram



Mobile SDL
HMI (SyncP) |

PT update is
required
OnStatusUpdate{UPDATE_NEEDED}
»
Creates PTSnaphof,

send PTSnaphot

location to HMI BC.PolicyUpdate(FileLocation timeout retry)
»

[ = e SUCCESS:SDL.PolicyUpdate() ' ========——m—

Request the urls to send
PTSnapshot

<«4—— SDL.GetURLs(service_type=7)

T GEtURLS{UMS}) =m m e e e e >

—
IPTSEncription()
I

Send encrypted
PTS file to the
defined URL

BC.OnSystemRequest(request_type=PROPRIETARY, url, applD, encryptedFile)

OnSystemRequest
—
Start PTU timer
Sends PTS to
defined URL.
Dowloading the OnStatusUpdate{UPDATING}
PolicyTableUpdate
data
SystemRequest
SystemRequest(request_type=PROPRIETARY, PTUfilename)
>
SUCCESS:SystemRequest
SUCCESSSystemRequest | _ 4 d
<_ ________________
Decrypts PTU,

notifies SDL about
decrypted PTU

—
DecryptPTU()
‘_,./

& SDL.OnReceivedPolicyUpdate(<policyFile=)

ChecksifPTU i
correct

OnStatusUpdate{UP_TO_DATE}

v

SEQUENCE DIAGRAM

BC.PolicyUpdate in PROPRIETARY Policy Table Update Flow



SDL

View Diagram

withiut flag)

it's now the new ignition cycle.

1
1. SDL is built with "-DEXTENDED_POLICY: PROPRIETARY" flag (or

2. Trigger for PolicyTableUpdate - one of:
a. App thatis notlisted in policies registers
b. PTU retry sequence did not succeed in the previous ignition cycle and

c. Current date is "24 hours prior to module’s certificate expiration date”

| BC.OnStatusUpdate (UPDATE_NEEDED) ——=>|

Req#1

a. Create Snapshot of policies
database
b. Store itto the folder defined by
SystemFilesPath param of .ini file

BC.PolicyUpdate
|—— (<path to Snapshot=, <timeout for update response=>, —|
<set of timeouts for retry sequence=)

Emmm————— PolicyUpdate (SUCCESS) ========~|
BC.O|

(UPDATING)

Req#2

(¢ SDL.GetURLSs (service: 7)
a. Get URLs from policies database

b. choose appropriate applD for
update

——————— GetURLS (SUCCESS, urls: [appID, url]) =———~3>

HU SW

Encrypt Snapshot
if necessary

Binary header:
{

"HTTPRequest”: {

“headers”: {

“ContentType™ "application/json”,
“ConnectTimeout": <int value from policy
table:timeout_after_x_seconds>,
"DoOutput™ true,

"Dolnput™ true,

“UseCaches™ false,

"RequestMethod™: "POST",
"ReadTimeout™ <int value from policy
table:timeout_after_x_seconds>,
“InstanceFollowRedirects™: false,
“charset™. "utf-8",

“Content_Length™: <value of the length of the "body" string>

}

“body™: "{"data"['this is either the syncp packet or raw policy table
BocYTAvdz62FO7yHgOTXtE3EPOEOWSbFeDQzYY="T}"

}

}

Req.#3
< BC.Oi
(PROPRIETARY, fileName, applD, url)
onstruct binary header,
attach to payload
OnSystemRequest
(PROPRIETARY, url) ——
+binary header & Policies Snapshot in payload
Start
“timeout_after_x_seconds”
Req#4
SystemRequest
(PROPRIETARY, fileName) =}
+ Policies Update in payload
Store in the folder defined by
SystemFilesPath param of .ini file
BC.Sy
(PROPRIETARY, fileName, appID)
Req#5
[ == BC.SystemRequest (<resultCode>) == ===
ke~ SystemRequest (<resultCode from HMI response=>) ===
Req#6 SDL.O

icyUpd;
(policyFile)

Validate and apply
updated policies.

BC.OnStatusUpdate (UP_TO_DATE) —————=>

Decrypt Policy file
if necessary




SEQUENCE DIAGRAM

BC.PolicyUpdate in "HTTP" Policy Table Update Flow

View Diagram



Mobile SDL/PolicyManager
T HMI

The app is
registered,

PT update not
yetreceived

OnsStatusUpdate{UPDATE_NEEDED}

Creates PTSnaphotj

Define the the "urls” to sen
PTSnapshot and "timeout” to
wait a response

Send PTSasa
binary data of
SystemRequest

BC.OnSystemRequest(request_type=HTTP, url, file)
OnStatusUpdate{UPDATING}

par |}

Sends PTS to

defined URL. —

Dowloading the “timeout " started

PolicyTableUpdate
data

SystemRequest(request_type=HTTP)+binaryData

>

SUCCESS: SystemRequest
<_ ___________________________

U

—
Validate PTU

OnStatusUpdate{UP_TO_DATE}

J

Merge PTU into LocalPolicyTable
-«




Example Request

{
"id": 103,
"jsonrpc":
"method":
"params":

{
"file":
"timeout": 60,
"retry": [1, 5, 25, 125, 625]
}
}

Example Response

{
"id": 103,
"jsonrpc":
"result":

{
"code": 0,
"method":
}
}




Example Error

"id": 103,

"jsonrpc":

"error": {
'code": 11,
"message":

"data":

{

"method":

UpdateApplList

Type

Function

Sender

SDL

Purpose

Update HMI's list of registered applications.



SDL may send this request after connecting to a device, and an application
successfully registers itself with SDL. This request may also be sent by SDL if
the user requests for an update via OnFindApplications.

MUST

1. Update the list of registered applications.

2. Use the applD provided with this request when sending definite
requests or notifications back to a mobile application (e.g.
ActivateApp, OnCommand).

3. Provide the user with the possibility to choose among a list of
registered applications.

NOTE

SDL adds the VR synonyms of a registered application to the HMI
via OnAppRegistered.

NOTE

Cloud apps will appear in the app list before they are connected
and registered. The cloudConnectionStatus parameter in
Common.HMIApplication can be used to track the connection status
of the cloud app. The isCloudApp parameter can be used by the
HMI to differentiate or group cloud apps away from mobile
connected SDL applications.

The connection to the cloud app will be created by Core after the
user activates the app via SDL.ActivateApp.


https://d83tozu1c8tt6.cloudfront.net/onfindapplications
https://d83tozu1c8tt6.cloudfront.net/activateapp
https://d83tozu1c8tt6.cloudfront.net/../ui/oncommand
https://d83tozu1c8tt6.cloudfront.net/onappregistered
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hmiapplication
https://d83tozu1c8tt6.cloudfront.net/../SDL/ActivateApp

REQUEST

PARAMETERS
NAME TYPE
Common.HMIAppl
applications o
ication
RESPONSE
PARAMETERS

MANDATORY

true

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

Application Just Registered

View Diagram

ADDITIONAL

array: true
minsize: 0

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hmiapplication
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hmiapplication

SDL HMI.BasicCommunication

Device_1 is connected.

App_1 of Device_1

N

is registered.
| . N .
| BasicCommunication.UpdateAppList {params}
|
|
|
: The list of registered applications
I is updated.
| -
| l
| |
| BasicCommunication.UpdateAppList {code:0} |
:e —————————————————————————— —
|
|
|

SEQUENCE DIAGRAM

User Requests Update App List

View Diagram



SDL MI. i mmunicati HMI.UI

The User chooses to
update the list of

for Device_1.

|
|
|
|
: registered applications
|
|
|
|

BasicCommunication.OnFindApplications {device_1}

Search for
SDL-enabled applications
on Device_1.

App_11s found
and registered.

T
|
|
L
|
|
|
|
|
|
|
|
|



{
"id" . 75,
“jsonrpc" :
"method" :
"params" :
{
"applications" :
[
{
"appName" :
"ngnMediaScreenAppName " :
"deviceName" :
"applD" : 65544,
"hmiDisplayLanguageDesired" :
"isMediaApplication" : true

’

’

"appName" :
"icon" :
"deviceName" :
"appID" : 65545,
"hmiDisplayLanguageDesired" :
"isMediaApplication" : false,
"appType" :

’

"appName" :
"icon" :

"applID" : 65543,
"cloudConnectionStatus":
"isCloudApplication": true,
"devicelnfo": {
"id": ,
"isSDLAIllowed": true,
"name":
"transportType":




Example Response

{
"id" : 75,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 75,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




OnSystemTimeReady

Type

Notification

Sender

HMI

Purpose

Notifies SDL that the HMI is ready to provide accurate system time

MUST

The HMI must send a BC.OnSystemTimeReady notification to SDL
when a new ignition cycle occurs in order to notify SDL that the HMI
is once again ready to provide accurate system time.

Notification

PARAMETERS

This RPC has no additional parameter requirements.



Sequence Diagrams

SEQUENCE DIAGRAM

OnSystemTimeReady

View Diagram

s
H H 1
| ignition on |
= BC.OnReady
s&=—— BC.OnSystemTimeReady
e GetSystemTime() »
Starts <DefdultTimeout>

opt
Case of fajlure
opt
HMI does NOT respond during timeout

opt
HMI resgjonds with any <errorCode>

opt
HMI sengis invalid by any reason response

opt
HMI sends valid response

<DefaultTimeout> is expired - NO response from HMI

 ———

<DefaultTimeout is NOT expired

Response is invalid by any reason
(mandatory param is omitted, wrong
type, wrong json format)

Log comresponding error internally Iﬁ

SDL will NOT start PTU in case of 24

hour prior of certificate expiration™
frigger

<DefaultTimeout is NOT expired

Response is valid Iﬁ

SDL will start PTU in case of "24 hour
prior of certificate expiration” trigger




JSON EXAMPLE NOTIFICATION

{

"jsonrpc" :

"method" :

}

GetSystemTime

Type

Function

Sender

SDL

Purpose

Obtain current UTC time

When an application needs to start a protected service with SDL core the app
sends a certificate to SDL during the TLS or DTLS handshake process.

In order to validate the certificate and to check whether this certificate is not
expired SDL core needs an accurate UTC system time value.



REQUEST

SDL sends a GetSystemTime request after receiving a BC.OnSystemTimeReady
notification from the HMI.

After sending the request SDL starts <DefaultTimeout> (value from .ini file)
waiting for response from HMI.

PARAMETERS

This RPC has no additional parameter requirements.

RESPONSE

MUST

1. Send a valid response during the <DefaultTimeout> (value from
the smartDevicelLink.ini file)

2. Provide all parameters of the "DateTime" struct inside of the
GetSystemTime response.


https://github.com/smartdevicelink/sdl_hmi_integration_guidelines/blob/develop/docs/Configuration%20file/index.md#main
https://github.com/smartdevicelink/sdl_hmi_integration_guidelines/blob/develop/docs/Configuration%20file/index.md#main

NOTE

SDL logs the corresponding error internally and fails the handshake
process if at least one of the following failures occurs:

1. HMI does NOT respond during <DefaultTimeout> ;

2. HMI responds with any <errorCode> during
<DefaultTimeout> ;

3. HMI sends invalid for any reason in the response:

a. at least one String param is empty (exception: in case empty
String param is allowed by HMI_API)

b. at least one String param has "\n', '\t' or completely white-space
C. wrong json format

d. at least one param has invalid type

e. at least one mandatory param was omitted

f. at least one param is out of bounds

If the handshake process fails, SDL behavior depends on the
"ForceProtectedService"/"ForceUnprotectedService" params configured in the
'Security Manager' section of the smartDeviceLink.ini file.

PARAMETERS

Common.DateTim Current UTC
systemTime true ]
e system time


https://d83tozu1c8tt6.cloudfront.net/media/docs/Common/Structs/index.md
https://d83tozu1c8tt6.cloudfront.net/media/docs/Common/Structs/index.md

Sequence Diagrams

SEQUENCE DIAGRAM

GetSystemTime

View Diagram



SOL HMI

H

mobile app successfully registers on SDL ]

StartService (<serviceType=, encrypted=true) ———p! GetSystemTime()
Y i >

Starts <Def4uliTimeout=

opt
Case of fajlure

opt
HMI does NOT respond during timeout

=DefaultTimeout= is expirdd - NO response from HMI

T S
|
I
|
|
0]
@
%
3
=
3
@
5]
(@]
&
R
i
I
I
I
|
|
I
I
I
I
I
|
|
|
L

opt !
|
HMI resgonds with any <errorCode>
<DefaultTimeoutr is NOT expired
opt

HMI sengis invalid by any reason response

<DefaultTimeouts is NOT expired

Response is invalid by any reason
(mandatory param is omitted, wrong
type, wrong json format)

T
1

| Log corresponding error internally Iﬁ

| Fail TLS Handshake Iﬁ

opt
<ServiceType> exists at "ForceProtectedService" at.ini file

C————— StartService (NACK) -——

opt
<ServicgType> does NOT exist at "ForceProtectedService" at .ini file

opt
HMI sends valid response

<DefaultTimeout} is NOT expired
1

| Response is valid ‘ﬁ

1
| Perform TLS Handshake - successiul ‘ﬁ




Example Request

{
"id" : 59546,

“jsonrpc" :
"method" :

}

Example Response

{
"id":59546,
"jsonrpc": ,
"result":{
"systemTime":[

{
"millisecond":11,
"second":111,
"minute":111,
"hour":11,
“day":1,
"month":11,
"yvear":2017,
“tz_hour":1,
“tz_minute":11

}

1,
"code":0,
"method":
}
}




Example Error

{
"id":59546,
"jsonrpc":
"error":{
"code":11,
"message":

"data":{
"method":

OnSystemCapabilityUpdated

Type

Notification

Sender

SDL

Purpose



Inform the HMI that a specific system capability has changed

Notification
PARAMETERS
systemCapabilit Common.System
true
y Capability

Sequence Diagrams

SEQUENCE DIAGRAM

OnSystemCapabilityUpdated(APP_SERVICES, PUBLISHED)

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#systemcapability
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#systemcapability

=

PublishAppServiceRequest )1:
: SystemCapability:
| SubscribeTo

|
|
l
:
i \ (APP_SERVICES)
|
|
|
|
|

OnSystemCapabilityUpdated
(APP_SERVICES, PUBLISHED)

BasicCommunication
.OnSystemCapabilityUpdated
(APP_SERVICES, PUBLISHED)

i~
|
|
|
|
|
|

< PublishAppServiceResponse
|

Mobile | Core I HMI

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
~!
|
|
|
|

SEQUENCE DIAGRAM

OnSystemCapabilityUpdated(APP_SERVICES, REMOVED)

View Diagram



]
Mobile app has

multiple published
app services

Disconnect

Y

UnregisterApplication

|°°E /  [For every service publishe{i by Application]

OnSystemCapabilityUpdated ,
(APP_SERVICES, REMOVED) !

: BasicCommunication
| .OnSystemCapabilityUpdated
I (APP_SERVICES, REMOVED)

ey St

Mobile l Core l HMI



Example Notiifcation



{

"jsonrpc":

"method":

"params": {

"systemCapability": {
"appServicesCapabilities": {
"appServices": [
{
"updatedAppServiceRecord": {

"serviceActive": true,
"servicelD":

"serviceManifest": {
"allowAppConsumers": true,
"rpcSpecVersion": {

"majorVersion": 5,
"minorVersion": 1,
"patchVersion": 0

}

erviceName":
"serviceType":
}

}

ervicePublished": true

},
{

"updateReason":

"updatedAppServiceRecord": {
"'serviceActive": false,
"servicelD":

"serviceManifest": {
"allowAppConsumers": true,
"rocSpecVersion": {

"majorVersion": 5,
"minorVersion": 1,
"patchVersion": 0
I
"serviceName":
"serviceType":

}

ervicePublished": true

}

ystemCapability Type":

’




GetFilePath

Type

Request

Sender

SDL

Purpose



Retrieve a file path from the HMI App Service Provider (ASP)

REQUEST
PARAMETERS
NAME TYPE
fileName String
fileType Common.FileType
appServiceld String

RESPONSE

PARAMETERS
NAME TYPE
filePath String

fileType Common.FileType

MANDATORY

true

false

false

MANDATORY

false

false

ADDITIONAL

maxlength: 255

ADDITIONAL


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#filetype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#filetype

Sequence Diagrams

SEQUENCE DIAGRAM

GetFile (HMI Provider)

MobileConsumer

GetFile(fileName, servicelD)

View Diagram

MobileConsumer

HMIProvider

alt [ASP is mobile app)

! Read file from ASPs app storage folder on fs

|
|
| .
i Increase Request Timeout

: GetFilePath(fileName, servicelD)

I _ GetFilePathResponse(filePath)

|
|
|
]

HMIProvider




Example Request

{

"id": 34,

"jsonrpc":

"method":

"params": {
"appServiceld":

"fileName":
"fileType":
}
}

Example Response

{
"id": 34,
"jsonrpc":
"result": {
"method":

"code": 0,
"fileType"
"filePath":
}
}




Example Error

{
"id" : 34,
“jsonrpc" :
"error" : {
"code" : 27,
"message" :

"data" : {
"method" :

GetCapabilities

Type

Function

Sender

SDL

Purpose

Get the capabilities of buttons in the vehicle



REQUEST

PARAMETERS

NAME TYPE

RESPONSE

PARAMETERS
NAME TYPE
o Common.ButtonC
capabilities o
apabilities
presetBankCapa Common.PresetB
bilities ankCapabilities

Sequence Diagrams

SEQUENCE DIAGRAM

GetCapabilities on system startup

MANDATORY

MANDATORY

true

false

ADDITIONAL

ADDITIONAL

array: true
minsize: 1

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#buttoncapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#buttoncapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#presetbankcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#presetbankcapabilities

View Diagram

SDL HMI_BasicCommunication HMI_Buttons

BasicCommunication.OnReady

N

'I

Check the capabilities

[
|
|
|
|
|
Buttons.GelCapabilities :
|
|
|
| of supported buttons.
|
|

"id" : 20,
“jsonrpc" :
"method" :




Example Response

"id" : 20,
“jsonrpc" :
“result" :
{
"capabilities" :
[
{
"name" : OK,
"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

3
{

"name" : SEEKLEFT,
"'shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

I3

{
"name" : SEEKRIGHT,

"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

}
{

"name" : TUNEUP,
"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

}

{
"name" : TUNEDOWN,
"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true
e
]

[
]

presetBankCapabilities" :

code" : O,
"method" :




Example Error

{
"id" : 20,
“jsonrpc" :
"error" :
{
"code" : 9,
"message" :

"data" :

{

"method" :

OnButtonEvent

Type

Notification

Sender

HMI

Purpose

Inform SDL about the occurrence of a button event.



Notification

PARAMETERS
Common.ButtonN
name true
ame
Common.ButtonE
mode true
ventMode
minvalue: 0
customButtonID Integer false maxvalue:
65536
applD Integer false

Sequence Diagrams

SEQUENCE DIAGRAM

OnButtonEvent for CUSTOM _BUTTON pressed and released

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonname
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonname
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttoneventmode
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttoneventmode

applD application is

active on HMI,
systemContext=MAIN

Ul ScrollableMessage(params)

>
>

params;
messageText Display the
timeout layout with the
softBution{type, message and 1
softButtoniD, s
DEFAULT_ACTION},
appiD

OnSystemContext{HMI_OBSCURED}

User presses
SoftButton

I
OnButtonEvent{CUSTOM_BUTTON, BUTTON_DOWN, customButtonID, appID}
]

User releases
the button in 1
second

1
OnButtonEvent{CUSTOM_BUTTON, BUTTON_UP, customButtonID, appID}
!

1
OnButtonEventPress{CUSTOM_BUTTON, SHORT, customButtonID, appID}

!

|

Close
ScrollableMessage
dialog

SUCCESS:Ul.ScrollableMessage

<_ ____________________
OnSystemContext(MAIN)

SEQUENCE DIAGRAM

OnButtonEvent hardware button pressed and released

View Diagram



SDL HMI UI HMI Buttons
| I |
| |
| applD application is |
| active on HMI |
| |
| I [
| I
| | The User presses "TUNEUP"
| | hardware button
| I
L Buttons.OnButtonEvent {TUNEUP, BUTTONDOWN} :
I I I
: : The User releases "TUNEUP*
| | hardware button in 1 sec,
L Buttons.OnButtonEvent {TUNEUP, BUTTONUP} 1
L Buttons.OnButtonPress {TUNEUP, SHORT} : :
I |
| |

JSON EXAMPLE NOTIFICATION

"jsonrpc" :
"method" :
"params" :

{

"name" : OK,
"mode" : BUTTONDOWN,
}

OnButtonPress

Type

Notification



Sender

HMI

Purpose

Inform SDL about a Button Press

If the HMI reports to SDL via Buttons.GetCapabilities that it supports long and/
or short button press modes, SDL expects the HMI to send the
Buttons.OnButtonPress notification but buttons that have been subscribed via
Buttons.OnButtonSubscription and custom buttons added in other rpcs as Soft
Buttons.

MUST

The hmi must send the name of the button pressed, the press
mode detected, and ID of the button if it has type CUSTOM_BUTTO
N and the applD related to the button press. If only SHORT button
press mode is supported, the hmi should send SHORT regardless
of the time of the button press.

NOTE

The value of customButtonlID is provided by SDL within the
softButton struct for some rpcs such as Ul.Alert


https://d83tozu1c8tt6.cloudfront.net/getcapabilities
https://d83tozu1c8tt6.cloudfront.net/onbuttonsubscription
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton
https://d83tozu1c8tt6.cloudfront.net/../ui/alert

Notification

PARAMETERS
Common.ButtonN
name true
ame
Common.ButtonPr
mode true
essMode
minvalue: 0
customButtonID Integer false maxvalue:
65536
applD Integer false

Sequence Diagrams

SEQUENCE DIAGRAM

OnButtonPress short press for CUSTOM_BUTTON

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonname
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonname
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonpressmode
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonpressmode

SDL I

Ul ScrollableMessage(params)

Ew ] [ EmEms

applD application is

active on HMI,
systemContext=MAIN

params:
messageText
timeout
softButton{type,
softButtonID,
DEFAULT_ACTION},
appiD

OnSystemContext{HMI_OBSCURED}

>
>

Display the
layout with the
message and 1

softButton

OnButtonEvent{CUSTOM_BUTTON, BUﬁON_DOWN. customButtonID, appID}
]

User presses
SoftButton

1
OnButtonEvent{CUSTOM_BUTTON, BUTTON_UP, customButtonID, appID}
!

User releases
the button in 1
second

1
OnButtonEventPress{CUSTOM_BUTTON, SHORT, customButtonID, appID}

1

|

Close
ScrollableMessage
dialog

SUCCESS:Ul.ScrollableMessage

<_ _____________
OnSystemContext(MAIN)

SEQUENCE DIAGRAM

OnButtonPress long press for hard button

View Diagram



HMI_UI HMI_Buttons

applD_1 application is active B‘

applD_2 application is in
background on HMI.

T
|
|
|
|
|
I

T
|
|
: hardware button,

The User presses "TUNEDOWN" Ij

|
Buttons.OnButtonEvent {TUNEDOWN, BUTTONDOWN} |
1

The User keeps holding [j

T

|

: "TUNEDOWN"

| hardware button during 2 sec.
Buttons.OnButtonPress {TUNEDOWN, LONG} T

The User continues holding
"TUNEDOWN" hardware button,

1

|

|

|

|

|

|

| The User releases
| "TUNEDOWN"
|

|

U

T

|

hardware button.

Buttons.OnButtonEvent {TUNEDOWN, BUTTONUP} |
1

€
) i i =

SEQUENCE DIAGRAM

OnButtonPress for hard button that only supports short press

View Diagram



1%
o
=
T
=
=

HMI_Bullons

'OK" button supports
SHORT press mode only.

Buttons.GetCapabilities

Check buttons

|
|
|
|
| T
4 »
|
|
|
|
|

capabilities.
Buttons.GetCapabilities {params}
———————————————————————————————— -t ————
Params | |
{capabilities: 1 |
[{rame: OK Both applD_1 and applD_2 |
shortPressAvailable: true applications are in background |
longPressAvailable: false, on HMI. |
upDownAvailable: true}, |
params]) |
}

The User presses "OK"
hardware button.

Buttons.OnButtonEvent {OK, BUTTONDOWN}

The User keeps holding "OK"
hardware button during 2 sec.

T

The User continues holding
"OK" hardware button.

The User releases
"OK" hardware button

Buttons.OnButtonEvent {OK, BUTTONUP}

Buttons.OnButtonPress {OK, SHORT}

R A O

|
|
{
|
|
|
!
|
|
|

JSON EXAMPLE NOTIFICATION

“jsonrpc" :
"method" :
"params" :

{

"name" :
"mode" : ,
"customButtonID" : 564

}




OnButtonSubscription

Type

Notification

Sender

SDL

Purpose

Notify the HMI that the specified application's interest in receiving
notifications for a button has changed.

Notification
PARAMETERS
Common.ButtonN
name true
ame
isSubscribed Boolean true

applD Integer true


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonname
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonname

Sequence Diagrams

SEQUENCE DIAGRAM

OnButtonSubscription

View Diagram



[ & |

[ so ]

Scenario #1:
Subscribe app to CUSTOM_BUTTON by default

RegisterAppinterface (app_1) =

Reqgistration is successful.
Assign intappID_1

o ——— - RegisterAppinterface (SUCCESS)

BC.OnAppRegistered (applD_1) ==

Subscribe applD_1 to
CUSTOM_BUTTON by default

Buttons.OnButtonSubscription

I~ (appID_1, CUSTOM_BUTTON, isSubscribed: true) =}

Scenario #2:
App requests to subscribe a button

SubscribeButton (PRESET_1) =————ip-

Validate and p

rocess request

Buttons.OnButtonSubscription

(applD_1, PRESET_1, isSubscribed: true) >

Scenario #3:
App requests to un-subscribe a button

UnsubscribeButton (PRESET_1) =———————pi

Validate and p

rocess request

Buttons.OnButtonSubscription

(appID_1, PRESET_1, isSubscribed: false) c

Scenario #4:
Button subscription status is not changed

ke SubscribeButton (CUSTOM_BUTTON)) =———P!

Validate and process request.
CUSTOM_BUTTON is subscribed
already




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"name" :
"isSubscribed" : true,
"applD" : 564
}
}

’

ButtonPress

Type

Function

Sender

SDL

Purpose

Emulate button press event on HMI for the common climate or radio
control buttons in vehicle



ButtonPress represents a request from an application to change settings of
requested RC module by pressing the appropriate button.

This RPC can be sent to the HMI from an application that is registered with
REMOTE_CONTROL appHMIType and in one of the following states: FULL,
LIMITTED, BACKGROUND.

Module signed by the application in such request has to be available on HMI
and allowed for control change settings.

The system shall list all available RC radio buttons and RC climate buttons in
the existing ButtonCapabilities list.

MUST

1. Modules sent by application must be available on HMI
2. Access to control module settings is defined by access mode
entered by user on HMI



3. Requested control buttons have to be available for such module

on HMI

REQUEST

PARAMETERS

NAME

moduleTyp

3

buttonNam

®

buttonPres
sMode

applD

TYPE

Common.Mo

duleType

Common.But

tonName

Common.But
tonPressMod

®

Integer

MANDATOR ADDITION
Y AL

true

true

true

true

DESCRIP
TION

The
module
where the
button
should be

pressed

Indicates
whether
this is a
LONG or
SHORT
button
press
event.
Internal
SDL-
assigned ID
of the
related

application


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonname
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonname
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonpressmode
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonpressmode
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#buttonpressmode

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

ButtonPress

View Diagram



| App | SDL HMI
T
|
|

App is registered with REMOTE_CONTROL appHMIType
MODULE_1 is available on HMI
moduleType = MODULE_1 is assigned in app’s policies

ButtonPress (MODULE_A1,
buttonName_for_MODULE_1)

v

ButtonPress (MODULE_1,
buttonName_for_MODULE_1, appID)

changed settings in
MODULE_1 via button
press emulation

ButtonPress
<_ ______________________

ButtonPress (SUCCESS, success:true)

ButtonPress (MODULE_1,
buttonName_for_MODULE_2)

v

ButtonPress (INVALID_DATA,

"id": 32,
"jsonrpc":
"method":

"params": {
"appID": 680015438,
"buttonName":
"buttonPressMode":
"moduleType":




Example Response

{
"id": 32,
"jsonrpc":
"result": {

"code": 0,
"method":
}
}

Example Error

{
"id" : 32,
"jsonrpc" :
"error" :

{
"code" : 22,

"message" :
“data" :

{

"method" :

AlertManeuver

Type



Function

Sender

SDL

Purpose

Announce a navigation maneuver.

SDL sends AlertManeuver together with TTS.Speak. The purpose of this RPC is
to notify the embedded navigation system about the next navigation
maneuver.

MAY

1. Notify the user by TTS.Speak, which is sent along with
AlertManeuver.

2. Display the AlertManeuver dialog with an alert icon and one of
the following:

° Up to three soft buttons defined within the softButtons
paremeter.

° HMI-defined Close soft button if a request without softButtons
is received.

3. Process SystemContext behavior for AlertManeuver in the same
way an Alert is handled.


https://d83tozu1c8tt6.cloudfront.net/../tts/speak
https://d83tozu1c8tt6.cloudfront.net/../tts/speak

MUST

Ul.OnSystemContext appID rules if AlertManeuver causes Syste
mContext updates:

1. applID should not be sent for MENU and HMI_OBSCURED system
contexts. Only apps in FULL should receive these updates.

2. If the HMI sends appID with Ul.OnSystemContext(MENU or
HMI_OBSCURED), appID is ignored and the notification is
transferred to the application that is in FULL.

3. UL.OnSystemContext's applD parameter should be mandatory for
MAIN and ALERT values. If no applID is sent for this case, the
notification will be ignored by SDL.

NOTE

If the HMI does not respond to SDL's request, after the default
timeout occurs SDL will send GENERIC_ERROR to the
corresponding mobile application.

PARAMETERS
array: true
Common.SoftButt
softButtons false minsize: 0
on
maxsize: 3

applD Integer true


https://d83tozu1c8tt6.cloudfront.net/../ui/onsystemcontext
https://d83tozu1c8tt6.cloudfront.net/../ui/onsystemcontext
https://d83tozu1c8tt6.cloudfront.net/../ui/onsystemcontext
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

AlertManeuver Default Success Path

View Diagram

SEQUENCE DIAGRAM

AlertManeuver from Background

View Diagram

SEQUENCE DIAGRAM

AlertManeuver Aborted



View Diagram

SEQUENCE DIAGRAM

AlertManeuver Rejected

View Diagram

Example Request

{

"id": 143,

"jsonrpc":

"method":

"params": {

"softButtons": [
{

"type": TEXT,
"text": ,
"softButtonID": 45,
"systemAction": KEEP_CONTEXT

i
{

“type": TEXT,
"text": ,
'softButtonID": 46,
"systemAction": STEAL FOCUS
¥
]
Vs
"appID": 96
}




Example Response

{
"id" : 143,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 143,
"jsonrpc" :
"error" :
{
"code" : 13,
"message" :

"data" :

{

"method" :




GetWayPoints

Type

Function

Sender

SDL

Purpose

Request for getting waypoint/destination data.

SDL forwards a request from the mobile application to get waypoint/destination
data from the embedded navigation system.

REQUEST

MUST

1. Accept requests for getting details of active destination and
waypoints and provide details in response to the request.

2. Send Ul.OnResetTimeout to SDL in case HMI needs more time for
processing GetWayPoints request.


https://d83tozu1c8tt6.cloudfront.net/../ui/onresettimeout

SDL Note: In case HMI does not respond to this request within SDL's default
timeout (10s by default, Ul.OnResetTimeout will reset this), SDL will return GEN
ERIC_ERROR code to the corresponding mobile app's request

PARAMETERS

To request
for either
the
destination

wayPointTy Common.Wa
true only or for

pe yPointType
all
waypoints
including
destination
ID of the
application

applD Integer true that
concerns

this RPC

RESPONSE

MUST

1. Wait using a predefined timeout for the navigation system to
respond with the full data. The system shall wait for data
(resetting the timer as necessary with Ul.OnResetTimeout) until
all waypoints have been received.

2. If additional requests are received: While a request for
getting waypoints is being processed, if HMI receives another
request from the same app then the system shall reject the new
request with a response of IN_USE.


https://d83tozu1c8tt6.cloudfront.net/../ui/onresettimeout
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#waypointtype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#waypointtype
https://d83tozu1c8tt6.cloudfront.net/../ui/onresettimeout

3. If there is no active navigation source: the system shall
provide a response of UNSUPPORTED RESOURCE.

4. If the predefined timeout expires or the system receives a
“"time out" notification from the navigation system: the
system shall provide a response of TIMED OUT.

a) The system shall ignore and discard any data received from
the navigation system after the timeout period.

5. If the system receives any kind of failure notification other than
"time out" from the navigation system, then the system shall
provide a response of REJECTED.

6. When the system receives all the data from the navigation
system within the timeout period, the system shall send provide
a response of SUCCESS with the received data.

7. The array of waypoints shall be ordered in this manner:

a) The destination will be set as the first entry in the array

b) If "wayPointType" is "ALL": The remaining entries will be in
order based on the route, with the first waypoint being the
second entry in the array, the second waypoint being the third
entry, and so on.

8. If there is no active route set then the system send a response of
SUCCESS with no wayPoints value.

PARAMETERS

array: true
Common.Loc
wayPoints false minsize: 1
ationDetails
maxsize: 10

Sequence Diagrams

SEQUENCE DIAGRAM

GetWayPoints


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#locationdetails
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#locationdetails

View Diagram

=

SDL

1. app_1 and app_2 successfully register and running on SDL

pre-conditions:

opt
GetWayPaints - happy path

GetWayPoints (<wayPointType> ) =}

Requestis valid and allowed by

Policies

, ]

|} —————— GetWayPoints (<wayPoints>) —————

Starts <DefaultTimeout> (the value

defined at .ini file)

I
1
= OnResetTimeout
(appID_1, methodName = GetWayPoints)

Renews <DefaultTimeout=

i

<DefaultTimeout= is NOT expired yethl

opt

GetWayPgints - SDL receives any <errorCode> from HMI

1€ —- GetWayPoints (SUCCESS, success:true, <wayPoints=) =

GetWayPoints (<wayPointType>) —————»

Requestis valid and allowed by
Policies

]

GetWayPoints (<wayPoints=) =——————p!

Starts <DefaultTimeout= (the value

defined at .ini file)

€ GetWayPoints (<errorCodes) - —=—=————-

<DefaultTimeout> is NOT expired yetﬁ




JSON Messages Examples

Example Request

{
"id" : 543,
"jsonrpc" :
"method" :
"params" :

{
"wayPointType" :
"applD" : 26743
}
}

Example Response

{
"id" : 543,
"jsonrpc" :
"method" :
"result" :
{
"wayPoints" :

[

{

"phoneNumber"
"addressLines" :

}

]I
"applD" : 26743
}




Example Error

{

"id" : 543,
"jsonrpc" :
"error" :
{
"'code" : 11,
"message" :

"data" :

{

"method" :

SubscribeWayPoints

Type

Function

Sender

SDL

Purpose

Subscribe to periodic navigation waypoint/destination updates



REQUEST

MUST

Send future waypoint updates to SDL using
Navigation.OnWayPointChange

PARAMETERS

This RPC has no additional parameter requirements

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

SubscribeWayPoints


https://d83tozu1c8tt6.cloudfront.net/onwaypointchange

View Diagram

SDL HMI

Navigation.SubscribeWayPoints()

Navigation.SubscribeWayPoints(SUCCESS)

Waypoint data has changed Bl

Navigation.OnWayPointChange(waypoints)

SDL HMI

e
-

Example Request

{
"id" : 47,
"jsonrpc" :
"method" :
"params" : {}

}

"id" : 47,

"jsonrpc" :

"result" :

{
"code" : 0,
"method" :

}




Example Error

{
"id" : 47,
“jsonrpc" :
"error" :
{
"code" : 6,
"message" :

"data" :

{

"method" :

UnsubscribeWayPoints

Type

Function

Sender

SDL

Purpose

Unsubscribe from periodic navigation waypoint/destination updates



REQUEST

MUST

Stop sending waypoint updates to SDL

PARAMETERS

This RPC has no additional parameter requirements

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

UnsubscribeWayPoints

View Diagram



|
: Navigation.SubscribeWayPoints()
I
I

! € Navigation.SubscribeWayPoints(SUCCESS)

Waypoint data has changed ‘ﬁ

Navigation.OnWayPointChange(waypoints)

e
|-~

Navigation.UnsubscribeWayPoints()

-
v

Navigation.UnsubscribeWayPoints(SUCCESS

~

Waypoint data has changed,

no notification is sent to SDL

]

"id" : 47,
“jsonrpc" :
"method" :
"params" : {}

"id" : 47,

"jsonrpc" :

"result" :

{
code" : 0,
"method" :

}




Example Error

{
"id" : 47,
“jsonrpc" :
"error" :
{
"code" : 6,
"message" :

"data" :

{

"method" :

OnWayPointChange

Type

Notification

Sender

HMI

Purpose

Notify SDL of navigation waypoint/destination updates



Notification

MUST

Send this notification when the list of waypoints is changed and
SDL is subscribed to waypoint updates

PARAMETERS

array: true
Common.Loc o
wayPoints true minsize: 1
ationDetails .
maxsize: 10

Sequence Diagrams

SEQUENCE DIAGRAM

OnWayPointChange

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#locationdetails
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#locationdetails

SDL HMI

1 Navigation.SubscribeWayPoints()

i _ Navigation.SubscribeWayPoints(SUCCESS)

Waypoint data has changed Iﬁ

Navigation.OnWayPointChange(waypoints)

- !
- \

L}

SDL HMI

Example Notification

“id" : 47,
"jsonrpc" :
"method" :
"params" : {
“wayPoints" :

[

{

"phoneNumber"
"addressLines" :

IsReady

Type

Function



Sender

SDL

Purpose

Request ready state of Navigation Module

This request comes from SDL after the HMI has confirmed its readiness via
OnReady.

NOTE

If the Navigation component responds as unavailable , SDL will not
send further requests to this component.

MUST

1. Check if the Navigation component is present and ready to
communicate with SDL.


https://d83tozu1c8tt6.cloudfront.net/../basiccommunication/onready

2. Respond correspondingly to the results of this check.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

RESPONSE

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

available Boolean true

Sequence Diagrams

SEQUENCE DIAGRAM

IsReady



View Diagram

SDL HMI.BasicCommunication HMI.Navigation

BasicCommunication.OnReady

| | |

| | |

| | |

S | |

| | |

| ) | |

| Navigation.lsReady | |

| } »

| | |

' ' Check the presence
: : and availability of

| | Navigation component,
| | |

| Navigation.IsReady {available, code: 0} |
e ——— ——_———— - -

|

|

|

Example Request

{
"id" : 27,

"jsonrpc" :
"method" :

}

Example Response

{
"id" . 27,
"jsonrpc" :
"result" :

{

"availabe" : true,
"code" : 0,
"method" :
}
}




Example Error

{

"id" : 27,
“jsonrpc" :
"error" :

{
"code" : 22,

"message" :
"data" :

{

"method" :

OnAudioDataStreaming

Type

Notification

Sender

SDL

Purpose

Notify the HMI about a raw audio data stream which should be audible
to the user.



Notification

PARAMETERS

available Boolean true

Sequence Diagrams

SEQUENCE DIAGRAM

OnAudioDataStreaming SDL to HMI

View Diagram

SEQUENCE DIAGRAM

OnAudioDataStreaming App to HMI

View Diagram



JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"available" : true

}
}

OnTBTClientState

Type

Notification

Sender

HMI

Purpose



Provide SDL with information about changes to the TBT client state.

Notification

PARAMETERS

Common.TBTStat
state true
e

Sequence Diagrams

SEQUENCE DIAGRAM

OnTBTClientState


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#tbtstate
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#tbtstate

View Diagram

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"state" :

}
}

OnVideoDataStreaming

Type

Notification

Sender

SDL

Purpose



Notify the HMI about a raw video data stream which should be visible
to the user while in that application's context.

Notification

PARAMETERS

available Boolean true

Sequence Diagrams

SEQUENCE DIAGRAM

OnVideoDataStreaming



View Diagram

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"available" : true

}
}

SendLocation

Type

Function

Sender

SDL

Purpose



Allow a connected application to send a destination to the embedded
navigation system.

Behavior

I must

1. Transfer data received from SDL to navigation embedded module. Navigation
embedded HU system should update the location data on the embedded navi
screen.

2. Send a SUCCESS response to SDL in case the destination data has been
obtained.

3. Ignore <deliveryMode> , <timeStampparams> , <address> parameters in
case HMI does not support them (note: app will not know whether the whole
information was processed by HMI)

4. Respond with  WARNINGS and “info: were not processed”” to SDL in case
HMI partially supports <deliveryMode> , <timeStampparams> , <address>
(SDL will transfer it to mobile app)

5. Respond with REJECTED result code to SDL in case HMI is currently busy



with a higher-priority event or other reasons defined for the mentioned
resultCode by HMI.

REQUEST

PARAMETERS
applID Integer true
longitudeDegre minvalue: -180
Float false
es maxvalue: 180
minvalue: -90
latitudeDegrees Float false
maxvalue: 90
locationName String false maxlength: 500
locationDescript
String false maxlength: 500
ion
array: true
minsize: 0
addressLines String false )
maxsize: 4
maxlength: 500
phoneNumber String false maxlength: 500
locationlmage Common.Image false
Common.Delivery
deliveryMode false
Mode
Common.DateTim
timeStamp false

@

Common.OASISAd
address false
dress


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagram

SEQUENCE DIAGRAM

SendLocation Success

View Diagram

SEQUENCE DIAGRAM

SendLocation Fail with warnings

View Diagram

SEQUENCE DIAGRAM

SendLocation Fail Rejected



View Diagram

SendLocation General behavior

mobile app

SDL

pre-conditions:
1. mobile app successfully running on SDL

opt

SendLocarionwith "address” andwithoutboth "latitudeDegrees” amd

"longtitudeDegrees”

opt

SendL ocagionwithout "address” andwithboth "latitudeDegrees” an

SendLocation (=address=) ———————pt

= ————— SendLocation (<resultCode=) === ——-

d "longtitudeDegrees”

SendLocation (<address=) ——————pj

SendLocation (=latitudeDegrees=,

i —
<longtitudeDegrees>) SendLocation (<latitudeDegrees>, |
=longtitudeDegrees=)
€ SendLocation (zresultCodes) === ===
G ——————— SendLocation (<resultCode=) = === ===
opt
SendL ocarionwithoutORwith "address” andwithonly "latitudeDegrees” ORonly "longtitudeDegrees”
SendLocation (=address=, »
<longtitudeDegrees=) SendLocation (<address>, R
<longtitudeDegrees=) g
e——————— SendLocation (INVALID_DATA) == = = ===
opt
SendLocgtion - empty "address” param
SendLocation ("address:” [ ], <latitudeDegrees=, —»
<longtitudeDegrees=)
The "address"param is empty Ij
SendLocation (<latitudeDegrees=>, N
<longtitudeDegrees=)
/without "address” param
= —————- SendLocation (<resultCodes) == ===




Example Request

"id" : 138,
“jsonrpc" :
"method" :

"params" :

{
“longitudeDegrees" : 139.34,

"latitudeDegrees" : 35.36,

"locationName" :
"locationlmage" :
{
"value" :
"imageType" : DYNAMIC

Example Response

{
"id" : 138,
"jsonrpc" :
"result" :

{
code" : 0,
"method" :

}

}




Example Error

{
"id" : 138,
“jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :

SetVideoConfig

Type

Function

Sender

SDL

Purpose

Negotiate parameters for a new video stream



Navigation.SetVideoConfig represents a request from the app to determine
whether a given video streaming configuration is supported by the HMI.

MUST

The HMI must return a SUCCESS result code if it is able to handle
a stream with the provided parameters.

MUST

The HMI must return a REJECTED result code if it is not able to
handle a stream with the provided parameters, with any such
parameters being included in rejectedParams .

REQUEST

PARAMETERS

. Common.VideoCo
config - true
nmg

applD Integer true


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#videoconfig
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#videoconfig

RESPONSE

PARAMETERS
NAME TYPE
rejectedParams String

Sequence Diagrams

SEQUENCE DIAGRAM

SetVideoConfig basic flow

MANDATORY ADDITIONAL
array: true
true minsize: 1

maxsize: 1000

View Diagram

App
—

StartServiceACK(streamingParams)

E

SDL
*
| |
) o :
Navigation.SetVideoConfig(config: streamingParams) \:
_ Navigation.SetVideoConfig(SUCCESS)

B e Sttt

App

Navigation.StartStream(url: http://127.0.0.1:5050)

AU

Eal}
_ Navigation.StartStream(SUCCESS) I
-~ |
SDL HMI
R W




SEQUENCE DIAGRAM

SetVideoConfig error flow

View Diagram

App SDL @

I
StartService(serviceType:Video, streamingParams) >E :
|
|
|

.
r

Navigation.SetVideoConfig(REJECTED, rejectedParams:["codec"])

-<
<

App SDL HMI

"id" : 70,

"jsonrpc" :
"method" :
"params" :

{

“config" :

{
"codec":
"protocol":
"width": 800,
"height": 600

}I
"appID" : 65464
}

}




Example Response

{
"id" : 70,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 70,
"jsonrpc" :
"result" :

{

"code" : 4,
"rejectedParams": [
"method" :
}
}

ShowConstantTBT

Type

Function



Sender

SDL

Purpose

Update navigation information of the embedded navigation system.

REQUEST

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
. array: true
o Common.TextField o
navigationTexts true minsize: 0
Struct )
maxsize: 5
turnicon Common.Image false
nextTurnicon Common.Image false
_ minvalue: 0
distanceToMane
Float true maxvalue:
uver
1000000000
_ minvalue: 0
distanceToMane
Float true maxvalue:
uverScale
1000000000
maneuverCompl
Boolean false
ete
array: true
Common.SoftButt
softButtons false minsize: 0
on
maxsize: 3

applD Integer true


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

ShowConstantTBT



View Diagram

Example Request

{

"id" : 543,
“jsonrpc" :
"method" :
"params" :
{

"navigationTexts" :

[

{

"fieldName" : navigationTextl,
"fieldText" :
}

{
"fieldName" : ETA,

"fieldText" :
+
{

"fieldName" : totalDistance,
"fieldText" :
}
1
"turnicon" :

[

: DYNAMIC
1,
"distanceToManeuver" : 168,
"distanceToManeuverScale" : 265,
"softButtons" :

[
: TEXT,

: 76,
: DEFAULT _ACTION

1
"appID" : 26743
}

}




Example Response

{
"id" : 543,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 543,
"jsonrpc" :
"error" :
{
"code" : 5,
"message" :

"data" :

{

"method" :




StartAudioStream

Type

Function

Sender

SDL

Purpose

Initiate an audio streaming service between SDL and the HMI to stream

audio data.
REQUEST
PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
minlength: 21
url String true

maxlength: 500

applD Integer true



RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

StartAudioStream

View Diagram

Example Request

"jsonrpc" :
"method" :
"params" :

{

“url" :

"appID" : 65674
}




Example Response

{
"id" : 176,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id": 176,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




StartStream

Type

Function

Sender

SDL

Purpose

Initiate a video streaming service between SDL and the HMI to stream

video data.
REQUEST
PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
minlength: 21
url String true

maxlength: 500

applD Integer true



RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

StartStream

View Diagram

Example Request

"jsonrpc" :
"method" :
"params" :

{

“url" :

"appID" : 65674
}




Example Response

{
"id" : 176,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id": 176,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




StopAudioStream

Type

Function

Sender

SDL

Purpose

Stop the audio streaming service between SDL and the HMI and stop
streaming audio data.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

applD Integer true



RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

StopAudioStream

View Diagram

Example Request

"jsonrpc" :
"method" :
"params" :

{
“applD" : 65674




Example Response

{
"id" : 176,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id": 176,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




StopStream

Type

Function

Sender

SDL

Purpose

Close the video streaming service between SDL and the HMI and stop
streaming video data.

The app must stop video streaming after receiving onHMIStatus with
videoStreamingState=NOT_STREAMBLE.

If the app does not stop streaming after certain amount of time, SDL sends a
StopService Control Frame to the app in protocol layer.

PARAMETERS

applD Integer true



RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

StopStream

View Diagram

Example Request

"jsonrpc" :
"method" :
"params" :

{
“applD" : 65674




Example Response

{
"id" : 176,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id": 176,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




UpdateTurnList

Type

Function

Sender

SDL

Purpose

Update embedded navigation's list of directions for the current route.

REQUEST

PARAMETERS
NAME TYPE MANDATORY
turnList Common.Turn false
softButtons common.SoftButt false

on

applID Integer true

ADDITIONAL

array: true
minsize: 1
maxsize: 100
array: true
minsize: 0

maxsize: 1


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#turn
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

UpdateTurnList






View Diagram



Example Request



"id" : 176,
"jsonrpc" :
"method" :
"params" :

{

"turnList" :
[
{

"navigationText" :

[

: navigationText,

Il

"turnicon" :

: DYNAMIC

"navigationText" :

[

: navigationText,

1,

"turnicon" :

: DYNAMIC

"navigationText" :

[

: navigationText,

1,

"turnicon" :

: DYNAMIC

"softButtons" :




: DYNAMIC

: true,
: 118,
: DEFAULT _ACTION

Example Response

{
"id": 176,
"jsonrpc" :
"result" :

{
code" : 0,
"method" :

}

}




Example Error

{
"id" : 176,
“jsonrpc" :
"error" :
{
"code" : 4,
"message" :

"data" :

{

"method" :

ActivateApp

Type

Function

Sender

HMI

Purpose

Inform SDL that the user has activated an application.



REQUEST

MUST

1. Send SDL.ActivateApp.

2. Send a request to SDL to get messages for specified permissions
(via GetUserFriendlyMessage) and notify user that provided
permissions of application were decreased in case HMI gets
"isAppPermissionRevoked:true" respond from SDL
PoliciesManager.

3. Send GetListOfPermissions request to SDL in order to obtain list
of message codes for functional groups needed by application for
user to consent when PoliciesManager responds with
“isPermissionsConsentNeeded: true" .

4. Display Dialog and on result of user selection to send
OnAllowSDLFuncionality specifying device from ActivateApp
response, source of choice (Ul/VR) and allowed set to true/false
(if user ignores question, this is automatically set to false) when
HMI receives SDL.ActivateApp (isSDLAllowed: false).

NOTE

SDL PoliciesManager must:

* respond with "isPermissionsConsentNeeded: true", otherwise
"isPermissionsConsentNeeded: false" should be returned to HMI,
in case SDL got SDL.ActivateApp from HMI and LocalPT contains
the permission that require User's consent.

* respond with "isSDLAllowed: true" in the response to HMI, on
getting SDL.ActivateApp from HMI and the device the app is
running on is consented by the User.

* respond with the following parameters in the response to HMI:

° "isSDLAllowed: false"
° device param containing the device's name and ID previously
sent by SDL via UpdateDevicelList.



PARAMETERS

NAME

applD

TYPE

Integer

MANDATORY

true

DESCRIPTION

ID of the
application that
the User has

chosen.



RESPONSE

PARAMETERS
NAME TYPE MANDATORY DESCRIPTION
SDL
returns:‘true’, in
case the User
has allowed
using the device
for PolicyTable
Exchange.
) ‘false’, in case
isSDLAllowed Boolean true
the User has not
yet been asked
for or in case
the User has
disallowed using
the device for
PolicyTable
Exchange.
) Common.Deviceln
device false
fo
isPermissionsCo
Boolean true
nsentNeeded
isAppPermission
Boolean true
sRevoked
o array: true
appRevokedPer Common.Permissi o
false minsize: 1
missions onltem
maxsize: 100
isAppRevoked Boolean true

Common.AppPrior
priority false
ity


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#permissionitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#permissionitem
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apppriority
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apppriority

Sequence Diagrams

Preconditions:

a. Device is connected to the HU.

b. App_1 is running on this device and is registered with SDL.
C. App_1 presents in the list of registered apps on HMI.

SEQUENCE DIAGRAM

The User does NOT consent the device.

View Diagram



4 SDL ActivateApp {appID}

————————— SDL ActivateApp {isSDLAllowed: false, device}~——————-=>!

\«—— SDL.GetUserFriendlyMessage {messageCodes: DataConsent}

The User chooses
app_1inthe list of
registered apps.

HMI does NOT
activate app_1

SDL.GetUserFriendlyh

+—— SDL.OnAllowSDLFunctionality {allowed: false, device, source}

PoliciesManager

pre_DataConsent section.

1) Stores User's response in Local
PT.

2) assignes app_1 with policies from

OnPermi hange {permissi 1}

OnHMIStatus {
re=———HMlILevel: <"default_hmi" from “pre_DataConsent" section=,
params}

SEQUENCE DIAGRAM

The User consents the device.

View Diagram

I —— e

BasicCommunication.ActivateApp {

level: <"default_hmi" from “pre_DataConsent” section=, —————!

params}

-BasicCommunication ActivateApp ————

HMI displays the &

message and
requests User's
consent: Yes/No

—L—B

The User chooses
No

app_1 stays in “level”
HMILevel (usually

NONE or
BACKGROUND)




e SDL Activate App JapplD

\¢—— SDL.GetUserFriendlyMessage {messageCodes: DataConsent}

4= SDL.OnAllowSDLFunctionality {allowed: true, device, source}

PoliciesManager

1) writes the consent to the Local

PT(device_data’ section -=
=device> subsection)

2) assigns =applD= or (if the first
one does not existin Local PT)

“default” policies to app_1

= OnPermissionChange {permissionltem}

BasicCommunication.ActivateApp {

level: <"default_hmi~ value of <applD= or "default” section=, ——————p

SDL ActivateApp {isSDLAllowed: false, device}-——————->

SDL.GetUserFriendlyMessage {messages)« — = = = = =« =

The User chooses

app_1inthe list of
registered apps.

HMI does NOT
activate app_1

HMI displays the
message and
requests User's
consent: Yes/No

—A—B

The User chooses
Yes

OnHMIStatus {
re=—— HMMILevel: <"default_hmi"value of <applD= or “default” section=,
params}}

SEQUENCE DIAGRAM

params}
HMI activates the app
to the level defined by
“level” param.
S e e e e e e e e e BasicCommunication. ActivateApp — == == == = —— e

ActivateApp for application registered with reduced permissions after

Policy Table Update

View Diagram



HIMLSDL |

applD_1 app is registered and is
presentin the ‘List of registered
apps’ on HMI.

The User chooses to activate applD_1 lj

app (manually or by voice).

« SDL.ActivateApp {appID_1}

PT stores the device 1)

as consented.

There are
permissions that
were reduced by the

latest PTU.

I SDL ActivateApp {code:0, isSDLAllowed: true, . >!
isAppPermissionsRevoked:true, appRevokedPermissions} !

Activate the applD_1 ﬁ

app.

T

|
I
|
I
|
I
|
|
'
:ﬂ— SDL.GetUserFriendlylessage {messageCodes: "AppPermissionsRevoked”, params}—
|

]
]
]
Take the information i
E
|}
]

from PT
————————— SDL.GetUserFriendlyMessage {params} ———————————— e e e >
|}
Display the popup
SDL transfers the allowed by with "AppPermissionsRevoked”
Policies RPCs to HI. message listing the reviked groups
SDL rejects the RPCs from SDL.ActivateApp_response.
disallowed by Policies.

SEQUENCE DIAGRAM

ActivateApp for application registered with revoked permissions after
Policy Table Update

View Diagram



[ HwspL ]

[ Hu.BasicCommunication |

applD_1 app is registered and is
presentin the ‘List of registered
apps’ on HMI.

The User chooses to activate applD_1
app (manually or by voice).

]

SDL ActivateApp {appID_1}

PT stores the device
as consented.

PT Update comes -=
applD_1 gets NULL
permissions.

Take the information
from PT

SDL will never allow the
applD_1 app (that has NULL
permissions) to register
aftepwards

SEQUENCE DIAGRAM

ActivateApp using App Launching

BasicCommunication.OnAppUnregistered {appID_1}

o o o o e e e e SDL.GetUserFriendlyMessage {params}-———

———————— SDL ActivateApp {code:0, isSDLAllowed: true, isAppRevoked:true} - ————-|

Do NOT activate the
applD_1 app.

S —

¢——— SDL.GetUserFriendlyMessage {messageCodes: "AppUnauthorized”, params}——

____________ >§

Display the popup
with “"AppUnauthorized™
message.

View Diagram




app 1 ] | app_2 SDL Hl
|
|
|
RegisterApplmerface (app_1)——————",
|
|
|
Em—————— RegisterAppInterface {SUCCESS} == ——=———-
| BC.OnAppRegistere d ————————————=>
QnHMIStatus(FULL) =
hes—————— OnSystemRequest (QUERY_APPS) List of registered
| apps displays:
| SystemRequest R -app_1
(json file with available apps)
|
|
H Store JSON file + check whether it's valid.
i Respond with SUCCESS in case valid.
| :
(E———————— SystémRequest {SUCCESS} === === == i
|
! !
i Get app names from JSON file.
! Assign internal applDs.
| Find appropriate icons among stored ones.
|
|
: UpdateAppList
i ([appName, deviceName, applD, icon])
|
|
! Change in HMI_API: '5‘
] . !
i make other params of UpdateAppList optional. List of registered
| apps displays:
| -app_1
| -app_2
i -app_3
| etc.
i
|
|
|
Scenario #1: ]

e OnSystemRequest (LAUNCH_APP)

requested app regiq‘ters within timeout
|

registered

Check app_2 is from
JSON file & not yet

RegisterApplinterface (app_2)—»

<= RegisterAppinterface {SUCCESS} —

<= OnHMIStatus (FULL)

BC.OnAppRegistered(app_2)—————————=
SDL.ActivateApp {SUCCESS (app_2)} ======—3

User chooses app_2

t4—————————— SDL ActivateApp (app_2)——————————1
i
i

Display progress
indicator

app_2 is activated

fe=——————0nSystemRequest (LAUNCH_APP)

Scenario #2:

requested app does not register within timeout

registered

Check app_2 is from
JSON file & not yet

Requested app is
not registered during
SDL's timeout

SDL ActivateApp {APPLICATION_NOT_REGISTERED} —=»

User chooses app_2

¢ SDL ActivateApp (appID) ————————
H
:

Display progress
indicator

Display Informational

dialog
Scenario #3:
app_1 (launcher)is no longer in foreground on mobile
device
OnHMIStatus(BACKGROUND) s UpdateAppList
([{app_1, greyOut: false, params}, R

e

{app_2, greyOut: true, params},
{app_3, greyOut: true, params}])

______ UpdateAppList {SUCCESS}

List of registered
apps displays:
-app_1
etc.

The greyed out apps
are not clickable.




Example Request

{
"id" : 27,
“jsonrpc" :
"method" :

{
"applD" : 12345

}

Example Response

"id" : 27,
"jsonrpc" :
"result" :

{
"isSDLAllowed" : true,

"isPermissionsConsentNeeded" : false,
"isAppPermissionsRevoked" : false,
"isAppRevoked" : false,

"code" : 0,

"method" :




Example Error

{
"id" : 27,
“jsonrpc" :
"error" :
{
"code" : 22,

"message" :
"data" :

{

"method" :

AddStatisticsinfo

Notification

PARAMETERS

o Common.Statistic
statisticType true

sType


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#statisticstype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#statisticstype

Example Request

Example Response

Example Error

GetListOfPermissions

Type

Function

Sender



HMI

Purpose

Get the list of permissions for the specified application or for all
applications.

REQUEST

I MUST

1) Initiate sending GetListOfPermissions with “applID” parameter in the
following cases:

1.1) After receiving SDL.ActivateApp{isPermissionsConsentNeeded: true} from
SDL.

Note: applD is known from the corresponding SDL.ActivateApp request.
1.2) After receiving SDL.OnAppPermissionChanged{appID,
appPermissionsConsentNeeded: true} from SDL.

1.3) After the User presses the button to change the permissions for the
application.

1.4) After ignition on to retrieve the "External UCS Status" setting stored on
SDL.

2) Initiate sending GetListOfPermissions without “appID” parameter in the
following cases:

2.1) After the User presses the button to change the permissions of all currently
registered applications.

Impotant:

When GetListOfPermissions is requested without “appID” parameter, the
response of Permissionltem array contains the PermissionGroups (“name”
parameters) for all the applications as a whole and “allowed” parameter is
common for each group (e.qg. if at least one of the applications has disallowed
parameter for some group, “allowed” value returned for this group in the
context of all application must be false). (For more details see the diagram



GetListOfPermissions without appID).

3) Store the pair of values id<->name of Permissionltem structure which were
obtained via GetListOfPermissions response. These pairs will be used for future
notifications via OnAppPermissionConsent in case user’s choice for the
application to allow some functionality has been updated (For more details see
OnAppPermissionConsent (id<->name dependency).

4) Display the received “External UCS Status” in the appropriate Ul screen (For
more details see the picture ExternalConsentStatus).

I NOTE

a) The information about the application (name, ID, etc.) is provided by SDL via
either BasicCommunication.UpdateAppList or
BasicCommunication.OnAppRegistered RPCs.

b) If HMI has never sent externalConsentStatus before (via
OnAppPermissionConsent), SDL will respond with empty array.

¢) User can go to settings on HMI and enable or disable "External UCS" for an
"entity". HMI will notify SDL accordingly (see figure ExternalConsentStatus).
d) The resulting allowance of functional grouping is informed by parameter
“allowedFunctions” to HMI in accordinance with result of
ExternalConsentStatus.

PARAMETERS

applD Integer false


https://d83tozu1c8tt6.cloudfront.net/../sdl/onapppermissionconsent
https://d83tozu1c8tt6.cloudfront.net/../sdl/onapppermissionconsent
https://d83tozu1c8tt6.cloudfront.net/../sdl/onapppermissionconsent

RESPONSE

PARAMETERS

NAME

allowedFunction

S

externalConsent
Status

TYPE

Common.Permissi

onltem

Common.External

ConsentStatus

Sequence Diagrams

SEQUENCE DIAGRAM

GetListOfPermissions

MANDATORY

true

true

View Diagram

SEQUENCE DIAGRAM

GetListOfPermissions without Appld

View Diagram

ADDITIONAL

array: true
minsize: 0
maxsize: 100
array: true
minsize: 0

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#permissionitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#permissionitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#externalconsentstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#externalconsentstatus

SEQUENCE DIAGRAM

GetListOfPermissions provide External UCS Status to HMI

View Diagram

App SDL HMI

opt
Precondition: CCS status is known to SDL from previous ignition cycle. New ignition cyscle
GetListOfPermissions

<
<

Retrieve from
|: Policies

________ GetListofPermissions _____ -
(allowedFunctions, CCS Status)

opt

SDL does hot have CCS status
GetListOfPermissions

A

________ GetListOfPermissions _____ |
(allowedFunctions, CCS Status [empty])




Possible Layout - ExternalConsentStatus
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Example Request

"id" : 143,
"jsonrpc" :
"method" :
"params" :

{

"appID" : 65596

}
}




Example Response

{
"id" : 143,
“jsonrpc" :
"result" :

{

"allowedFunctions" :

{

"name" :
"id":1234,
"allowed":true

},
{

"name" :
"id":76876,
"allowed":false

“entityType” : “0”,
“entitylD” :“126",
“status” : “ON”

}

: 0,
"method" :




Example Error

{
"id" : 143,
“jsonrpc" :
"error" :
{
"code" : 15,
"message" :

"data" :

{

"method" :

GetStatusUpdate

Type

Function

Sender

HMI

Purpose

Get information about the current status of the policy update process.



REQUEST

In case HMI needs to find out current status of PTU and sends
GetStatusUpdate _request to SDL, it must respond with the current update
status code to HMI.

The request GetStatusUpdate duplicates the functionality of the notification
OnStatusUpdate. In case the policy update status is being changed.(e.g. an
update is finished successfully or retry strategy failed), SDL must send
notification OnStatusUpdate to HMI with the corresponding UpdateStatus code,
whereas GetStatusUpdate allowes to request the status of policy table at any
time, not on update only.

MUST

Send a request to SDL if it needs to get a current policy update
status according to its workflows.

PARAMETERS

This RPC has no additional parameter requirements.



RESPONSE

PARAMETERS

status Common.UpdateResult

Sequence Diagrams

SEQUENCE DIAGRAM

GetStatusUpdate

View Diagram

Example Request

{
"id" : 176,

"jsonrpc" :
"method" :

}

true



https://d83tozu1c8tt6.cloudfront.net/../common/enums/#updateresult

Example Response

{
"id" : 176,
“jsonrpc" :
"result" :

{

"status" :
: 0,
"method" :

}
}

Example Error

{

"id" : 176,

"jsonrpc" :

"error" :

{
"code" :22,
"message" :
"data" :

{

"method" :




GetURLS

Type

Function

Sender

HMI

Purpose

Retrieve the destination URL(s) from Local Policy Table

REQUEST

MUST

For Proprietary PTU flow:

1. Send SDL.GetURLS after SDL-initiated BC.PolicyUpdate with
service type 7

2. Use the received URL(s) in the next BC.OnSystemRequest.


https://d83tozu1c8tt6.cloudfront.net/../basiccommunication/policyupdate/policyupdate
https://d83tozu1c8tt6.cloudfront.net/../basiccommunication/onsystemrequest/onsystemrequest

MAY

Request the URL(s) for any known service type that exists in Local
PT at any time if required per internal flows.

NOTE

SDL.GetURLS dependencies:

* SDL sends BC.PolicyUpdate only in case it's built with "-
DEXTENDED_POLICY: PROPRIETARY" flag or without flag.

* URLs storage in Policy Table: "endpoints" section.

* SDL chooses the applications for taking part in PTU among
registered ones and provides appID + url pairs in response

* In case no applications are currently registered, SDL will return
url only.

PARAMETERS

_ minvalue: 0
service Integer true

maxvalue: 100



RESPONSE

PARAMETERS
NAME TYPE
Common.Servicel
urls

nfo

Sequence Diagrams

SEQUENCE DIAGRAM

BC.PolicyUpdate in "Proprietary" Policy Table Update Flow

MANDATORY

false

View Diagram

ADDITIONAL

array: true
minsize: 1

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/serviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/serviceinfo

SDL HU SW

1. SDL is built with "-DEXTENDED_POLICY: ON" flag

2. Trigger for PolicyTableUpdate - one of:

a. App thatis not listed in policies registers

b. PTU retry sequence did not succeed in the previous ignition cycle and
it's now the new ignition cycle.

c. Current date is "24 hours prior to module’s certificate expiration date"

——— SDL.OnStatusUpdate (UPDATE_NEEDED)———=>!

a. Create Snapshot of policies
database
b. Store it to the folder defined by
SystemFilesPath param of .ini file

BC.PolicyUpdate
— (<path to Snapshot>, <timeout for update response>, —,
<set of timeouts for retry sequence>)

SDL.Of Jpdate (UPDATING)

< ——————— PolicyUpdate (SUCCESS) —————————1 T

{¢———— SDL.GetURLs (service: 7)

a. Get URLs from policies database
b. choose appropriate appID for
update

7777777 GetURLs (SUCCESS, urls: [applD, url]) =————>>

Encrypt Snapshot
if necessary

- BC.O! q
(PROPRIETARY, fileName, applID, url)

onstruct binary header, Binary header:

attach to payload {
"HTTPRequest": {

"header:
"ContentType": "application/json",
OnSystemRequest "ConnectTimeout": <int value from policy
(PROPRIETARY, url) — table:timeout_after_x_seconds>,
+ binary header & Policies Snapshotin payload "DoOutput™ true,

"Dolnput": true,

"UseCaches" false,

"RequestMethod": "POST",

"ReadTimeout": <int value from policy
table:timeout_after_x_seconds>,
"InstanceFollowRedirects™ false,

"charset": "utf-8",

"Content-Length™: <value of the length of the "body" string>

Start
"timeout_after_x_seconds"

SystemRequest
(PROPRIETARY, fileName) ———————»
+ Policies Update in payload

"body": "{"data"["this is either the syncp packet or raw policy table
BgcYTANVdz62FO7yHgOTXE3EPOEOWsbFeDqzYY="]}"

Store in the folder defined by }
SystemFilesPath param of .ini file }

BC.SystemRequest

(PROPRIETARY, fileName, appID)

S BC.SystemRequest (<resultCode>) ———————-

<<— SystemRequest (<resultCode from HMI response>) -——

Decrypt Policy file
if necessary

- SDL.OnReceivedPolicyUpdate
(policyFile)

Validate and apply
updated policies.

SDL.OnStatusUpdate (UP_TO_DATE) ———=>1




Example Request

{
"id" : 176,
"jsonrpc" :
"method" :

"params" :
{
"service" : 7
}
}

Example Response

{
"id" : 176,
"jsonrpc" :
"result" :
{
"urls" :
[
{
"url" :
"applD" : 65782
}

I
“code" : O,
"method" :
}
}




Example Error

{
"id": 176,
"jsonrpc" :
"error" :

{

"code" : 11,
"message" :

"data" :

{

"method" :

GetUserFriendlyMessage

Type

Function

Sender

HMI

Purpose

Get user friendly messages from Policy Table



REQUEST

MUST

* Request message text to notify user via Ul or/and TTS message
about some event is happening. Message text may also be
requested for some specific dialogs on HMI which require user’s
answers.

* Notify user according to HMI flow via Ul pop-ups or/and TTS
messages, the text for them obtained in GetUserFriendlyMessage
response in correspondence to messageCodes requested.



NOTE

PoliciesManager must follow to the next steps:

1. In case HMI respond about supported <language 1> via
Ul.GetLanguage response to SDL

and HMI sends SDL.GetUserFriendlyMessage request <language 2
> parameter to SDL and both <language 1> and <language_ 2
> does NOT exist at "consumer_friendly_messages" section at
LocalPT:

- retrieve message of en-us sub-section of

"consumer _friendly_message" of LocalPT;

- provide this message via SDL.GetUserFriendlyMessage response
to HMI.

2. In case HMI respond about supported <language 1> via
Ul.GetLanguage response to SDL and HMI sends
SDL.GetUserFriendlyMessage request <language_2> parameter
to SDL and requested <language 2> does NOT exist at
"consumer_friendly_messages" section at LocalPT

and <language 1> exists at "consumer friendly_messages"
section at LocalPT:

- retrieve message of <language 1> from
“consumer_friendly_message" of LocalPT;

- provide this message via SDL.GetUserFriendlyMessage _response
to HMI.

3. In case HMI sends SDL.GetUserFriendlyMessage request with <l
anguage_1> parameter and this <language 1> exists at
"consumer _friendly_message" section of LocalPT:

- retrieve message related to requested <language 1> from
“consumer friendly_message" section of LocalPT;

- provide this message via GetUserFriendlyMessage response to
HMI.



PARAMETERS

array: true

) minsize: 1
messageCodes String true )
maxsize: 100

maxlength: 500

Common.Languag
language false
e

MessageCodes

Message codes specify appropriate user messages which notify the user about
some events/conditions on HMI. Messages and message codes are coming from
Policy Table and must be used on HMI in different information pop-ups
according to HMI use-cases scenarios.


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

AppPermissions

AppPermissionsHelp

AppPermissionsRevoked

AppUnauthorized

AppUnsupported

DataConsent

DataConsentHelp

DisableApps

DrivingCharacteristics

appName is requesting the use of the
following vehicle information and
permissions functionalGrouplLabels.
Grant requested permission(s)
appName is requesting the following
vehicle information and permissions: fu
nctionalGroupLabels. You can
change these permissions and hear
detailed descriptions in the mobile apps
settings menu. Please press 'yes' to
grant permissions or 'no' to deny.

App authorizations have changed. appN
ame can no longer access functional
GroupLabels. Please, make sure you
have the most recent app version
installed on your mobile device.

This version of appName is not
authorized and will not work with
Applink. Please update to the latest
version of appName.

Your version of appName is not
supported by SYNC.

Would you like to enable Mobile Apps on
SYNC? See your Owner Guide for more
information.

Updates are about the size of an email,
and the occurrence of updates depends
on your vehicle usage and when a new
app is found on your device. See your
Owner Guide for more information.
Disabling automatic updates will also
disable sync mobile apps. You will not be
able to use any mobile apps with SYNC.
Please press yes to confirm or no to
cancel.

An app can access the following driving
characteristics: Fuel Consumption,
MyKey, Seat Belt Status.



An app can access vehicle GPS and
Location
speed.

o An app can send notifications when
Notifications
running in the background.

SettingDisableUpdates Disable Updates

SettingEnableUpdates Enable Apps

Select Update now to receive app
authorization information for your SYNC-
enabled mobile apps. This may enable

SettingUpdateAuto additional functionality depending on the
app and your settings. If your phone has
a working data connection, an update

should complete in less than 1 minute.

StatusNeeded Update Needed
StatusPending Updating...
StatusUpToDate Up-To-Date

An app can access the following vehicle

information: Fuel Level, Fuel Economy,
Vehiclelnfo Engine RPMs, Odometer, VIN, External

Temperature, Gear Position, Tire

Pressure.

NOTE

“MessageText” column specifies the messages just for an
information purposes. The MessageText received from SDL may
differ from listed in the table.



RESPONSE

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
array: true
Common.UserFrie o
messages false minsize: 1

ndlyMessage .
maxsize: 100

Sequence Diagrams

SEQUENCE DIAGRAM

GetUserFriendlyMessage for device consent

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#userfriendlymessage
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#userfriendlymessage

[ st | [ HWsSDL |  [HMLBasicCommunication]

T
I
1

applD_1 app is registered and is
presentin the ‘List of registered
apps’ on HMI.

The User chooses to activate applD_1 Ij

app (manually or by voice).

SDL.ActivateApp {appID_1}

Check whether the
device that applD_1
is registered from is

consented or not.

The device is NOT
consented.

———————— SDL ActivateApp {code:0, isSDLAllowed: false, device, params}-—————->|

Do NOT activate the
applD_1 app.

T

—— SDL.GetUserFriendlyMessage {messageCodes: "DataConsent’, params}————

Take the information
from "DataConsent”
section of PT

Display the popup with "dataConsent”
message providing the User with the
possibility to accept or decline the
prompt (e.g., YesTNo')).

The User declines the prompt (e.g.,
says '‘No’).

Store the information
aboutthe named device
is NOT consented into

1}
)
)
1}
)
1
]
i
PT. !
BasicCommunication.ActivateApp {appID_1, level: NONE} T »
E
1}
H Do NOT activate the
[ appID_1 app.
1}
)
[ BasicCommunication.ActivateApp {code:0}———————— I .

applD_1appis
visible in the 'list of
registered apps’ on
Hll




Example Request

"id": 176,
“jsonrpc" :
"method" :
"params" :

{

"messageCodes":
"language" :

}

Example Response

{

"id" : 176,

“jsonrpc" :

"result" :

{

"messages": {

"messageCode":
"ttsString":

linel: "Grant Requested",
line2: "Permission(s)?"
s
"code" : 0,
"method" :
}
}




Example Error

{
"id" : 176,
“jsonrpc" :
"error" :
{
"code" :22,
"message" :

"data" :

{
"SDL.GetUserFriendlyMessage"

OnAllowSDLFunctionality

Type

Notification

Sender

HMI

Purpose

Inform about allowing SDL functionality



Notification

Notifies about user/HMI allowing SDL functionality or disallowing access to all
mobile apps on the specified device.

MUST

Send OnAllowSDLFuntionality notification to SDL as a result of
user’s choice about device data consent via pop-up dialog or user’s
settings change in Settings Menu (if applicable)



NOTE

1.

2.

SDL ignores all invalid notifications which come from HMI (invalid
JSON, invalid data types/bounds etc).

In case SDL PoliciesManager receives
SDL.OnAllowSDLFunctionality with allowed=false and without
device param from HMI, PoliciesManager must record all of
currently registered devices as NOT consented in Local PT.

. In case PoliciesManager receives SDL.OnAllowSDLFunctionality

with allowed=true and without device param from HMI,
PoliciesManager must:

record all of currently registered devices as consented in Local
PT;

. send BC.ActivateApp(params, level: "default_hmi”-value-from-

assigned-policies) to HMI (even if this “default_ hmi” value is
NONE or BACKGROUND).

notify mobile application via OnHMIStatus(params, level:
"default_hmi”-value-from-assigned-policies).

. In case PoliciesManager receives SDL.OnAllowSDLFunctionality

with allowed=false and with device param, PoliciesManager must
record the named device (device param) as NOT consented in
Local PT ("user_consent_records" -> device sub-section) and
send BC.ActivateApp request with level param of the value from
‘default_hmi' key of 'pre-DataConsent'section of Local PT to HMI.

. In case PoliciesManager receives SDL.OnAllowSDLFunctionality

with allowed=true and with device param from HMI,
PoliciesManager must record the named device (device param)
as consented in Local PT ("device_data" section \ subsection
"user_consent_records" -> "device" sub-section).

. PoliciesManager must store the User's consent for device (data

consent) records in "device" subsection of
"user_consent_records" subsection of <device_identifier>
section of "device _data" section in Local PT on getting
OnAllowSDLFunctionality from HMI.



PARAMETERS

Common.Deviceln

device
fo
allowed Boolean
Common.Consent
source

Source

Sequence Diagrams

Preconditions:
- Device is connected to the HU.

- App_1 is running on this device and is registered with SDL.
- App_1 presents in the list of registered apps on HMI.

SEQUENCE DIAGRAM

The User consents the device.

View Diagram

false

true

true

If no device is
specified
permission
counts for SDL
functionality in
general.

Must be true if

allowed


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#consentsource
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#consentsource

The User

app_1in

chooses
the list of

registered apps.

e SDL Activate App JapplD

SDL ActivateApp {isSDLAllowed: false, device}-——————->

HMI does NOT
activate app_1

\¢—— SDL.GetUserFriendlyMessage {messageCodes: DataConsent}

—————————— SDL.GetUserFriendlyM ge {m —— -

request
consent

HMI displays the
message and

s User's
t: Yes/No

—A—B

The User chooses
Yes

4= SDL.OnAllowSDLFunctionality {allowed: true, device, source}

PoliciesManager

1) writes the consent to the Local
PT(device_data’ section -=
=device> subsection)

2) assigns =applD= or (if the first
one does not existin Local PT)
“default” policies to app_1

= OnPermissionChange {permissionltem}

SEQUENCE DIAGRAM

BasicCommunication.ActivateApp {
level: <"default_hmi~ value of <applD= or "default” section=, ——————p

HMI activates the app

| defined by
param.

params}
OnHMIStatus { to the level
re=—— HMMILevel: <"default_hmi"value of <applD= or “default” section=, “level”
params}}
NS = o e e e BasicCommunication. ActivateApp = = == = == = — e

The User does NOT consent the device.

View

Diagram



44— SDL ActivateApp {appID}

————————— SDL ActivateApp {isSDLAllowed: false, device}=——=———— -

\«—— SDL.GetUserFriendlyMessage {messageCodes: DataConsent}

The User chooses
app_1inthe list of
registered apps.

HMI does NOT
activate app_1

Friendlyh

SDL.GetU:

PoliciesManager
1) Stores User's response in Local
PT.

2) assignes app_1 with policies from
pre_DataConsent section.

OnPermi hange {permissi 1}

OnHMIStatus {

params}

re=———HMlILevel: <"default_hmi" from “pre_DataConsent" section=,

BasicCommunication.ActivateApp {

params}

+—— SDL.OnAllowSDLFunctionality {allowed: false, device, source}

level: <"default_hmi" from “pre_DataConsent” section=, —————!

S el BasicCommunication. ActivateApp ————

HMI displays the &

message and
requests User's
consent: Yes/No

—A—B

The User chooses
No

app_1 stays in “level”
HMILevel (usually

NONE or
BACKGROUND)




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :
{

"devicelnfo":

{

"name" : “Mary s Phone”,
"id": 8

}

“allowed” : true,
“source” :"GUI”
}
}

OnAppPermissionChanged

Type

Notification

Sender

SDL

Purpose



Inform HMI that permissions have changed for a specified application.

Notification from SDL to HMI occurs when application permissions were
changed. If no permission specified means that application was dissallowed and
has to be unregistered.

MUST

1. Request the list of permissions per app for which the consent is
required (via GetListOfPermissions) when HMI gets the 'user-
consent-required' notification per app from SDL
(SDL.OnAppPermissionChanged{applD,
appPermissionsConsentNeeded: true}).

2. Request Policies Manager for the appropriate user-friendly
message from Local PT (SDL.GetUserFriendlyMessage) to
commuticate about permissions changed when HMI gets the list
of permissions that require User's consent.

It is app’s responsibility to inform the user to change the app’s
settings if user consent is needed for proper app operation.

Any permissions that require user consent are not enabled until a
user accepts them. If permissions do not require user consent, they
can be applied immediately.

SDL Note:

1. SDL sends the list of RequestTypes allowed by Policies via
OnAppPermissionChanged API. In case HMI will use any of requestTypes
disallowed by PolicyTable, SDL will ignore such notifications.

2. SDL PoliciesManager must send OnAppPermissionChanged (appRevoked:
true, applD)and BC.ActivateApp (NONE) to HMI, in case the <applD>
application is currently registered and in any HMILevel and in result of PTU
<appID> gets "null" policies.

3. If app permissions were reduced after PTU, SDL sends
OnAppPermissionChanged (isAppPermissionsRevoked: true) when app is



in FULL or LIMITTED. SDL doesn't notify HMI about revoked permissions
twice.

- In case the Local PT is successfully updated AND there are new application
permissions that require User's consent, Policies Manager must:

4.1. notify HMI about 'user-consent-required' via
SDL.OnAppPermissionChanged{applD, appPermissionsConsentNeeded:
true} per each application in FULL/LIMITED that lacks the User's
permissions right after Policies Manager detects the user-unconsented
permissions in Local PT.

4.2. notify HMI about 'user-consent-required'
SDL.OnAppPermissionChanged{appID, appPermissionsConsentNeeded:
true} after the related app is activated on HMI (in case the related app is
now in BACKGROUND /NONE HMILevel).

- In case the Local PT is successfully updated AND there are new
permissions that require User's consent, Policies Manager must:

5.1. notify HMI about 'user-consent-required' via
SDL.OnAppPermissionChanged{appID, appPermissionsConsentNeeded:
true} per each application that lacks the User's permissions.



5.2. provide the list of permissions that require User's consent upon
request from HMI via GetListOfPermissions(applID).

Notification
PARAMETERS
applD Integer true
isAppPermission
Boolean false
sRevoked
array: true
appRevokedPer Common.Permissi
false minsize: 1
missions onltem
maxsize: 100
appRevoked Boolean false
appPermissions
Boolean false
ConsentNeeded
appUnauthorize
Boolean false
d
o Common.AppPrior
priority ) false
ity
array: true
Common.Request o
requestType false minsize: 0
Type
maxsize: 100
array: true
_ minsize: 0
requestSubType String false

maxsize: 100

maxlength: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#permissionitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#permissionitem
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apppriority
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apppriority
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#requesttype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#requesttype

Sequence Diagrams

Preconditions to the sequence:

a) SDL and HMI are started;

b) Device is connected to the System (SDL/HU) and is consented by the User;
c) Four apps are registered with SDL and HMI (‘name_HMILevel'): app_FULL,
app_LIMITED, app_BACKGROUND, app_NONE.

SEQUENCE DIAGRAM

OnAppPermissionChanged with consent required

View Diagram



Perform PTU with new
permissions that require User's
consent for each of registered
apps.

OnPermissionChanged (to app_FULL)

OnPermissionChanged (to app_LIMITED)

OnPermissionChanged (to app_BACKGROUND)

OnPermissionChanged (to app_NONE)

SDL.OnAppPermissionChanged{applD_app_FULL,
appPermissionsConsentNeeded: true}

SDL.OnAppPermissionChanged{applD_app_LIMITED,
appPermissionsConsentNeeded: true}

SDL.GetListOfPermissions{applD_app_FULL}

SDL.GetListOfPermissions{applD_app_L/MITED}

SDL.GetListOfF issions_| unctions }
SDL.GetListOfF issions_| unctions }
SDL.GetUserFri pp

SDL.GetUserFriendlyMessage{messages}

Display the user-friendly
message and request to confirm
permissions for app_FULL.

The User allows the displayed
permissions

SDL.OnAppPermissionConsent{applD_app_FULL, params}

OnPermissionChanged (to app_FULL)

Display the user-friendly
message and requestto confirm
permissions for app_LIMITED.

n
The User allows the displayed
permissions

SDL.OnAppPermissionConsent{applD_app_LIMITED, params}

OnPermissionChanged (to app_LIMITED)

The User activates
app_BACKGROUND

SDL ActivateApp{app|D_app_BACKGROUND}

OnHMIStatus{FULL} (to

SDL Acti pp{i issi :true}
apP_BACKGROUNDY
OnHMIStatus{BACKGROUND] (to

app_FULLY

The app_BACKGROUND
becomes active on HII

SDL.GetListOfPermissions{applD_app_BACKGROUND}

SDL.GetListOfPermissions{appID_app_BACKGROUND}

SDL.GetListOff issions_| unctions }
SDL.GetListOff issions_| unctions }
SDL.GetUserFrit pp

SDL.GetUserFriendlyMessage{messages}

Display the user-friendly
message and request to confirm
permissions for
app BACKGRQUND.

i
——
The User allows the displayed
permissions

SDL.OnAppPermissionConsent{applD_app_BACKGROUND, params}

OnPermissionChanged (to app_BACKGROUND (that now gotto
FULL




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

IlapplDl

}
}

OnAppPermissionConsent

Notification

Type

Notification

Sender

HMI

Purpose

Inform about the User permission changes for some functionality for
the named application.



Initiated by HMI for specifying the allowance for the application to perform
some functionality.The notification informs Policy Manager about some changes
in application permissions, that effect application behavior on HMI.

MUST

1) send OnAppPermissionConsent when User answers to prompt
about app's permisstions consent.

2) send OnAppPermissionConsent when User enters settings
menu and allows/disallows app's permissions.

3) use the pair of values id<->name in Permissionltem structure
which were obtained via GetListOfPermissions response

4) send OnAppPermissionConsent when User changes ExternalCo
nsentStatus .

SDL information:

PoliciesManager applies the changes to all applications in case OnAppPermissi
onConsent is received without <appID> parameter.

PoliciesManager applies the changes received via OnAppPermissionConsent
according to its internal rules (update appropriate application permissions
sections in the policies database etc).

NOTE

a) SDL ignores all invalid notifications which come from HMI (invalid
JSON, invalid data types/bounds etc).

b) ExternalConsentStatus either user dissalows or user_allows
applications functional groupings depending on predefined settings
in policy table.

c) SDL uses OnAppPermissionConsent value (ON/OFF) received
from HMI through ignition cycles until this value is changed by
corresponding notification from HMI.



PARAMETERS

applD

consentedFuncti

ons

ExternalConsent
Status

source

Integer

Common.Permissi

onltem

Common.External

ConsentStatus

Common.Consent

Source

Sequence Diagrams

SEQUENCE DIAGRAM

OnAppPermissionConsent

View Diagram

false

false

false

true

array: true
minsize: 1
maxsize: 100
array: true
minsize: 1

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/permissionitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/permissionitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/externalconsentstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/externalconsentstatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/consentsource
https://d83tozu1c8tt6.cloudfront.net/../common/enums/consentsource

[ foi ] [&e2 ][ Aw3s [ Awe ]

i
Perform PTU with new
permissions that require User's
consent for each of registered
apps

Or hanged (to app_FULL]

e O i hanged (to app_LIMITED]
<<— OnPermissionthanged (to app_BACKGROUND)

r<— OnPermissionChanged (to app_NONE) ——i

SDL.OnAppF hanged (appID_app_FULL,
appPermissionsConsentNeeded: true) =

SDL.OnAppPermissionChanged (appID_app_LIMITED,
appPermissionsConsentNeeded: true}

—_—

SDL GetListOfP i (appID_app_FULL)

4—— SDL GetListOfPermissions (applD_app_LIMITED)

————————— SDL.GetListOf (al unctions)

—————————— SDL.GetListOf (al )

SDL.GetU: i (App!

SDL.Getl

AN
Display the user-friendly message
and request to confirm
permissions for app_FULL.

e,
The User allows the displayed
permissions

SDL.OnAppl onsent (applD_app_FULL, params)

OnPermi hanged (to app_FULL)

Display the user-friendly messageb
and request to confirm
permissions for app_LIMITED.

————

The User allows the displayed
permissions

SDL.OnApp ID_app_LIMITED, params}

o hanged (to app_LIMITIED:!

The User activates
app_BACKGROUND

SDL \pp{appID_app_BACKGROUND}
4€——— OnHMIStatus FULL} (to app_BACKGROUND)

&<— OnHMIStatus (BAGKGROUND} (to app_FULL)

The app_BACKGROUND
becomes active on HMI

SDL.GetListO D_app_FULL}
(app_being_in_BACKGROUND)

SDL.GetListOfPermissions{applD_app_BACKGROUND}
(app_being_in_FULL)
. SDL GetListOfP It }
SDL.GetUserf op!
SDL.Getl

Display the user-friendly messag
and request to confirm
permissions for
app_BACKGROUND.
T

The User allows the displayed
permissions

f<—— SDL.OnAppPermissionConsent {applD_app_BACKGROUND, params} ———

O i hanged (to app_{BACKGROUND (being }n FULL)

SEQUENCE DIAGRAM



OnAppPermissionConsent (id<->name dependency)

View Diagram

application with appID is
registered, app's HMI level is
FULL

Right after successfull PTU.

SDL.OnAppP D, appP true}

HMI requests
the

permissions
for the

SDL.GetListOfPermissions{appID}

SDL.GetListO! i i }

Permissionitem{

id, HMI gets the response
allowed with permissionitems
} array for the application
Each ID is generated on
SDL

SDL.GetUserFr y pp

SDL.GetUserFriendlyMessage{messages}

Display the user-friendly
message and request to confirm
permissions for appID

opt oood--- name,
[The User allows the di! per i

id,
SDL.OnAppl isSi issi source} allowed
}

Policy Manager updates the PolicyTable
data according to its rules

Each id<-> name pair of the I\
Permissionitem element
corresponds to received via
GetListOFPermissions_resp
onse (e.g.1D=123 is used for

name=DataConsent for the
both
OnAppPermissionConsent
and GetListOFPermissions_r
esponse )




JSON EXAMPLE NOTIFICATION

“jsonrpc" : "2.0",
"method" : "SDL.OnAppPermissionConsent",
"params" :

{
"applD":13759,

"consentedFunctions":[
{"allowed":false,
"id":4734356,
“name":"DrivingCharacteristics"
H,

"'source":"GUI"

}}

OnDeviceStateChanged

Type

Notification

Sender

HMI

Purpose

Inform about BLUETOOTH device state changed



SDL PoliciesManager needs this notification for updating the data in policies

database. Information about unpaired device will cause SDL PoliciesManager to

remove all data related to it from the database.

MUST

Notify SDL when the state of bluetooth paired device has been

changed.

NOTE

SDL ignores all invalid notifications which come from HMI (invalid

JSON, invalid data types/bounds etc).

Unpairing of the device is NOT a trigger for new PTU sequence.

PARAMETERS

i Common.DeviceS
deviceState
tate

devicelnternalld String

) Common.Deviceln
deviceld
fo

true

true

false

minlength: 0
maxlength: 500


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#devicestate
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#devicestate
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" : "2.0",
"method" : "SDL.OnDeviceStateChanged",
“params" :

{
"devicelnternalld":"0017CAF56A51",
"deviceState":"UNPAIRED" }

OnPolicyUpdate

Type

Notification

Sender

HMI

Purpose

Notifies SDL to supply a new "PolicyUpdate" request with more recent
snapshot data



MUST

* Send OnPolicyUpdate to SDL if it is required to get Policy Table
Update (by any specific HMI workflow reason).

* Continue operating according to Policies workflow in case SDL
started Policy Update process as a result of BC.OnPolicyUpdate

NOTE

HMI should send SDL.OnPolicyUpdate in case the new PT Snapshot
is required from PoliciesManager.

Currently this notification is not used in any HMI workflows, but in
case of necessity, HMI may use OnPolicyUpdate for getting the
newest Snapshot (for example, during retry sequence or by user
request).

NOTE

* SDL ignores all invalid notifications which come from HMI (invalid
JSON, invalid data types/bounds etc).

* In case SDL receives SDL.OnPolicyUpdate notification from HMI,
SDL PoliciesManager must start the procedure of Policy Table
Update (that is, create PT Snapshot, send it to HMI for
encryption, and etc. what is defined by related requirements).

PARAMETERS

This RPC has no additional parameter requirements.



Sequence Diagrams

SEQUENCE DIAGRAM

Policy Table Update flow

View Diagram

JSON EXAMPLE NOTIFICATION

{

"jsonrpc" : "2.0",

"method" : "SDL.OnPolicyUpdate"
}

OnReceivedPolicyUpdate

Type

Notification

Sender



HMI

Purpose

Trigger SDL to merge the Updated Policy Table to the Local Policy Table

Notification

MUST

* Send SDL.OnReceivedPolicyUpdate notification to SDL after HMI
finalized processing the updated Policy Table delivered via
BC.SystemRequest (for example, after decrypting it in case and
by the scheme required by Policies Server).

* Decrypt the PTU file received via SystemRequest.

* Notify SDL on successful decryption and provide the path to
decrypted PTU file.



NOTE

1. SDL.OnReceivedPolicyUpdate dependencies:

2. SDL expects SDL.OnReceivedPolicyUpdate only in case it's built
with "-DEXTENDED_POLICY: PROPRIETARY" flag or without this
flag and -DEXTENDED_POLICY: EXTERNAL PROPRIETARY flag.
Otherwise SDL handles the entire PTU flow by itself.

3. sDL will not use Updated PT until notified by HMI.

4. After getting OnReceivedPolicyUpdate (policyFile) from HMI, SDL
must stop timeout started by OnSystemRequest and validate the
Policy Table Update (policyFile) of optional, required, or omitted:

° validation must reject Policy Table updates if it include fields
with a status of ‘omitted.’

° validation must reject Policy Table update if it does not include
fields with a status of ‘required’.

5. In case section with required status "optional/omitted" is omitted
in Updated PT, and field of this section is marked as required, the
validation of the mentioned field is not "required" (i.e. policy
table must be considered as valid).

PARAMETERS

minlength: 1
policyFile String true
maxlength: 255

Sequence Diagrams

SEQUENCE DIAGRAM



SDL.OnReceivedPolicyUpdate in EXTERNAL_PROPRIETARY flow

View Diagram

SEQUENCE DIAGRAM

SDL.OnReceivedPolicyUpdate in "Proprietary" Policy Table Update Flow

View Diagram



HU SW

Encrypt Snapshot
ifnecessary

Binary header:

"HTTPRequest™ {

“headers”: {

“ContentType™ "application/json”,
“"ConnectTimeout" <int value from policy
table:timeout_after_x_seconds=,
"DoQutput™ true,

“Dolnput true,

“"UseCaches™ false,

“"RequestMethod™ "POST",
"ReadTimeout™ <int value from policy
table:timeout_after_x_seconds>,
“InstanceFollowRedirects™: false,
“charset”: "utf-8",

"Content_Length™: <value of the length of the "body" string>

h

“body™ "{"data™['this is either the syncp packet or raw policy table
BgcYTArvdz62FO7yHgOTXE3EPOEOWsbFeDqzYY="]}"

}

}

i
1. SDL is built with "-DEXTENDED_POLICY: PROPRIETARY" flag (or
withiut fiag)
2. Trigger for PolicyTableUpdate - one of:
a. App that is not listed in policies registers
b. PTU retry sequence did not succeed in the previous ignition cycle and
its now the new ignition cycle.
¢. Current date is "24 hours prior to module’s certificate expiration date”
| BC.OnStatusUpdate (UPDATE_NEEDED) ————=>!
Req#1
a. Create Snapshot of policies
database
b. Store it to the folder defined by
SystemFilesPath param of .ini file
BC.PolicyUpdate
(=path to Snapshot>, <timeout for update response>, —,
<set of timeouts for retry sequence=)
Emm—————— PolicyUpdate (SUCCESS) =======—~
BC.O (UPDATIN
Req#2
(¢——————— SDL.GetURLs (service: 7)
a. Get URLSs from policies database
b. choose appropriate appID for
update
——————— GetURLs (SUCCESS, urls: [appID, url]) == ===
Req.#3
< BC.O
(PROPRIETARY, fileName, applID, url)
onstruct binary header,
attach to payload
OnSystemRequest
(PROPRIETARY, url) —
+binary header & Policies Snapshot in payload
Start
“timeout_after_x_seconds”
Req#4
SystemRequest
(PROPRIETARY, fileName) ——————|
+ Policies Update in payload
Store in the folder defined by
SystemFilesPath param of .ini file
BC.Sy
(PROPRIETARY, fileName, appID) T
Req#5
(Em————- BC SystemRequest (<resultCode>) === ===
le< —~ SystemRequest (<resultCode from HMI response=) ===
Req.#6 = SDL.OnReceivedPolicyUpdate
(policyFile)
Validate and apply
updated policies.
BC.Oi (UP_TO_DATE)

Decrypt Policy file
if necessary




JSON EXAMPLE NOTIFICATION

{
"id" : 176,
"jsonrpc" :
"method" :

"params" :
{
"policyfile" :
}
}

OnSDLConsentNeeded

Type

Notification

Sender

SDL

Purpose

Send from SDL to HMI to notify that data consent is needed for device



The notification is applicable only for the case when the device is consented by
the user and the user requests Policy Table update from HMI.

MUST

1) Initiate the sequence of device data consent on getting
OnSDLConsentNeeded.

2) Upon getting OnSDLConsentNeeded, request
SDL.GetUserFriendlyMessages from SDL.

3) Display the 'device consent' dialog after getting
SDL.GetUserFriendlyMessages _response from SDL.

4) Send OnAllowSDLFunctionality (true or false) after and
depending on User's choice on HMI.

PARAMETERS

) Common.Deviceln
device true
fo

Sequence Diagrams

SEQUENCE DIAGRAM

The User does NOT consent the device

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#deviceinfo

4 SDL ActivateApp {appID}

————————— SDL ActivateApp {isSDLAllowed: false, device}~——————-=>!

\«—— SDL.GetUserFriendlyMessage {messageCodes: DataConsent}

The User chooses
app_1inthe list of
registered apps.

HMI does NOT
activate app_1

SDL.GetUserFriendlyh

PoliciesManager
1) Stores User's response in Local
PT.

2) assignes app_1 with policies from
pre_DataConsent section.

OnPermi hange {permissi 1}

OnHMIStatus {

params}

SEQUENCE DIAGRAM

The User consents the device

re=———HMlILevel: <"default_hmi" from “pre_DataConsent" section=,

BasicCommunication.ActivateApp {

params}

View Diagram

+—— SDL.OnAllowSDLFunctionality {allowed: false, device, source}

level: <"default_hmi" from “pre_DataConsent” section=, —————!

S el BasicCommunication. ActivateApp ————

HMI displays the &

message and
requests User's
consent: Yes/No

—L—B

The User chooses
No

app_1 stays in “level”
HMILevel (usually

NONE or
BACKGROUND)




The User
app_1inthe list of
registered apps.

chooses

e SDL Activate App JapplD

————————— SDL ActivateApp {isSDLAllowed: false, device}-——————->

activate

HMI does NOT

app_1

\¢—— SDL.GetUserFriendlyMessage {messageCodes: DataConsent}

—————————— SDL.GetUserFriendlyl ———— -

ge {m g

HMI displays the
message and
requests User's
consent: Yes/No

—Aﬂ

The User chooses
Yes

4= SDL.OnAllowSDLFunctionality {allowed: true, device, source}

PoliciesManager

1) writes the consent to the Local
PT(device_data’ section -=
=device> subsection)

2) assigns =applD= or (if the first
one does not existin Local PT)
“default” policies to app_1

= OnPermissionChange {permissionltem}

BasicCommunication.ActivateApp {
level: <"default_hmi~ value of <applD= or "default” section=, ——————p
params}

OnHMIStatus { to the level
re=—— HMMILevel: <"default_hmi"value of <applD= or “default” section=, “level”
params}}

HMI activates the app

| defined by
param.

S e e e e BasicCommunication.ActivateApp




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :
{

"devicelnfo" :

{

"name" : “Mary s Phone”,
"id": 8

OnStatusUpdate

Type

Notification

Sender

SDL

Purpose

Inform the HMI about the status of a Policy Table Update (PTU).



Notification

MAY

Inform the User about the status of PTU by updating the
appropriate Ul screens.

NOTE

SDL operates with the following PTU statuses:

UPDATE _NEEDED - one of the triggers for PTU occurs (see
BC.PolicyUpdate)

UPDATING - SDL starts the PTU flow by creating the Snapshot of
Local Policy Table

* UP_TO_DATE - SDL merges the Updated Policy Table to the Local
one

PARAMETERS

Common.UpdateR
status true
esult


https://d83tozu1c8tt6.cloudfront.net/../BasicCommunication/PolicyUpdate/index.md#Request
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#updateresult
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#updateresult

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"status" :

}
}

Sequence Diagrams

SEQUENCE DIAGRAM

SDL.OnStatusUpdate in "Proprietary" Policy Table Update Flow

View Diagram



SDL HU SW

1. SDL is built with "-DEXTENDED_POLICY: ON" flag

2. Trigger for PolicyTableUpdate - one of:

a. App thatis not listed in policies registers

b. PTU retry sequence did not succeed in the previous ignition cycle and
it's now the new ignition cycle.

c. Current date is "24 hours prior to module’s certificate expiration date"

——— SDL.OnStatusUpdate (UPDATE_NEEDED)———=>!

a. Create Snapshot of policies
database
b. Store it to the folder defined by
SystemFilesPath param of .ini file

BC.PolicyUpdate
— (<path to Snapshot>, <timeout for update response>, —,
<set of timeouts for retry sequence>)

SDL.Of Jpdate (UPDATING)

< ——————— PolicyUpdate (SUCCESS) —————————1 T

{¢———— SDL.GetURLs (service: 7)

a. Get URLs from policies database
b. choose appropriate appID for
update

——————— GetURLs (SUCCESS, urls: [applD, url]) =————=>>

Encrypt Snapshot
if necessary

- BC.O! q
(PROPRIETARY, fileName, applID, url)

onstruct binary header, Binary header:

attach to payload {
"HTTPRequest": {

"header:
"ContentType": "application/json",
OnSystemRequest "ConnectTimeout": <int value from policy
(PROPRIETARY, url) — table:timeout_after_x_seconds>,
+ binary header & Policies Snapshotin payload "DoOutput™ true,

"Dolnput": true,

"UseCaches" false,

"RequestMethod": "POST",

"ReadTimeout": <int value from policy
table:timeout_after_x_seconds>,
"InstanceFollowRedirects™ false,

"charset": "utf-8",

"Content-Length™: <value of the length of the "body" string>

Start
"timeout_after_x_seconds"

SystemRequest
(PROPRIETARY, fileName) ———————»
+ Policies Update in payload

"body": "{"data"["this is either the syncp packet or raw policy table
BgcYTANVdz62FO7yHgOTXE3EPOEOWsbFeDqzYY="]}"

Store in the folder defined by }
SystemFilesPath param of .ini file }

BC.SystemRequest

(PROPRIETARY, fileName, appID)

S BC.SystemRequest (<resultCode>) ———————-

<<— SystemRequest (<resultCode from HMI response>) -——

Decrypt Policy file
if necessary

- SDL.OnReceivedPolicyUpdate
(policyFile)

Validate and apply
updated policies.

SDL.OnStatusUpdate (UP_TO_DATE) ———>>1




OnSystemeError

Notification

PARAMETERS

Common.SystemE
error true
rror

JSON EXAMPLE NOTIFICATION

UpdateSDL

Notification

Type

Function


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#systemerror
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#systemerror

Sender

HMI

Purpose

Update the Policy Table request

REQUEST

The request notifies PolicyManager about Policy Table Update is requested by

User on HMI.
The below describes the behavior related to EXTERNAL _PROPRIETARY Policy

flow only.

MUST

1) Send UpdateSDL request to SDL in case the user requests Policy
Table update on HMI.

2) After UpdateSDL response follow the process of Policy Update
according to “result” received.



NOTE

According to result sent to HMI in UpdateSDL response, SDL will
follow Policy Update process:

1) UP_TO_DATE - Policy Table is now up to date, but anyway SDL
starts a new policy update cycle because of user request (e.i.
UpdateSDL).

2) UPDATING - Policy Update process is now in already progress,
anyway when currently active update process will be finished, SDL
must start PT Update from the beginning.

3) UPDATE_NEEDED - Policy Table is not up to date, update process
must be started by SDL.

PoliciesManager must initiate the PT Update sequence (that is, PT
Exchange) upon User's request delivered to SDL via
SDL.UpdateSDL() from HMI and provide a response on a request
with current PTU status to HMI.

Information: PROPRIETARY Policy flow -> SDL must change the flag
from "UPDATE_NEEDED" to "UPDATING" right after BC.PolicyUpdate
with SnapshotPT is sent to HMI.

PARAMETERS

This RPC has no additional parameter requirements.



RESPONSE

PARAMETERS
Specify result:
no update
Common.UpdateR needed, update
result true
esult was successful/

unsuccessful,

etc.

Sequence Diagrams

SEQUENCE DIAGRAM

UpdateSDL UP_TO_DATE - EXTERNAL_PROPRIETARY Policy Table Update
Flow

View Diagram

SEQUENCE DIAGRAM

UpdateSDL UPDATING - EXTERNAL_PROPRIETARY Policy Table Update
Flow


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#updateresult
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#updateresult

View Diagram

SEQUENCE DIAGRAM

UpdateSDL UPDATE_NEEDED - EXTERNAL_PROPRIETARY Policy Table
Update Flow

View Diagram

SEQUENCE DIAGRAM

UpdateSDL - PROPRIETARY Policy Table Update Flow

View Diagram



HU SW

Encrypt Snapshot
ifnecessary

Binary header:

"HTTPRequest™ {

“headers”: {

“ContentType™ "application/json”,
“"ConnectTimeout" <int value from policy
table:timeout_after_x_seconds=,
"DoQutput™ true,

“Dolnput true,

“"UseCaches™ false,

“"RequestMethod™ "POST",
"ReadTimeout™ <int value from policy
table:timeout_after_x_seconds>,
“InstanceFollowRedirects™: false,
“charset”: "utf-8",

"Content_Length™: <value of the length of the "body" string>

h

“body™ "{"data™['this is either the syncp packet or raw policy table
BgcYTArvdz62FO7yHgOTXE3EPOEOWsbFeDqzYY="]}"

}

}

i
1. SDL is built with "-DEXTENDED_POLICY: PROPRIETARY" flag (or
withiut fiag)
2. Trigger for PolicyTableUpdate - one of:
a. App that is not listed in policies registers
b. PTU retry sequence did not succeed in the previous ignition cycle and
its now the new ignition cycle.
¢. Current date is "24 hours prior to module’s certificate expiration date”
| BC.OnStatusUpdate (UPDATE_NEEDED) ————=>!
Req#1
a. Create Snapshot of policies
database
b. Store it to the folder defined by
SystemFilesPath param of .ini file
BC.PolicyUpdate
(=path to Snapshot>, <timeout for update response>, —,
<set of timeouts for retry sequence=)
Emm—————— PolicyUpdate (SUCCESS) =======—~
BC.O (UPDATIN
Req#2
(¢——————— SDL.GetURLs (service: 7)
a. Get URLSs from policies database
b. choose appropriate appID for
update
——————— GetURLs (SUCCESS, urls: [appID, url]) == ===
Req.#3
< BC.O
(PROPRIETARY, fileName, applID, url)
onstruct binary header,
attach to payload
OnSystemRequest
(PROPRIETARY, url) —
+binary header & Policies Snapshot in payload
Start
“timeout_after_x_seconds”
Req#4
SystemRequest
(PROPRIETARY, fileName) ——————|
+ Policies Update in payload
Store in the folder defined by
SystemFilesPath param of .ini file
BC.Sy
(PROPRIETARY, fileName, appID) T
Req#5
(Em————- BC SystemRequest (<resultCode>) === ===
le< —~ SystemRequest (<resultCode from HMI response=) ===
Req.#6 = SDL.OnReceivedPolicyUpdate
(policyFile)
Validate and apply
updated policies.
BC.Oi (UP_TO_DATE)

Decrypt Policy file
if necessary




Example Request

{
"id" : 543,

"jsonrpc" :
"method" :

}

Example Response

{
"id" : 543,
"jsonrpc" :
"result" :

{

“result” : “UPDATING”
"code" : 0,
"method" :
}
}




Example Error

{
"id" : 543,
"jsonrpc" :
"error" :

{
'code" : 22,

"message" :
"data" :

{

"method" :

ChangeRegistration

Type

Function

Sender

SDL

Purpose

Change the language of the TTS component.



REQUEST

PARAMETERS

NAME

ttsName

language

applD

RESPONSE

PARAMETERS

TYPE

Common.TTSChu
nk

Common.Languag

e

Integer

MANDATORY

false

true

true

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

ChangeRegistration after OnAppRegistered

View Diagram

ADDITIONAL

array: true
minsize: 1

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

(9]
o
=

HMI_TTS HMI_BasicCommunication

BasicCommunication.OnReady

TTS.IsReady

TTS.IsReady {code: 0, available: true}

TTS.GetCapabilities

TTS.GetCapabilities {code: 0, params}

TTS.GetSupportedLanguages

TTS.GetSupportedLanguages {code:0, languages}

TTS.GetLanguage

Check current HMI
TTS language.

TTS.GetLanguage {code: 0, language: EN-US}

1

|

|
BasicCommunication.OnAppRegistered {app|D, params, languageDesired: FR-CA}

T
|
N
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
>~
A

Store the applD application
related data.

TTS.ChangeRegistration {applD, language: EN-US}

T

|

|

|

|

| T
¥ |

|

|

|

|

|

|

|

1

Update the applD application
related data with new

TTS language

TTS.ChangeRegistration {code: 0}

"T""""""""T""""T"""T"""T""""'" |

Example Request

"id" : 206,
"jsonrpc" :
"method" :
"params" :

{

"language" : DE-DE,
"appID" : 65539
}




Example Response

{
"id" : 206,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 206,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




GetCapabilities

Type

Function

Sender

SDL

Purpose

Inform SDL of the TTS capabilities of the vehicle.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL



RESPONSE

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
. array: true
speechCapabiliti Common.SpeechC o
- true minsize: 1
es apabilities ]
maxsize: 5
array: true
prerecordedSpe Common.Prerecor o
o true minsize: 1
echCapabilities dedSpeech

maxsize: 5


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#speechcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#speechcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#prerecordedspeech
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#prerecordedspeech

NOTE

Description of possible SpeechCapabilities
TTS is performed by the HMI through:

1.

TEXT - Plain text format. TTSChunks with this type provide plain
text to be spoken in the text field

. SAPI_PHONEMES - Microsoft Speech APl Format. TTSChunks with

this type provide a group of phonemes with this format in the
text field

. LHPLUS_PHONEMES - LH+ Phoneme format. TTSChunks with this

type provide a group of phonemes with this format in the text
field

PRE_RECORDED - Prerecorded sounds. TTSChunks with this type
provide a value from Common.PrerecordedSpeech in the text
field

. SILENCE - Definite amount of time. TTSChunks with this type

provide amount of time HMI must keep silence.

FILE - Uploaded audio files. TTSChunks with this type provide a
filename pointing to an audio file previously uploaded through a
PutFile RPC in the text field

° These audio files can be in one of the following file types/
specifications, all must be supported in order for the HMI to
support the FILE option:

= AUDIO_WAVE

m Sample Rate: 16000 Hz
m Bit Depth: 16
B Mono Channel (1 Channel)

m AUDIO_MP3

m Sample Rate: 44100 Hz
m Bit Depth: 8 - 320
® Mono Channel (1 Channel)

m AUDIO_AAC

m Sample Rate: 44100 Hz
m Bit Depth: 8 - 320
® Mono Channel (1 Channel)


https://d83tozu1c8tt6.cloudfront.net/../common/enums/index.md#prerecordedspeech

Sequence Diagrams

SEQUENCE DIAGRAM

GetCapabilities

View Diagram

HMI_BasicCommunication

SDL HMI_TTS

T T T
L BasicCommunication.OnReady | |
& T 1
| | |
| TTS IsReady | :
; » '
| |
| Check if TTS module is |
| present on HMI and working, |
: TTS.IsReady {available: true, code:0} T :
= —— === . I
| | |
: TTS.GelCapabilities : :
I » |
| |
| Check TTS |
: capabilties :
| TTS.GetCapabilities {code:0, params} |
k--—-—-—-—————"—"—""—"—"—"—"—"—"—"—"—"—"—"—"—"—"—"————— 4 I

|

|

"id" : 13,
"jsonrpc" :
"method" :




Example Response

{
"id" : 13,
“jsonrpc" :
"result" :

{
"capabilities" : [TEXT],

"prerecordedSpeechCapabilities" : [HELP_JINGLE, INITIAL JINGLE,
LISTEN JINGLE, POSITIVE_JINGLE, NEGATIVE_JINGLE],
“code" : 0,
"method" :
}
}

Example Error

{
“id" : 28,
"jsonrpc" :
"error" :

{
"code" : 11,

"message" :
“data" :
{

"method" :




GetLanguage

Type

Function

Sender

SDL

Purpose

Get the current TTS language.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL



RESPONSE

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
Common.Languag
language true

e

Sequence Diagrams

SEQUENCE DIAGRAM

GetLanguage

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

HMI_TT HMI_BasicCommunication

|
BasicCommunication.OnReady
I

I
TTS.IsReady :
=|

Check if TTS module
is ready.

TTS.IsReady {code:0}

TTS.GetLanguage

Check the current
HMI TTS language.

TTS.GetLanguage {code:0, language}

B T e B
|
|
|
|
|

Example Request

{
"id" : 110,

"jsonrpc" :
"method" :

}

Example Response

"id": 110,
"jsonrpc" :
"result" :

{

"language" :
“code" : 0,
"method" :

}




Example Error

{
"id" : 110,
“jsonrpc" :
"error" :

{
"code" : 22,

"message" :
"data" :

{

"method" :

GetSupportedLanguages

Type

Function

Sender

SDL

Purpose

Get the supported TTS languages



REQUEST

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
array: true
Common.Languag o
languages true minsize: 1

e
maxsize: 100

Sequence Diagrams

SEQUENCE DIAGRAM

GetSupportedLanguages

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

(2}
i~

HMI_TTS HMI_BasicCommunication

BasicCommunication.OnReady

TTS.IsReady

Yy

Check if TTS module is

esent on HMI and ready to
P communicate v

TTS.IsReady {available: true, code:0}

|
TTS.GelCapabilities '

|

|

|

| l

|

| Check TTS
| capabilties
: TTS.GetCapabilities {code:0, params}
oo 1
| |

: TTS.GetSupportedLanguages :

T a

|

| Check TTS

| supported languages.
: TTS.GetSupportedLanguages {code:0, language} I
ittt 1

"id" : 19,
"jsonrpc" :
"method" :




Example Response

{
"id" : 19,
“jsonrpc" :
"result" :

{

"languages" : [AR-SA, DE-DE, EN-GB, EN-US, ES-ES, FR-FR, IT-IT],
code" : 0,
"method" :
}
}

Example Error

{
"id": 19,
"jsonrpc" :
"error" :

{
"code" : 11,

"message" :
"data" :

{

"method" :




IsReady

Type

Function

Sender

SDL

Purpose

Request ready state of TTS Module

REQUEST

NOTE

1. SDL sends TTS.IsReady request after HMI confirms its readiness
via BC.OnReady notification.

2. If HMI responds with "available":false, SDL will not further
communicate over TTS interface with HMI.

3. If HMI does not respond during SDL's default timeout, SDL will
continue to send RPCs over TTS interface to HMI.



PARAMETERS

The request does not have specific parameters.

RESPONSE

MUST

1. Check whether TTS component is available and ready.
2. Respond correspondingly to results of this check.

PARAMETERS
NAME TYPE
available Boolean

Sequence Diagrams

SEQUENCE DIAGRAM

IsReady

MANDATORY

true

ADDITIONAL



View Diagram

HMI_BasicCommunication

SDL HMI _TTS
T
L BasicCommunication.OnReady :
=~
i l
: TTS.IsReady :
: "
|
| Check if TTS module is
| present on HMI and working.
: TTS.IsReady {avallable: true, code:0}
|
H __________________________
|
|
|

Example Request

{

}

"id" : 45,
“jsonrpc" :
"method" :

Example Response

{

}

"id" : 45,

"jsonrpc" :

"result" :

{
"available" : true,
"code" : 0,
"method" :

}




Example Error

{
"id" : 45,
“jsonrpc" :
"error" :
{
"code" : 11,
"message" :

"data" :

{

"method" :

OnlLanguageChange

Type

Notification

Sender

HMI

Purpose

Inform SDL that the language for the TTS component has changed.



Notification

PARAMETERS

Common.Languag
language true
e

Sequence Diagrams

SEQUENCE DIAGRAM

OnLanguageChange

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

[42]
o
—

HMIL.TTS HMI.BasicCommunication

Current HMI TTS
language is EN-US.

The applD application
(registered with EN-US
LanguageDesired)
is active on HMI

T

The User switches the
HMI TTS language to FR-CA.

TTS.OnlLanguageChange {FR-CA}

|
BasicCommunication.OnAppUnregistered {applD}
|

- -

|
Dispaly the HMI
default screen
(e.g. HMI main menu).

Remove the data
associated with applD.

|
BasicCommunication.OnAppRegistered {params, FR-CA, appID}

Y

Store the provided data
associating it with applD.

Add the appName to
the list of registered
applications.

T

- " "F"F-"F-"-"-"-"-"%¥ ¥ "~"="”"”-”"”"”"-”" - "9 ¥ " ~" """ ” "”""¥“"¥“"¥“"¥"¥"”"¥”"” =~ |

JSON EXAMPLE NOTIFICATION

"jsonrpc" :
"method" :
"params" :

{

"language" :

}




OnResetTimeout

Type

Notification

Sender

HMI

Purpose

Inform SDL to reset the timeout if speaking is running over the default
timeout.

Notification

PARAMETERS

applD Integer true

methodName String true



Sequence Diagrams

SEQUENCE DIAGRAM

OnResetTimeout for Speak SUCCESS

View Diagram

SEQUENCE DIAGRAM

OnResetTimeout for Speak GENERIC_ERROR

View Diagram

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
“params" :

{

“applD" : 123,
"methodName" :




SetGlobalProperties

Type

Function

Sender

SDL

Purpose

Set the properties for the TTS component.

Description

SDL requests to set the values for the prompts to be spoken by TTS during the
User's interaction with the application over head unit.

REQUEST

On receiving AddCommand with CommandType = Command before a
custom helpPrompt is set by the application, SDL must send updated values
of helpPrompt via TTS.SetGlobalProperties request to HMI.



PARAMETERS

NAME TYPE MANDATORY

Common.TTSChu
helpPrompt " false
n

Common.TTSChu
timeoutPrompt ’ false
n

applD Integer true

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

SetGlobalProperties

View Diagram

ADDITIONAL

array: true
minsize: 0
maxsize: 100
array: true
minsize: 1

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk

DL HMI_TTS HMI_VR HMI_UI

applD application is

>

|

|

|

| active on HMI.
| TTS.SetGlobalProperties {params, appID} : :
:Params: A : :
|{h3|p Prompt, imeoutPrompt) Store params associating | |
| them with appID. | |
: TTS.SetGlobalProperties {code: 0} | : :
-~ m oo 1 | |
| | |
| | The User presses |
| | PTT button. |
| | |
| VR.Started | T |
~ I |
| | | Display
: | : SDL-defined
| | | VR help items.
| UL.OnSystemContext {VRSESSION} | ]
~ I | |
| | |
| | The User speaks |
| | ‘Help' (HMI-defined |
| | command) |
| TTS.Started | . |
[~ ] | |
| | |
| Speak helpPrompt | |
| stored for applD. | |
| | |
| TTS.Stopped | | |
~ | |
: : VR session is :
| | active, |
| | |
| | | |
| | N seconds to HMI-defined |
: : timeout: the User does not :
| TTS.Started | speak the command. |
[~ 1 | |
| | |
| Speak timeoutPrompt Il | |
| stored for applD. | |
| |
| TTS.Stopped | VR session is |
S 1 active. |
| | |
| | |
| | |
| | Timeout |
| | (HMI-defined). |
| | |
| | |
| | |
| | Close VR session. |
| | |
| VR.Stopped | ; |
~ | | |
: : : Display applD
| | | application-related
| | | screen.
| U1.OnSystemContext {MAIN} | T
~ | | |
| |

SEQUENCE DIAGRAM

SetGlobalProperties request with VRHelp and HelpPrompt params



View Diagram

20D SOL

pre-conditions:
1. app successfully registers and running on SDL

!
opt
1. App sends adds commands via AddCommand after registration (before sending custom SetGlobalPropertie,

—

AddCommand_1(vrHelp) ———/
ULLAddCommand_1(vrHelp) =——i

- UlLAddCommand_1(SUCCESS) = ===~
e——— AddCommand_1(SUCCESS) =====—— -1

AddCommand_2(helpPrompt) =
—VR.AddCommand_2(helpPrompt) ——

l———- VR.AddCommand_2(SUCCESS) ===

AddCommand_3(vrCommands) s,
b AddCommand_3(vrCommands) =———pl

SDL internally maintains a list of
the added vrCommands.
SDL adds to its list
only the first item in
the wwvCommands array

|—— Ul.SetGlobalProperties(updated_vrHelp) —|

TTS.SetGlobalProperties
(updated_helpPrompt)

w¢———- Ul.SetGlobalProperties(<resultCode>) ———

e

#«—- TTS SetGlobalP roperties(<resultCode>) = ———

opt |
i
2. App has ho registred AddCommands and sends SetGlobalProperties with <vrHelp> and <helpPrompt> parains

— SetGlobalProperties(vrHelp, helpPrompt) ——
b |1 SetGlObaIProperties(vrHelp) =
= TTS.SetGlobalProperties( helpPrompt) =

<~ ——- Ul.SetGlobalProperties(<resultCode>) ——-
<~ TTS.SetGlobalP roperties(<resultCode>) - ——-!

SDL deletes its intemal list
and stops
sending SetGlobalProperties
RPC to HMI
&= SetGlobalProperties(<resultCode=) ===~
AddCommand(vrHelp,helpPrompt) ——x
Ul.AddCommand(vrHelp) »
VR.AddCommand(helpPrompt) ——pi
- ULLAddCommand(SUCCESS) === ===
S VR AddCommand(SUCCESS) = === -

C———— AddCommand(SUCCESS) -=—=———




Example Request

"id" : 37,

“jsonrpc" :
"method" :
"params" :

{
"helpPrompt" :
[
{

"text" :
“type" :
}
{
"text" :
“type" :
}
{
"text" :
“type" :

1)

“timeoutPrompt" :
[
{

"text" :
Iltypell :

},
{

"text" :
“type" :
}
1
"“applID" : 65542
}




Example Response

{
"id" : 37,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 37,
"jsonrpc" :
"error" :
{
"code" : 2,
"message" :

"data" :

{

"method" :




Speak

Type

Function

Sender

SDL

Purpose

Prompt TTS to speak the requested text to the user.

REQUEST

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
array: true
Common.TTSChu
ttsChunks ” true minsize: 1
n
maxsize: 100
applD Integer true
Common.Method
speakType false

Name

playTone Boolean false


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#methodname
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#methodname

RESPONSE

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

Sequence Diagrams

SEQUENCE DIAGRAM

Speak

View Diagram



HMILUI HMLTTS

I
applD_1 application :
is active on HMI and |

|

|
|
|

is streaming audio

TTS.Speak{ttsChunks} '

S

Attenuate or
make the audio
not audible

TTS.Started |

TTS.Stopped

|
|
| Speak the provided
: text.
|
I
|
TTS.Speak {code: 0} :

Make the audio
audible again.

Example Request

{
"id" : 144,
“jsonrpc" :
"method" :
"params" :

{
"ttsChunks" :

[
{

"text" :
Iltypell :




Example Response

{
"id" : 144,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 144,
"jsonrpc" :
"error" :
{
"code" : 5,
"message" :

"data" :

{

"method" :




Started

Type

Notification

Sender

HMI

Purpose

Inform SDL that TTS has started.

Notification

Sequence Diagrams

SEQUENCE DIAGRAM

Started upon TTS.Speak request from SDL

View Diagram



HMLUI HMILTTS

applD_1 application
is active on HMI and
is streaming audio.

TTS.Speak{ttsChunks} I

N . A ——

Attenuate or
make the audio
not audible.
TTS.Started |
|
|
| Speak the provided
: text.
TTS.Stopped | T
I 1
| |
TTS.Speak {code: 0} : :
________________________________________________ 1
|
Make the audio |
audible again. |
|
|
|

SEQUENCE DIAGRAM

Started during Performinteraction

View Diagram



2]

L HMI_TTS HMI_UI

T

applD application is

|
|
| VR .Performinteraction {params}
L

b AN

active on HMI
| Params: : .
| {initialPrompt, Store params associating |
| timeoutPrompt, them with applD of the |
| timeout) application currently active |
| on HML. |
| T |
| Ul.Performinteraction {UI_ONLY, params} |
! Il »l
| : !
I Start counting down Display requested
| the timeout value Performinteraction
| items,
| TTS.Started
I | |
L UI.OnSystemContext {HMI_OBSCURED}! !
b } |
| * |
| |
| Speak initialPrompt. |
| |
| |
K TTS.Stopped : I
: VR.Performinteraction {code: 0} : :
T e e 1
| | The user does not
| | make a choice.
|
: Timeout. :
| TTS.Started |
I ] |
| L |
| |
| Speak timeoutPrompt. |
| |
| T |
K TTS.Stopped : i
| | |
| Forget '
: VR Performintercation :
| related data |
| | |
| |
| | The User makes
| | a choice.
| |
| | 1
: : Close the dialog
| | of Performinteraction.
| Ul.Performinteraction {code: 0, choicelD},
_———————— 4--———— |
L UI1.OnSystemContext {MAIN} :
(S }
| |
| |

Example Request

{

“jsonrpc" :

"method" :

}




Example Response

{
"id" : 37,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 37,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




Stopped

Type

Notification

Sender

HMI

Purpose

Inform SDL that TTS has stopped.

Notification

Sequence Diagrams

SEQUENCE DIAGRAM

Stopped after StopSpeaking from SDL

View Diagram



SDL HMI_TTS
i TTS.Speak {params} |
| »l
|
: Activate TTS module.
|
| TTS.Started T
K |
|
| Start speaking the
: requested text,
| TTS.StopSpeaking .
»l
i :
: Stop speaking the text
| requested via TTS.Speak.
| TTS.StopSpeaking {code: 0} .
k—————— e 4
| |
| |
| TTS.Speak {code: 5} |
:e —————————————————————————————————————— 4
|
L TTS.Stopped
I
|

{

}

"jsonrpc" :
"method" :




Example Response

{
"id" : 37,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 37,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




StopSpeaking

Type

Function

Sender

SDL

Purpose

Interrupt the current spoken session.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL



RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

StopSpeaking

View Diagram



SDL HMI_TTS
i TTS.Speak {params} |
| »l
|
: Activate TTS module.
|
| TTS.Started T
K |
|
| Start speaking the
: requested text,
| TTS.StopSpeaking .
»l
i :
: Stop speaking the text
| requested via TTS.Speak.
| TTS.StopSpeaking {code: 0} .
k—————— e 4
| |
| |
| TTS.Speak {code: 5} |
:e —————————————————————————————————————— 4
|
L TTS.Stopped
I
|

"id" : 148,
“jsonrpc" :
"method" :




Example Response

{
"id" : 148,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 148,
"jsonrpc" :
"error" :
{
"code" : 11,
"message" :

"data" :

{

"method" :




AddCommand

Type

Function

Sender

SDL

Purpose

Add a command to the specified application's menu or sub menu

Ul.LAddCommand represents a request from an application to add a command
to the application's menu or sub-menu. This RPC can be sent to the HMI for an
application that is registered and in any state (FULL, BACKGROUND, etc.)

MUST

1. The commands sent for the application via AddCommand must
be accessible from a Menu

2. The user must be able to enter the Menu while the related
application is in the FULL state

3. Store the data provided in this RPC with the requesting
application's applD

4. Add the command to the application's menu at the position
specified in the menuParams



NOTE

* |f SDL sends the HMI a Ul.AddCommand and a VR.AddCommand,
and receives a SUCCESS from one and a failure from the other,
SDL will send a Ul.DeleteCommand for the AddCommand which

succeeded.

* If the menuParams contains a parentlD the command is part of a
sub menu. SDL adds SubMenu Commands to the top level Menu
via UlLAddSubMenu

REQUEST

PARAMETERS

NAME

cmdID

menuParams

cmdlcon

applD

TYPE

Integer

Common.MenuPar

ams

Common.Image

Integer

MANDATORY

true

false

false

true

ADDITIONAL

minvalue: 0
maxvalue:
2000000000


https://d83tozu1c8tt6.cloudfront.net/addsubmenu
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#menuparams
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#menuparams
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

AddCommand Command Chosen By User

View Diagram



ULLAddCommand {applD_1, cmdID_1, position: 0, menuName: "Test"}

applD_1 application

is active on HMIL

'Options’ menu is displayed
and accessible for entering
by the User,

Ul.AddCommand {code:0}

UI.OnSystemContext {MENU}

I

Store AddCommand data
correlating it with applD_1.

Add the Test' command
to applD_1 'Options' menu.

The User enters
'‘Options' menu of applD_1
application.

UL.OnCommand {cmdID_1, applD_1}

1
|
1

The User chooses
Test' command,

U1.OnSystemContext {MAIN}

The User returns to
applD_1 application
persistent screen,

SEQUENCE DIAGRAM

AddCommand App Inactive

View Diagram

1
|



Ul.LAddCommand {applD_2, cmdID_1, position: 0, relenuName: "Test™}

applD_1 application
is active on HMI.

AN

L

applD_2 application
Is in background
(not active on HMI).

AN

ULAddCommand {code:0}

N

Store AddCommand data
correlating it with applD_2,

The User goes to
HMI application menu.

&N

BasicCommunication.OnAppDeactivated {applD_1}

BasicCommunication.OnAppActivated {applD_2}

BasicCommunication.ActivateApp {appID_2}

BasicCommunication.ActivateApp {code:0}

UI.OnSystemContext {MAIN}

The User chooses
applD_2 application.

Check the data stored
for applD_2.

Display applD_2 related

screen, including 'Option' menu

with ‘Test' command included

UI.OnSystemContext {MENU}

i
1

The User enters
‘Options’ menu.

____—___7\—___—7\___7r\—____—____—"___7\____—7\__—7\____—7|\___—_"__——___—____—' |,8

SEQUENCE DIAGRAM

AddCommand with sub menu

'Test' command is

accessible for User's choice.




View Diagram

0
=
T
=
=

applD_1 application

is active on HMI,

'‘Options' menu is displayed
and accessible for entering
by the User.

Ul.AddSubMenu {appID_1, menulD_1, menuName: "Example™}

) U

Store AddSubMenu data
correlating it with applD_1.

Add the 'Example’ sub menu
to applD_1 'Options' menu,

Ul.AddSubMenu {code:0} T

The User enters
‘Options' menu of applD_1
application,

U1.OnSystemContext {MENU} '

The User enters
‘Example' sub menu.

on Ul and it is empty.

UlLAddCommand {appID_1, ecmdID_1, parentlD_1, menuName: "Test"}

p

Store AddCommand data
correlating it with applD_1.

"Test" command appears in
the "Example” sub menu
currently open on Ul

|
|
|
|
|
S
|
|
|
|
|
|
| 'Example’ sub menu is open
|
|
|
|
I
|
|
|
|
|
|
|
|
|
|
|

Ul.LAddCommand {code:0} |

SEQUENCE DIAGRAM

AddCommand positions



View Diagram

HMILUI
I

applD_1 application

is active on HMI.

‘Options’ menu s displayed
and accessible for entering
by the User.

ULAddCommand {applID_1, emdID_1, position: 0, menuName: "Test_1"} :

ULAddCommand {code:0}

ULAddCommand {applID_1, emdID_2, position: 1, menuName: "Test_2"} |

A

Store AddCommand data
correlating it with applD_1.

Add the cmdID_1 command
o "Options' menu.
Entering 'Options" the User would see:

| Oplions: |

g

UL AddCommand {code:0}

Store AddCommand data
correlating it with applD_1.

Add the cmdID_2 command
to 'Options’ menu.
Entering ‘Options” the User would see:

| Options: |

I
| Test_1
| Test 2

ULLAddCommand {applD_1, cmdID_3, position: 0, menuName: "Test_3"} |

ULAddCommand {code:0}

Store AddCommand data
correlating it with applD_1.

Add the cmdID_3 command
to 'Options’ menu.
Entering ‘Options” the User would see:

Options: |

|

I

| Test_1
I

| Test 2
|

|
|
Test 3 |
|
J




SEQUENCE DIAGRAM

AddCommand Rejected Limit Reached

View Diagram

Ul.AddCommand {params}

applD_1 application

is active on HML.

'Options' menu is displayed
and accessible for entering
by the User.

T
1

'Options' is limited with N items by HMI
and contains N items already.

]

SEQUENCE DIAGRAM

A request for adding (N+1) item to ‘Options’,

Ul.LAddCommand {code:4}

AddCommand Ul Succeeds, VR Fails

View Diagram

I G

Check whether the limit of N items
for 'Options’ is exhausted.

]




app SDL

AddCommand (Ul + VR, cmdID:123) ———»|

M= ———— AddCommand(GENERIC_ERROR) —————

SEQUENCE DIAGRAM

WS = o e e e o UL AddCommand(SUCCESS) = == = = =

M= —————————— VR AddCommand(GENERIC_ERROR) « = = = o e o s o e e
Ul.DeleteCommand (cmdID:123) ———

A= ——— Ul.DeleteCommand(SUCCESS)

Ul AddCommand (cmdID:123) |

VR AddCommand (cmdID:123) —————————————

AddCommand Ul Succeeds, VR Unresponsive

View Diagram

app SDL

AddCommand (Ul + VR, cmdID:123) ————]

S Ul.AddCommand(SUCCESS) —————~—

No
VR.AddCommand_re
sponse by timeout

Ul.AddCommand (cmdID:123) ———]

VR.AddCommand (cdeD:1é3)—>

G e e AddCommand(GENERIC_ERROR) ————~—

S ———— Ul.DeleteCommand(SUCCESS)

Ul.DeleteCommand (cmdID:123) =




SEQUENCE DIAGRAM

AddCommand Ul Fails, VR Succeeds

View Diagram

[ am ] s> ] Caww ] [ HOR

AddCommand (Ul + VR, cmdID:123) =9/
Ul.AddCommand (cmdID:123) ]
VR.AddCommand (cmdID:123) ————————————————%

= e e e UlLAddCommand(REJECTED) = == = ==

S = o o o e e e e e e e e VRAJACOMMANA(SUCCESS) == = = = = == e -
i
VR.DeleteCommand (cmdID: 123 )~y

e VRADeleteCommand(SUCCéSS) ———————————— -
1

I ——————— AddCommand(REJECTED) == === ===

SEQUENCE DIAGRAM

AddCommand Ul No Response, VR Succeeds

View Diagram



AddCommand (Ul + VR, cmdID:123) ———»,

UlLAddCommand (cmdID:123)————|
i

VR.AddCommand (cmdlD:fZB)—b
]

S VR AddCommand(SUCCESS) ————————————— -

No
UlLAddCommand_res
ponse by timeout

VR.DeleteCommand (cmdID:123) ———————————9!

i
i<— ————————————— VR DeleteCommand(SUCCESS) —————=—=————=——=
|

Example Request

{
"id" : 215,
"jsonrpc" :
"method" :
"params" :
{
"cmdID" : 2318,
"menuParams" :
{
"parentiD" : 6,
"position" : 0,
"menuName" :
g
"cmdlcon" :
{
"value" :
"imageType" : DYNAMIC
}
"applD" : 65409

}




Example Response

{
"id" : 215,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 215,
"jsonrpc" :
"error" :
{
"code" : 13,
"message" :

"data" :

{

"method" :




AddSubMenu

Type

Function

Sender

SDL

Purpose

Add a sub menu to the specified application's menu

Ul.AddSubMenu represents a request from an application to add a sub-menu to
the application's menu. This RPC can be sent to the HMI for an application that
is registered and in any state (FULL, BACKGROUND, etc.)

MUST

1. The sub menu sent for the application via AddCommand must be
accessible from a Menu

2. If the user selects a sub menu item from the application's menu,
the HMI must display all commands added via Ul.AddCommand
which share a menuParams.parentID with the menu's menulD

3. Store the data provided in this RPC with the requesting
application's appID

4. Persist the stored data for the duration of the ignition cycle

5. Add the command to the application's menu at the position
specified in the menuParams

6. Display images on sub menus if provided by the application.

7. Provide a WARNINGS information to the application that the
SubMenu was added but no image was displayed.


https://d83tozu1c8tt6.cloudfront.net/addcommand

8. Scale the image to ensure it fits properly in the space allocated
for the display of the image. If the image does not fit properly
even after scaling, the HMI shall not display any image on the
submenu.

NOTE

* SDL will never request a sub menu be added to another sub
menu

* HMI does not display any image in case the application does not
provide an image for display on the sub menu.

* HMI does not display any image in case the image referenced by
the application for display on the submenu is invalid or is not
available.

* To remove an icon already sent, the app would have to delete
the submenu and add it again without the icon.Otherwise, if the
submenu is not deleted, another request with the same submenu
id will be rejected.



REQUEST

PARAMETERS

NAME

menulD

menuParams

menulcon

applD

RESPONSE

PARAMETERS

TYPE

Integer

Common.MenuPar

ams

Common.Image

Integer

MANDATORY

true

true

false

true

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

Add Sub Menu for Active App

ADDITIONAL

minvalue: 1
maxvalue:
2000000000


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#menuparams
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#menuparams
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image

View Diagram

T
|
1

appID1 is active layout
on HMI
In-app menu "Options™ is
accessible and
displayed to user

User opens "Options” menu of appID1 —=>

OnSystemContext("MENU")

Ul.AddSubMenu(appID1, menulD, menuName:"Example”)

B
>

Store "SubMenu” data
on HMI
Display "Example”
submenu in in-app
menu list

SUCCESS:UlL.AddSubMenu
R i

"Example”
submenu is
displayed in the
"Options™list

SEQUENCE DIAGRAM

Add Sub Menu for Inactive App

View Diagram



| User I | SDL | | HMI |

applD1isin
BACKGROUND on HMI
(not active layout)

Ul.AddSubMenu(applD1, menulD, menuName:"Example”)

|
P
Store "SubMenu” data
on HMI
SUCCESS:ULAddSubMenu
S
User opens application list and activates applD1

b
ool

applD1 layoutis
shown on HMI

User opens in-application "Options™ menu of applD1

OnSystemContext("MENU")

"Example” -

submenu is
displayed in the
"Options”list
among othe
items of in-app
menu

SEQUENCE DIAGRAM

Add Sub Menu with positions

View Diagram



HMI.UI
T

applD_1 application

is active on HMI.

‘Options' menu Is displayed
and accessible for entering

Ul.AddSubMenu{code:0}

by the User.
ULLAddSubMenu {applD_1, menulD_1, position: 1, menuName: "Example_1"} :
3
Store AddSubMenu data

correlating it with applD_1.

T

Add the manulD_1 sub menu
to 'Options' menu.
Entering 'Options" the User would see:

| Options: |

UlLLAddSubMenu {applD_1, menulD_2, position: 1, menuName: "Example_2"}

Ul.AddSubMenu{code:0}

Store AddSubMenu data
correlating it with applD_1.

Add the manulD_2 sub menu
to 'Options’ menu.
Entering 'Options" the User would see:

Options: |

Example_1 >
Example 2 >

Ul.LAddCommand {applD_1, cmdID_1, position: 0, menuName: "Test"}

ULAddCommand {code:0}

SEQUENCE DIAGRAM

Add Sub Menu Rejected Limit Reached

Store AddCommand data
correlating it with applD_1.

Add the cmdID_1 command
to 'Options’ menu.
Entering 'Options" the User would see:

Options: |

Test
Example_1 >
Example 2 >




View Diagram

Ul.AddSubMenu {params}

applD_1 application

is active on HMI

'‘Options' menu is displayed
and accessible for entering
by the User.

I
!

'Options' is limited with N items by HMI|
and contains N items already

A request for adding (N+1) item to ‘Options’,

Ul.AddSubMenu {code:4}

Example Request

{
"id" : 112,
"jsonrpc" :
"method" :
"params" :
{
"menulD" : 345,
"menuParams" :

{

"position" : 2,
"menuName" :

}I
"appID" : 65464
}

T
|
|
|

AN

Check whether the limit of N items
for 'Options' is exhausted.




Example Response

{
"id": 112,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id": 112,
"jsonrpc" :
"error" :
{
"code" : 14,
"message" :

"data" :

{

"method" :




Alert

Type

Function

Sender

SDL

Purpose

Display an alert message on the HMI

SDL sends the Ul.Alert RPC when some information needs to be displayed to
the user on a display. The Alert has a softButtons array of buttons which the
user can use to take action on the alert.

MUST

1. If the alert includes a soft button of type STEAL FOCUS and the
user presses the button, the HMI must bring the app associated
with the Alert into full screen mode.

2. The HMI must send Ul.OnSystemContext with type ALERT for the
application which is in FULL mode.

3. Respond to the Alert earlier than SDL's default timeout of 10
seconds - applicable only to alerts without softButtons.

4. Display the alert dialog with the text information in the
alertFields array and optional softButtons and optional
displaylndicator indicating a timeout for the alert

5. Send Buttons.OnButtonPress and/or Buttons.OnButtonEvent
notifications if soft buttons associated with the alert are pressed
by the user


https://d83tozu1c8tt6.cloudfront.net/onsystemcontext
https://d83tozu1c8tt6.cloudfront.net/../buttons/onbuttonpress
https://d83tozu1c8tt6.cloudfront.net/../buttons/onbuttonevent

6. Dismiss the alert after the duration has passed since receipt of
the request

MAY

The HMI may provide the user with a system defined "close" button
providing the user with the possibility to dismiss the alert. In this
case the HMI must still respond to the alert request

NOTE

An alert may be sent to the HMI for an application which is not
currently active. If the alert contains softButtons then the
duration will be setto 0



REQUEST

PARAMETERS

NAME

alertStrings

duration

softButtons

progressindicato

r

alertType

applD

RESPONSE

PARAMETERS

NAME

tryAgainTime

TYPE

Common.TextField

Struct

Integer

Common.SoftButt

on

Boolean

Common.AlertTyp

®

Integer

TYPE

Integer

MANDATORY

true

true

false

false

true

true

MANDATORY

false

ADDITIONAL

array: true
minsize: 0
maxsize: 3
minvalue: 3000
maxvalue:
10000

array: true
minsize: 0

maxsize: 4

ADDITIONAL

minvalue: 0
maxvalue:
2000000000


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#alerttype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#alerttype

Sequence Diagrams

SEQUENCE DIAGRAM

Alert closed by DEFAULT _ACTION

View Diagram

app_ID1
application
layout is active

Ul Alert(params, alertType: BOTH)

TTS.Speak(TTSChunks, appiD, ALERT)
i

Display the ale
dialog with
requested

params

OnSystemContext(ALERT)
<_____ -
SUCCESS:TTS.Speak

Speak the
requested text

1
Finish D
speaking

User Presses Alert softButton with DEFAULT_ACTION system context

Close the Alertl
dialog
1

SUCCESS: Ul Alert

app_ID1 layout
is displayed

(S = OnSystemContext(MAIN, app_ID1) ======—====—-

SEQUENCE DIAGRAM

Alert closed by STEAL_FOCUS

T
]
-+
1
]
]
1]
1]
1l
1l
]
1l
1]
]
]
1l
1l
]
1l
1l
1]
]
]
]
i
]
1]
1l
1l
1l
1]
]
]
]
]
i
i
1l
]
]
]

params:

aleriText,
softButton{DEFAULT_A
CTION, buttonID}



View Diagram

User ] | SDL ]

Ul Alert(params, alertType: BOTH, app_ID2)

app_ID1

application layoutis
active

app_ID2isin

TTS.Speak(TTSChunks, appID, ALERT)
1

Display the alert
dialog from
BACKGROUND
with requested
params
OnSystemContext(ALERT, app_ID2)
OnSystemContext(OBSCURED)
SUCCESS:TTS.Speak

params:

aleriText,
softButton{STEAL_FOC
US, buttonID}

App_ID2is AN
allowed to call

Alert from
BACKGROUND

Speak the
requested text

1
Finish
speaking

User Presses Alert softButton with STEAL_FOCUS system context

SUCCESS:UlLAlert

Close the Alert dialog
Switchs the app_ID2 into
Focus (HMI FULL mode

OnSystemContext(MAIN, app_ID1)

OnSystemContext(MAIN, app_ID2)

SEQUENCE DIAGRAM

Alert Aborted by VR Session

app_ID2 layoutis
displayed (FULL
mode)
app_ID1isin
BACKGROUND

View Diagram

N
app1 and app2
are the both
NON_MEDIA




[ s ] [EMiBasicCommunication] | HMLUI | | HMLVR

app_ID1
application

layoutis active
Ul Alert(params, aleriType: Ul)

Display the alert)
dialog with
requested
params
OnSystemContext(ALERT, app_ID1)
<— _____________________________________
VR is activated
(€.0. by user)
VR Started
<_ ______________________________________________________
OnSystemContext(VRSESSION)
<— —————————————————————————————————————
C|OS€_ the Alert
ABORTED:Ul Alert l:d'aDg
<_ ______________________________________

SEQUENCE DIAGRAM

Alert Rejected

View Diagram



UL Alert(params, alertType: Ul)

Higher priority
eventis now on
Ul(eg.
Emergency
Phone call)

REJECTED:Ul Alert
S S S

I
I
I
I
I
B
I
I
I
I
|
I
I

SEQUENCE DIAGRAM

Alert BOTH Ul Closed before TTS finishes Speaking

View Diagram



| [ HlLBasicCommunication |

params:
alertText,

softButton{DEFAULT_ACTION,

buttoniD}

Ul Alert(params, alertType: BOTH)

| HMLTTS

app_ID1
application
layoutis active

»
»

Display the alert dialog wimlﬁ

requested params
7

1
TTS.Speak(TTSChunks, appID, ALERT)

OnSystemContext(ALERT, app_ID1)
<_ ___________________

User Presses Alert softButton with DEFAULT_ACTION system context

Speaking the
requested text

SUCCESS:UlLAlert

Close the Alert
dialog while

TTS is still

Em——————————————

OnSystemContext(MAIN, app_ID1)

S e ,
TTS.StopSpeaking
Finish
speaking
SUCCESS:TTS. StopSpeaking
<_ ________________________________________________________
ABORTED:TTS.Speak
S S e S —




Exa

{

mple Request

"id" : 92,

“jsonrpc" :
"method" :
"params" :

{

}

"alertStrings" :
[
{

"fieldName" : alertTextl,
"fieldText" :

},
{

"fieldName" : alertText2,
"fieldText" :
}
1
“"duration" : 5000,
"softButtons" :
{
"type" : TEXT,
"text" : ,
"softButtonID" : 697,
"systemAction" : DEFAULT _ACTION

i
"alertType":
“applD" : 65539




Example Response

{
"id" : 92,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 92,
"jsonrpc" :
"error" :
{
"code" : 4,
"message" :

"data" :

{
“tryAgainTime" : 10000,
"method" :




ChangeRegistration

Type

Function

Sender

SDL

Purpose



Change the display language for the specified application on the HMI

REQUEST
PARAMETERS
NAME TYPE
appName String

ngnMediaScreen

String
AppName
Common.Languag
language
e
Common.AppHMIT
appHMIType
ype
applD Integer
PARAMETERS

MANDATORY

false

false

true

false

true

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

ADDITIONAL

maxlength: 100

maxlength: 100

array: true
minsize: 1

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apphmitype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#apphmitype

ChangeRegistration

View Diagram

| SDL | | HI l

application

requests to

change the
language for the
app on Ul of HMI

— Ul.ChangeRegistration("IT-IT") ——

HMI concerns th
app's Ul language
is "ltalian”.
Change Ul
settings for the
app
= SUCCESS:ChangeRegistration()=-=—1

Example Request

"id": 117,
“jsonrpc" :
"method" :
"params" :

{
"Language" :
"applD" : 65146
}




Example Response

{
"id": 117,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id": 117,
"jsonrpc" :
"error" :
{
"code" : 11,
"message" :

"data" :

{

"method" :




ClosePopUp

Type

Function

Sender

SDL

Purpose

Close the currently displayed popup Ul element

REQUEST

PARAMETERS

methodName String false

Sequence Diagrams

SEQUENCE DIAGRAM



ClosePopUp for Ul.Performinteraction

View Diagram

User Oblect EMLUI [ HMLVR | [ HMLBC |

1
1
!
VR .Performinteraction(params, appID ) ———e—p
1
1

VR session
started

Speaks one of the commands realated to Performinteractio

j«<—— SUCCESS:VR Perfominteraction(choice

VR session
stopped

ClosePopUp()————=>

ul
Performinteract
ion layout is
closed

OnSystemContext(MAIN)

Example Request

{
“id" : 79,

"jsonrpc" :
"method" :

}




Example Response

{
"id" : 79,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 79,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




DeleteCommand

Type

Function

Sender

SDL

Purpose

Delete a command from the specified application's menu or submenu

Ul.DeleteCommand represents a request to remove a previously added
command (added via UL AddCommand) from the application's menu


https://d83tozu1c8tt6.cloudfront.net/addcommand

MUST

The application's menu must no longer display the command whose
cmdID matches the RPC's cmdID when the user accesses the
applications menu

REQUEST
PARAMETERS
minvalue: 0
cmdID Integer true maxvalue:
2000000000
applD Integer true
RESPONSE
PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

Delete Command with Menu Open



View Diagram

ULAddCommand {applD_1, cmdID_1, menuName: "Tesl"}

applD_1 application
is active on HMI,
'Options' menu is open on UL

Ul.AddCommand {code:0}

Ul.DeleteCommand {appl!D_1, cmdID_1}

W —

Store AddCommand data
for applD_1 application.

Display Test command
in 'Options' menu
currently open.

Ul.DeleteCommand {code:0}

SEQUENCE DIAGRAM

Delete Command Application Inactive

View Diagram

Update data
for applD_1 application.

|

Delete 'Test' command
from 'Options’ menu.

AN




n

BC.OnSystemContext(MAIN, app1)

User opens application command list(e.g. Options menu) —=»

BC.OnSystemContext(MENU, app1)

Application with id app2 is
active on HMI
Application with id app1 is
in BACKGROUND HMI
level (notin focus on HMI)

feee—— Ul.DeleteCommand(cmd1, app1) ————»}

<= === SUCCESS:UlL.DeleteCommand = ———+

< BC.OnAppDeactivate(app2, GENERAL)~-

app1 command
menu contains "Test"
command with cmd1

Remove cmdID
from app1
command list

User switches
to application
list

[app2 main layout was previously
active on the screen]
System Context is not changed for

User activates app 1 ————————n

app1is active
on the screen

Command list
is opened,
cmd1 "Test" is
not in the list




Example Request

{

"id" : 70,
"jsonrpc" :
"method" :
"params" :

{

"cmdID" : 2318,
"appID" : 65409
}
}

Example Response

{

"id" : 70,
"jsonrpc" :
"result" :

{

“code" : 0,
"method" :
}
}




Example Error

{
"id" : 70,
“jsonrpc" :
"error" :
{
"code" : 13,
"message" :

"data" :

{

"Ul. DeleteCommand"

DeleteSubMenu

Type

Function

Sender

SDL

Purpose

Delete a sub menu from the specified application's menu



Ul.DeleteSubMenu represents a request to remove a previously added sub
menu (added via Ul.AddSubMenu) from the application's menu.

MUST

The application's menu must no longer display the sub menu whose
menulD matches the RPC's menulD when the user accesses the

applications menu

REQUEST
PARAMETERS
NAME TYPE
menulD Integer
appID Integer

RESPONSE

PARAMETERS

MANDATORY

true

true

This RPC has no additional parameter requirements

ADDITIONAL

minvalue: 1
maxvalue:
2000000000


https://d83tozu1c8tt6.cloudfront.net/addsubmenu

Sequence Diagrams

SEQUENCE DIAGRAM

Delete Sub Menu Containing Commands

View Diagram



[ user |

[ s |

appID1isin
BACKGROUND on HMI
(not active layout)

UL AddSubMenu(appID1, menulD, menuName:"Example”)

Store "SubMenu” data
on HMI

SUCCESS:ULAddSubMenu

< - —— -

Send a command to
be added to just
created subMenu

(parentiD=menulD)

1
1
i
UlL.AddCommand(appID1, cmdID, parentiD, menuName:"Command1)

Store command in
"Example” submenu

SUCCESS:UlL.AddCommand
<___ - - [

User opens application list and activates appID1

~
—

appID1 layoutis
shown on HMI

User opens in-application "Options™ menu of appID1

M ON SystemContext("MENU") ==

"Example”
submenu is
displayed in the
“Options™list
among othe
items of in-app
menu

User exits "Example” submenu

In-application
menu is opened
on the screen

Ul.Delete SubMenu(applD1, menulD) 1
|

Clean's up
submenu data

SUCCESS:ULDelete SubMenu

€ m e |

After getting SUCCESS "Example” submenu is
response on DeleteSubMenu, NOT PRESENT in the

send requests for commands "Options™list among othe
to be removed items of in-app menu

Ul.DeleteCommand(appiD1, ¢mdiD,)

|
»

Cleans up stored
command data

SUCCESS:Ul.DeleteCommand
T - e e

———— ]



SEQUENCE DIAGRAM

Delete Sub Menu that is on screen

View Diagram

Example Request

"id" : 70,

“jsonrpc" :
"method" :
"params" :

{
"menulD" : 345,

"appID" : 65464
}
}

Example Response

{
"id" : 70,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :
}
}




Example Error

{
"id" : 70,
“jsonrpc" :
"error" :
{
"code" : 8,
"message" :

"data" :
{
"Ul. DeleteSubMenu '

EndAudioPassThru

Type

Function

Sender

SDL

Purpose

Stop audio capturing and sending PCM data to SDL



REQUEST

PARAMETERS

NAME TYPE MANDATORY

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

EndAudioPassThru stops audio capturing

View Diagram

ADDITIONAL



Ul.PerformAudioPassThru {params, applD_2}

HML.UI

applD application
Is active on HMI.

UI.OnSystemContext {HMI_OBSCURED}

LY

Display the popup or full
screen overlay with
requested text and
HMi-defined ‘Done','Retry’,
‘Close’' soft buttons.

Altenuate the audio stream
or make it not audible.

Start audio capturing
from the microphone.

Ul.EndAudioPassThru

Ul.EndAudioPassThru {code: 0}

UL.OnSystemContext {MAIN}

LY L

Close the
AudioPassThru dialog.

Stop audio capturing.

SEQUENCE DIAGRAM

EndAudioPassThru audio capturing already ended

View Diagram

Display applD application
related screen.




Ul.PerformAudioPassThru {params, applD_2}

HMILUI

applD application
Is active on HMI.

U1.OnSystemContext {HMI_OBSCURED}

|
ol
L)
1

Display the popup or full
screan overlay with
requested text and
HMI-defined ‘Done’,'Retry’,
‘Close’ soft buttons.

Altenuate the audio stream
or make it not audible.

Start audio capturing
from the microphone.

Timeout (the value of
maxDuration is reached).
|
Close the
AudioPassThru dialog.
Stop audio capturing.
Ul.PerformAudioPassThru {code: 0} T
___________________________________ .'
|
Ul.EndAudioPassThru :
i
|
UL.OnSystemContext {MAIN} !
i
Ul.EndAudioPassThru {code: 4} :
___________________________________ .'
1

Display applD application
related screen.




Example Request

{
“id" : 79,

“jsonrpc" :
"method" :

}

Example Response

{
"id" : 79,
"jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}




Example Error

{
"id" : 79,
“jsonrpc" :
"error" :
{
"code" : 4,
"message" :

"data" :

{

"method" :

GetCapabilities

Type

Function

Sender

SDL

Purpose

Inform SDL of the Ul capabilities of the vehicle.



REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

RESPONSE

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

displayCapabiliti

Common.DisplayC

o true
es apabilities
audioPassThruC Common.AudioPa .
rue
apabilities ssThruCapabilities
hmiZoneCapabil Common.HmiZon
true
ities eCapabilities
array: true
softButtonCapa Common.SoftButt
false minsize: 1
bilities onCapabilities
maxsize: 100
Common.HMICap
hmiCapabilities false
abilities
systemCapabiliti Common.System
false

es}

Capabilities


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#displaycapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#displaycapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#audiopassthrucapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#audiopassthrucapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#hmizonecapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#hmizonecapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbuttoncapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbuttoncapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hmicapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hmicapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#systemcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#systemcapabilities

Sequence Diagrams

SEQUENCE DIAGRAM

Get Capabilities

View Diagram

SDL HMI.BasicCommunication HMILUI

BasicCommunication.OnReady

| | |

| | |

| | |
L | |

| | |

| | |

| Ul.IsReady | |

| | |

| | |

| | Check the presence
| : and availability
| f Ul module.

| Ul.IsReady {available, code: 0} | or T mocule
PSS e — -

| | |

| | |

| UlL.GetCapabilities | |

| | |

| |

: : Check the Ul
| | capabilities.
| Ul.GetCapabilities {params, code: 0} |

e e e -

|

|

|

"id" : 18,
"jsonrpc" :
"method" :




Example Response



{
"id" : 18,
"jsonrpc" :
"result" :

{
"displayCapabilities" :
{

"displayType" :
"textFields" : [

’

’

"mediaClockFormats" : [
"graphicSupported" : true,
"imageCapabilities": [

¥

{
"navigation" : true,
“phoneCall" : true,
"videostreaming" : true

miCapabilities" :

}

{
"navigationCapability":
{
"sendLocationEnabled": true,
"getWayPointsEnabled": true

ystemCapabilities":

}

{

"dialINumberEnabled": true
}

{

"preferredResolution": {
"resolutionWidth": 800,
"resolutionHeight": 350

I

"maxBitrate": 10000,

"supportedFormats": [{

"protocol": ,
"codec":
H,
"hapticSpatialDataSupported": true

}

honeCapability":

ideoStreamingCapability":

}

oftButtonCapabilities" :




[
{

"'shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true,
"imageSupported" : true

}
1
"hmiZoneCapabilities" :
"audioPassThruCapabilities" :
{

"samplingRate" :

"bitsPerSample" :

"audioType" :

g
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 18,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :
{

"method" :




GetLanguage

Type

Function

Sender

SDL

Purpose

Inform SDL of the current HMI display language

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL



RESPONSE

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
Common.Languag
language true

e

### Sequence

Diagrams

SEQUENCE DIAGRAM

GetLanguage

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

SDL HMI_UI HMI_BasicCommunication

|
|
BasicCommunication.OnReady

| |
| |
| |
l': ]
| | |
| | |
| Ul.IsReady | |
} » |
| | |
| | |
: Check if display is :
| present on HMI and working |
| |
| UlLIsReady {code:0} | |
e - - - - 4 |
| | |
| | |
| UL GetLanguage | |
} » |
| | |
| |
| Check the current |
: HMI display language. :
| T |
| Ul.GelLanguage {code:0, language} | |
e e e e 4 I
| |
| |

{

"id" : 167,
"jsonrpc" :
"method" :

}

Example Response

"id" : 167,
“jsonrpc" :
"result" :

{

"language" :
"code" : 0,
"method" :

}




Example Error

{
"id" : 167,
“jsonrpc" :
"error" :

{
"code" : 11,

"message" :
"data" :

{

"method" :

GetSupportedLanguages

Type

Function

Sender

SDL

Purpose

Get the supported Ul languages



REQUEST

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
array: true
Common.Languag o
languages true minsize: 1

e
maxsize: 100

Sequence Diagrams

SEQUENCE DIAGRAM

Get Supported Languages

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

SDL | | Hm

Example Request

{

}

“id" : 99,

"jsonrpc" :
"method" :

= BC.OnReady

SuUC

UlIsReady ————p)

Ul interface is AN
ready to

communicate
with SDL

= —~-SUCESS:UlIsReady(available:true) = —-

Ul.GetSupportedLanguages ——————p;

Return the listo
languages
supported on
HMI Ul

|
CESS:Ul.GetSupportedLanguages(['DE-DE", "EN-US")

,,‘:_ _________________________




Example Response

{
"id" : 99,
“jsonrpc" :
"result" :

{

"languages" : [
1,
"code" : O,
"method" :
}
}

Example Error

{
"id" : 99,
“jsonrpc" :
"error" :

{

"code" : 9,

"message" :
"data" :

{

"method" :




IsReady

Type

Function

Sender

SDL

Purpose

Request ready state of Ul Module

REQUEST

NOTE

1. SDL sends Ul.IsReady request after HMI confirms its readiness
via BC.OnReady notification.

2. If HMI responds with "available":false, SDL will not further
communicate over Ul interface with HMI.

3. If HMI does not respond during SDL's default timeout, SDL will
continue to send RPCs over Ul interface to HMI.



PARAMETERS

The request does not have specific parameters.

RESPONSE

MUST

1. Check whether Ul component is available and ready.
2. Respond correspondingly to results of this check.

PARAMETERS

available Boolean true

Sequence Diagrams

SEQUENCE DIAGRAM

Ul Component Ready



View Diagram

SDL HMI.BasicCommunication HMLUI

BasicCommunication.OnReady

| | |
| | |

| | |
K | |

| | |

| | |

| Ul.IsReady | |

L } )

| | |

' ' Check the presence
' ' and availability
: : of Ul module

| | |

| Ul.IsReady {available, code: 0} | |
- ———— h—_—_—_——_——————— -

|

|

|

Example Request

{
“id" : 8,

"jsonrpc" :
"method" :

}

Example Response

{
"id" : 8,
"jsonrpc" :
"result" :

{

"available" : false,
"code" : 0,
"method" :
}
}




Example Error

{
"id" : 8,
“jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :
{

"method" :

OnCommand

Type

Notification

Sender

HMI

Purpose

Inform SDL that a command has been chosen by the User from the ULI.



A notification to inform SDL about a command being selected which had
previously been added via Ul.AddCommand

MUST

The HMI must send the Ul.OnCommand notification to SDL when
the user selects a command from the application's menu or sub

menu.
Notification
PARAMETERS
minvalue: 0
cmdID Integer true maxvalue:
2000000000
applD Integer true

### Sequence

Diagrams

SEQUENCE DIAGRAM

OnCommand

View Diagram


https://d83tozu1c8tt6.cloudfront.net/addcommand

(2]
-
=

HMLUI

applD application is active on HMI,
in-application HMI-defined menu name
(e.g. 'Options') is displayed.

Ul.AddCommand {params, cmdID_1, applD}

Ul.AddCommand {params, cmdID_2, applD}

UlLAddCommand {params, cmdID_3, app|D}

UlLAddCommand {code: 0}

UI.OnSystemContext {MENU}

Y _ _ e _¥_ _

Store the cmdID_1, cmdID_2 and
cmdID_3 data associating it
with applD.

The User enters 'Options’ menu
of applD application on HMI.

Display the list of SDL-defined
commands:

Name_1 (cmdID_1)

Name_2 (cmdID_2)

Name_3 (cmdID_3)

U1.OnCommand {cmdID_2, appID}

The User chooses B
the Name_2 command.

_-—JF---lf_-----—il(-—7]‘—-)I(—-_-"-_"_—"---—-' |



JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"cmdID
“appID
}
}

OnDriverDistraction

Type

Notification

Sender

HMI

Purpose

Inform SDL about changes to the Driver Distraction state.



Notification

PARAMETERS

Common.DriverDi
state . true
stractionState

Sequence Diagrams

SEQUENCE DIAGRAM

OnDriverDistraction

View Diagram

< 0OnDriverDistraction(*DD_ON")

Driver distraction
rules are applied
on HML. Driver
distraction mode is

ON



https://d83tozu1c8tt6.cloudfront.net/../common/enums/#driverdistractionstate
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#driverdistractionstate

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"state" :

}
}

OnKeyboardlnput

Type

Notification

Sender

HMI

Purpose



Inform SDL that a keyboard event has occurred.

Notification
PARAMETERS
Common.Keyboar
event true
dEvent
data String false

Sequence Diagrams

SEQUENCE DIAGRAM

OnKeyboardIinput SINGLE_KEYPRESS mode

View Diagram

minlength: O
maxlength: 500


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#keyboardevent
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#keyboardevent

[42]
=4

HMI.Buttons HMILUI

The applD application
is active on HMI

N

»

Store SetGlobalProperties

|

|

|

|
Ul.SetGlobalProperties {params, SINGLE_KEYPRESS, {appID}

|

|

|

| data assodiating it with applD.

|

Ul.SetGlobalProperties {code: 0}

Ul.Performinteraction {params, KEYBOARD, appID}

Check with SetGlobalProperties
data stored for applD application.

Display the keyboard
with requested params
onscreen.

UI.OnSystemContext {HMI_OBSCURED}

The User presses
'p' key.

UL.OnResetTimeout {applD, "PerformInteraction”}

UlL.OnKeyboardinput {"p", KEYPRESS}

The User presses
'a’' key.

UL.OnResetTimeout {applD, "Performinteraction”}

UlL.OnKeyboardinput {"a", KEYPRESS}

'
J
|
|
|

The User presses
T key

UL.OnResetTimeoul {applD, "Performinteraction”}

|
UI.OnKeyboardinput {"r", KEYPRESS}) |
1

The User presses
'K' key.

UL.OnResetTimeoul {applD, "Performinteraction”}

Ul.OnKeyboardInput {"k", KEYPRESS}

r
J
J
1

The User submits the enfry
by 'Search' button press,

Buttons.OnButtonEvent {SEARCH, BUTTONDOWN}

Buttons.OnButtonEvent {SEARCH, BUTTONUP}

t
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Buttons.OnButtonPress {SEARCH, SHORT} :

UI.OnKeyboardinput {"park”, ENTRY_SUBMITTED}

|

: Close the dialog with
| keyboard,

|

——u——/Ir————ﬂr—4r—4r—Ar-—-4r—Ar-——-Ar—Ar-——-—Ar—Ar———-Ar—Ar———-—Ar—-——-———- -—/r-—_——_—_-_ |

-——r—r



SEQUENCE DIAGRAM

OnKeyboardInput QUEUE_KEYPRESSES mode

View Diagram



2]
=

HMI.Buttons HMLUI

The applD application
is active on HMI,

Ul.SetGlobalProperties {params, QUEUE_KEYPRESSES| applD}

>

Store SetGlobalProperties

|

|

|

|

|

| N
|

|

| data asscciating it with applD.
|

Ul.SetGlobalProperties {code: 0}

Ul.Performinteraction {params, ICONS_WITH_SEARCH.:appID} |

Display the Performinteraction
dialag with requested text,
choices as icons and a search bar.

UI.OnSystemContext {HMI_OBSCURED} |

Il

The User presses
on the search bar.

Ul.OnReselTimeout {applD, "Performinteraction”} !

data stored for applD application.

Display the keyboard
in accordance with
SelGlobalproperties
presets.

The User presses

f
|

|

|

|

|

|

|

|

|

|

|

|

: Check with SetGlobalProperties
|

|

|

|

|

|

|

|

|

|

| ‘P key.

Ul.OnReselTimeout {applD, "Performlnleractlon"}: ]

|
| The User presses B
' ‘a’ key.

Ul.OnReselTimeout {applD, "Performlnleracllon"}: .

T ;

' The User presses B‘
: " key.

Ul.OnReselTimeout {applD. "Performlnleractlon"}I :

I 1
: The User presses
| k' key.

Ul.OnReselTimeout {applD, "Performinteraction"},

T

The User submits the entry
by 'Search' button press.

Buttons.OnButtonEvent {SEARCH, BUTTONDOWN}

Buttons.OnButtonEvent {SEARCH, BUTTONUP}

|
|
|
|
|
|
|
Buttons.OnButtonPress {SEARCH, SHORT} :

Ul.OnKeyboardinput {"park”, ENTRY_SUBMITTED.}

|
|
|
|
|
J
|

Close the dialog with
keyboard

——‘r—/]t—————Ar—Ar—4r—4r———ﬂr————4r———m—————‘r———————————————Ar————ﬂr————- ——/]F——_—__—_——— |



SEQUENCE DIAGRAM

OnKeyboardinput RESEND_CURRENT_ENTRY mode

View Diagram



by 'Search’ button press.

SDL HMI.Buttons HMIL.UI
T T I
: : The applD application
| | is active on HMI.
: Ul.SetGlobalProperties {params, RESEND_CURRENT_EN:TRY. applD} I
' T u
| |
' | Store SetGlobalProperties
| | data associating it with applD.
: Ul.SetGlobalProperties {code: 0} : :
e — e ———— —— r————————== 1
| Ul.Performinteraction {params, KEYBOARD, app|D} |
| | N
| I -
| | Check with SetGlobalProperties
: : data stored for applD application.
| | I
| | Display the keyboard
| | in accordance with
' | SetGlobalproperties
: : presets.
| UI.OnSystemContext {HMI_OBSCURED} | |
r* T 1
| |
| | The User presses
| | ' key.
| |
| Ul.OnResetTimeout {applD, "Performinteraction"} |
“ T 1
| Ul.OnKeyboardInput {"p", KEYPRESS} | |
I T 1
: : The User presses
| | ‘a’ key.
| Ul.OnResetTimeout {applID, "Performinteraction”}
" I |
L Ul.OnKeyboardInput {"pa", KEYPRESS} | |
* I .
: : The User presses B
| | 't key.
| Ul.OnResetTimeout {applD, "Performinteraction”} .
« T 1
| Ul.OnKeyboardinput {"par", KEYPRESS} | |
r* T ' N\
: : The User presses
| | k' key.
| Ul.OnResetTimeout {applD, "Performinteraction"} .
™ 1 |
| Ul.OnKeyboardinput {"park", KEYPRESS} | |
™~ |
|
| The User submits the entry
|
|

Buttons.OnButtonEvent {SEARCH, BUTTONUP}
Buttons.OnButtonPress {SEARCH, SHORT}

I
|
|
|
Buttons.OnButtonEvent {SEARCH, BUTTONDOWN} |
1
|
1
|

|
|
|
|
1 |
Ul.OnKeyboardInput {"park", ENTRY_SUBMITTED} |
1

T

: Close the dialog with
| keyboard,
|

|

Ul.Performinteraction {code:0, "park™}

+
U1.OnSystemContext {MAIN} |

I T_ TT T T AT AT AT A



SEQUENCE DIAGRAM

OnKeyboardlnput cancelled

View Diagram

2]
=

HMIUI

The applD application
is active on HML.

Ul.SetGlobalProperties {params, RESEND_CURRENT_ENTRY, applD}

v _|

Store SelGlobalProperties
data associating it with applD.

Ul.SetGlobalProperties {code: 0}

J
Ul.Performinteraction {params, KEYBOARD, applD} :

Check with SetGlobalProperties
data stored for applD application.

Display the keyboard
in accordance with
SetGlobalproperties
presets.

UI.OnSystemContext {HMI_OBSCURED} i

Ul.OnResetTimeout {applD, "Performinteraction"}
UlL.OnKeyboardinput {"p", KEYPRESS}

‘a’ key
Ul.OnResetTimeout {applD, "Performinteraction"}
Ul.OnKeyboardInput {"pa", KEYPRESS} :
The User presses HMI-defined
‘Cancel' button.
Ul.OnKeyboardinput {ENTRY_CANCELLED} |
Close the dialog with
keyboard.

Ul.Performinteraction {code:5} T

U1,.OnSystemContext {MAIN}

__Al__/r_____lr____Ar_ll__—__ﬂ__ﬂ______Jl___________"__/F_____—_____



SEQUENCE DIAGRAM

OnKeyboardIinput ENTRY_VOICE mode

View Diagram

sl App1

1

App's active
app1 Navi is registered layoutis

HMILevel=FULL Keyboard on
the screen

User selects the voice entry button

< V/R.Started()

UL.OnKeyBoardinput(ENTRY_VOICE )

OnKeyBoardInput(ENTRY_VOICE)

The keyboard is
closed on Ul

JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"event" :

}
}




OnlLanguageChange

Type

Notification

Sender

HMI

Purpose

Inform SDL that the Ul display language has changed.

Notification

PARAMETERS

Common.Languag
language true
e

Sequence Diagrams

SEQUENCE DIAGRAM


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

OnLanguageChange

View Diagram

T
|
|

Current
hmiDisplayLanguage
is EN-US

applD application registered with
EN-US hmiDisplayLanguageDesired

Switched HMI display language to FR-CA ———=>

e——— UlL.LanguageChange("FR-CA")

Unregisteres applD which
language is different from
current on HMI, notifies mobile
side about ungegistering
the LANGUAGE_CHANGE
reason

BC.OnAppUnregistered(applD) ————=>

Cleans up data
Application re- aSSOCIateig with
registers with app
other language :

Show layout
according to
HMI workflow

|
|
|
|
— OnAppRegistered(applD, params, "FR_CA") —= |
i
|




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{
"language" :
}
}

OnRecordStart

Notification

PARAMETERS

applD Integer true



Sequence Diagrams

SEQUENCE

DIAGRAM

OnRecordStart with TTS.Speak

View Diagram

1
applD application Is active [\
on HMI
app's layout is current actve

TTS.Speak(textToSpeak, "AUDIO_PAéS_THRU'. applD)

Ul.PerformAudioPassThrough(params, applD)

OnSystemContext(OBSCURED)

<__ S S —
Emm e TTS Started ————+-

SUCCESS:TTS.Speak

The pop-up is shown on
the screen with HMI
defined "Retry”, "Done”
and "Cancel” buttons

T TTS Stopped

requested text

Finish speaking

[ BwTs | [ HwiAudioSystem |
The audio system is
attenuated or made not
audible to be able to
speak textto the user
Speak the

opt

[on received Speak response]

OnRecordStart

Timeout of
PerformAudioPassThru

SUCCESS:Ul.PerformAudioPassThrough

S ———— OnSystemContext(MAIN)

loop
[on
(OnRecordStart]
Audio System
started audio
capturing from
the microphone
I

Stop recordingB
on
PerformAudioPa
ssThru timeout




SEQUENCE DIAGRAM

OnRecordStart without TTS.Speak

View Diagram

| e | [ o | [ HMlAudioSystem |
|

|
applD application is aclive [j

on HMI
app's layoutis current actve

No Speak portion of
PerfomAudioPassThru
got from mobile app

Ul.PerformAudioPassThrough(params, appiD)
The pop-up is showi
on the screen with
HMI defined "Retry”,
"Done™ and "Cancel”
OnSystemContext(OBSCURED) o
.<_ __________________________
OnRecordStart
loop |
[on
OnRecordStart]
Audio System
started audio
capturing from
the microphone
Stop recordingD
Timeout of on
PerformAudioPassThru PerformAudioPa
ssThru timeout
SUCCESS:UI PerformAudioPassThrough | i
S mmorm e | |
| |
<————- OnSystemContext(MAIN) - —————— i i
| i
| I



SEQUENCE DIAGRAM

OnRecordStart not sent if Ul.PerformAudioPassThru rejected

View Diagram

- |

HMLUI | [ HMLAudioSystem |

on HMI

applD application is active Ij
app's layout is current actve

No Speak portion of
PerfomAudioPassThru
got from mobile app

Ul.PerformAudioPassThrough(params, appiD)

Higher priority eventis
now on HMI, so
Reject
PerformAudioPassThru

REJECTED:Ul.PerformAudioPassThrough

<_ __________________________
No No
OnRecordStart OnRecordStart
is sentto is received
AudioSystem




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{
"appID" : 65537
}
}

OnResetTimeout

Type

Notification

Sender

HMI

Purpose

Inform SDL that a timeout has been reset via user action for some
transient Ul element.



Notification

PARAMETERS
applID Integer true
methodName String true

Sequence Diagrams

SEQUENCE DIAGRAM

OnResetTimeout during Performinteraction

View Diagram



L HMIL.UI

The applD application
is active on HMI.

Ul.SetGlobalProperties {params, QUEUE_KEYPRESSES, applID} i

>

»

Store SetGlobalProperties
data associating it with appID.

Ul.SetGlobalProperties {code: 0}

I

1

Ul.Performinteraction {params, KEYBOARD, applD} |
»l

Check with SetGlobalProperties
data stored for applD application.

Display the keyboard
in accordance with
SetGlobalproperties
presets,

UI.OnSystemContext {HMI_OBSCURED} |

Ul.OnResetTimeout {applD, "Performinteraction”}

Ul.OnResetTimeout {applID, "Performinteraction”}

The User presses HMI-defined
'‘Cancel’ button

Ul.OnKeyboardInput {ENTRY_CANCELLED} T

AN

Clese the dialog with
keyboard.

Ul.Performinteraction {code:5}

U1.OnSystemContext {MAIN}

SEQUENCE DIAGRAM

OnResetTimeout during ScrollableMessage

View Diagram



applD application
is active on HMI

T
ol
»

|

Ul.ScrollableMessage {messageText, imeout, applD}

screen overlay with messageText.

Display the popup or full B‘

UL.OnSystemContext {HMI_OBSCURED}

The User scrolls
the message.

|
Renew the timecut
of ScrollableMessage.

Ul.OnResetTimeout {applD, "ScrollableMessage™}

Timeout,

Close the message
popupiscreen.

Ul.ScrollableMessage {code: 0}

UI.OnSystemContext {MAIN}

SEQUENCE DIAGRAM

OnResetTimeout KEEP_CONTEXT during alert

View Diagram



g

HMI_UI HMI_Buttons

applD application
is active on HM|

Ul.ALert {params}

| |
| |
| |
| |
| |
L N |
| Params: | |
I {alertText1, | I
: sof(BLIttons [{(KEEP_CONTEXT, softButtonlD_1}], Display the Alert dialog :
| timeout, with alertText1 text and |
| appiD} a softButtonlD_1 soft button. |
L U1.OnSystemContext {ALERT} : :
I . |
| The User presses the |
: softButtonlD_1 button :
| T |
| | |
L Buttons.OnButonEvent {BUTTONDOWN, customButtoniD_1} | }
L Buttons.OnButonEvent {BUTTONUP, customButtonlD_1} : ]'
L Buttons.OnButonPress {SHORT, customButtonlD_1} : Jl
I L |
: Renew the timeout :
| of Alert RPC |
L Ul.OnResetTimeout {applD, "Alert"} | :
I I |
| 1 |
| |
| Timeout. |
| |
| |
| |
| Close the Alert |
: dialog. :
| Ul Alert {code: 0} |
it . :
L UL.OnSystemContext {MAIN} |
I |
| |

JSON EXAMPLE NOTIFICATION

{

“jsonrpc" :

"method" :

}




OnSystemContext

Type

Notification

Sender

HMI

Purpose

Inform SDL about the current context of app interaction.

Notification

PARAMETERS

Common.System
systemContext true
Context

applD Integer false


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#systemcontext
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#systemcontext

Sequence Diagrams

SEQUENCE DIAGRAM

OnSystemContext for different HMI States

View Diagram



1923
=

HMLUI

applD application is active on HMI,
in-application HMI-defined menu name
(e.g. 'Options') is displayed.

The User enters 'Options’ menu
of applD application on HMI.

ULOnSystemContext {MENU}

Display the list of SDL-defined
commands.

The User chooses
the cmd|D command.

UL.OnCommand {cmdID, applD}

Ul.ScrollableMessage {params, applD}

L L

Display the ScrollableMessage
dialog with requested params

UL.OnSystemContext {HMI_OBSCURED}

T

Timeout.

Close the dialog of
ScrollableMessage.

Ul.ScrollableMessage {code: 0}

UL.OnSystemContext {MAIN}

Display the dialog
with help list of
recognized VR synonyms.

The User
activates

VR.Started

VR (PTT press).

|
|
UI.OnSystemContext (VRSESSION) :
|

Close the dialog

The User

with VR help list. deactivates VR.
VR.Stopped T
UI.OnSystemContext {MAIN} :
|
|
UL Alert {params, applD} J
|
Display the Alert dialog

with requested params.
UL.OnSystemContext {ALERT} 1

Timeout,

Close the Alert
dialog

UL Alert {code: 0}

UL.OnSystemContext {MAIN}

_—IF_T_________AF_____—__—Ar_lr___—_Ar_lr_____—_IL__IF____—____AL_______—Ar_______—_lr—______—_ |




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{

"systemContext" :

}
}

OnTouchEvent

Type

Notification

Sender

HMI

Purpose



Inform SDL that a touch event has occurred in the HMI.

Notification
PARAMETERS
Common.TouchTy
type true
pe
array: true
Common.TouchEv
event true minsize: 1

ent )
maxsize: 10

Sequence Diagrams

SEQUENCE DIAGRAM

OnTouchEvent moving two fingers stop together

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#touchtype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#touchtype
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#touchevent
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#touchevent

e ] [am S
i
Navi streaming
appisnowin
focus on the
User touches the screen with one finger but doesn't move it screen

OnTouchEvent (BEGIN, [(id1, ts[1], coordinates[1])] )

[PA— |
User touches the screen with another finger but doesn't move it
i

———————— 1

coordinates value in the
array for the touch BEGIN

OnTouchEvent (BEGIN, [(id1, ts[1], coordinafes[ﬂ)] )
I
I e e e e e e . e e e s e e e e . e

The only imestamp and IT

»

User starts moving the both fingers

OnTouchEvent (BEGIN, [(id2, ts[1], coordinates[1])] )
!

»>

|
OnTouchEvent (BEGIN, [(id2, ts[1], coordinates[1])] )
|

K_ __________________

>
»

While moving the
arrays of coordinates
and appropriate
timestamps are sent
for each coordinate
for the both fingers

loop |
while moving fingers

1
OnTouchEvent (MOVE, [(id1, ts[], coordinates]]), (id2, ts[], coordinates[])] )

OnTouchEvent (MOVE, [(id1, ts[], coordinates]]), (id2, ts[}, coordinatesf])] )
I

T e e e e e e e e e e

The user removes the both fingers from the screen
]

SEQUENCE DIAGRAM

OnTouchEvent (END, [(id1, ts[1], coordinates[1]), (id2, ts[1], coordinates[1])] )
]

S |

| »

OnTouchEvent (END, [(id1, ts[1], coordinates{1]), (id2, ts{1], coordinates{1])]

S o i

OnTouchEvent moving two fingers one stops first

View Diagram




User touches the screen with one finger but doesn't move it

Navi streaming'
app isnow in
focus on the

L=

OnTouchEvent (BEGIN, [(id1, ts[1], coordinates[1])] )

array of timestamps and
coordinates for BEGIN

The only elementin the I=|

OnTouchEvent (BEGIN, [(id1, ts[1], coordinates[1])] )

User touches the screen with another finger but doesnt move it
1

User starts moving the both fingers

OnTouchEvent (BEGIN, [(id2, ts[1], cot 0.* rates[1])])
\ &
<________
1

OnTouchEvent (BEGIN, [(id2, ts[1], coordinates[1])] )
1
<

»

While moving the arrays of
coordinates and appropriate
timestamps are sent for each

coordinates for the both fingers

1

loop |

1
OnTouchEvent (MOVE, [ (id1, ts[], coordinates[]),(id2, ts[], coordinates(])] )

[while moving fingers]
<|E ___________________
OnTouchEvent (MOVE, [ (id1, ts[), coordinates[]),(id2, ts[], coordinates[])] )
<_ ________________
The user stops moving the 2nd finger »

OnTouchEvent (MOVE, [ (id1, ts[], coordinates[))] )
i

The data for the 1stone
moving is still gathering
and sent for every
coordinate pair

OnTouchEvent (MOVE, [ (id1, 15[]: coordinates[))] )
IS e e e e e e e e e e

]

The user stops movings the 1stfinger
1

The user removes the 1stfinger from the screen
1

OnTouchEvent (END, [(id1, ts[1], coordinates[1])] )
i I

The user removes the 2st finger from the screen

'
OnTouchEvent (END, [(id1, ts1], coordinates{1])])
RSP

'
OnTouchEvent (END, [(id2, ts[1], coordinates{1])] )
1




JSON EXAMPLE NOTIFICATION

{

"jsonrpc" :

"method" :

"params" :

{

"type" : START,
"event" :[
{

"id":0,
"ts":[49013],
"c":[{"x":323,"y":259}],

PerformAudioPassThru

Type

Function

Sender

SDL

Purpose



Start audio capturing and sending PCM data to SDL

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL
applD Integer true

array: true
audioPassThruDi Common.TextField o

true minsize: 0

splayTexts Struct

maxsize: 2

minvalue: 1
maxDuration Integer true maxvalue:

1000000
muteAudio Boolean true

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct

PerformAudioPassThru requested with TTS.Speak

View Diagram

[ HMLAudioSystem |

I
1
appID application 1s active
on HMI
app's layout is current actve
!
TTS.Speak(textToSpeak, "AUDIO_PASS_THRU", appID)
Ul.PerformAudioPassThrough(params, appID) - y
The audio system is
attenuated or made not
audible to be able to
The pop-up is shown on speak textto the user
the screen with HMI
defined "Retry”, "Done”
and "Cancel” buttons Speak the
OnSystemContext(OBSCURED) requested text
<- e
S TTS Started =————- !
Finish speaking
SUCCESS:TTS.Speak [ TTS Stopped —=====—=—=
loop
User presses HMI
- - [on Speak end]
defined "Retry” button lAudio System
started audio
No capturing from
OnButtonEvent/OnButton the microphone
Press notifications are T
sentto SDL
Audio System
) stopped audio
A‘éq;?:a_sss;g's‘)e%gh El capturing from the
I I : i
RETRY:Ul,PerformAudloPassThrough—g microphone
E———— OnSystemContext(MAIN) === —=——
PerfromAudioPa:
sThrough and
Speak requests
are resent from =
SDL Futher processing the renewed request as assigned lﬁ
1
1
|
I

SEQUENCE DIAGRAM

PerformAudioPassThru with EndAudioPassThru

View Diagram




Ul.PerformAudioPassThru {params, applD_2}

HMI.UI
|

AN

applD_1 application
is active on HMI.

applD_2 application B
is in background
(not active) on HMI.

»

U1.OnSystemContext {HMI_OBSCURED}

|

Display the popup or full
screen overlay with
requested text and
HMI-defined 'Done’,'Retry’,
'Close' soft buttons.

AN

|

Attenuate the audio stream
or make it not audible.

AN

1

&

Start audio capturing
from the microphone,

|
|
|
Ul.EndAudioPassThru :
»
Close the
AudioPassThru dialog.
Stop audio capturing.
Ul.EndAudioPassThru {code: 0} :
_______ L
|
Ul.PerformAudioPassThru {code: 0} :
___________________________________ ;

UI.OnSystemContext {MAIN}

SEQUENCE DIAGRAM

PerformAudioPassThru not supported

View Diagram

Display applD_1 application
related screen,




PerformAudioPassThru(textToSpeak, params, imeout)

|
TTS.Speak(textToSpeak, "AUDIO_PASS_THRU", appID)
i

|
Ul PerformAudioPassThru(params, timeout, appiD)
»

»
|

The pop-up is shown on
the screen with HMI
defined "Retry”, “Done”
and "Cancel” buttons

OnSystemContext(OBSCURED)

B S — TTS Started—————1

Speak the
requested text

Finish speaking

SUCCESS:TTS.Speak TS

loo ]
[on $peak end until

ioPassThru timeout js ended)
[SDLjreads wav file cyclicallyand
o mobile

OnAudioPassThru()

opt
[on timeout end]
SDL stopped
data capturing
from file AudioPassThrough
dialog is closed.

SUCCESS: PerformAudioPassThru

SUCCESSI.ru- ioPassThru O ontextiMAIN)
1

A

SEQUENCE DIAGRAM

PerformAudioPassThru from vehicle microphone

View Diagram

The audio system is
attenuated or made not
audible to be able to
speak textto the user




—— Cmm ] (e
applD application is active
on HMI

PerformAudioPassThrough(textToSpeak, params, imeout) 3pp's lavoutis Icmenlactve

TTS.Speak(textToSpeak ‘AUDIO_PA_SS_THRU‘ applD

i
Ul PerformAudioPassThru(params, timeout, appID

The audio system is

” attenuated or made not
audible to be able to
The pop-up is shown on speak textto the user

the screen with HMI
defined “Retry”, "“Done”
and "Cancel” buttons Speak the

requested text

OnSystemContext(OBSCURED

SUCCESS:TTS Speak (G e e TTS Stopped —————=-

loop

lon Speak end unti
PerfarmAudioPassThru timeoutjs ended)

SDL [eads the microphone data gnd

sendg to M OnAudioPassThru()

AudioPassThrough
dialog is closed.

"id" . 79,
"jsonrpc" :
"method" :
"params" :
{
"audioPassThruDisplayTexts" :

{

"fieldName" : audioPassThruDisplayTextl,
“fieldText" :

+
"maxDuration" : 10000,

}

}




Example Response

{
"id" : 79,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 79,
"jsonrpc" :
"error" :
{
"code" : 7,
"message" :

"data" :
{

"method" :




Performinteraction

Type

Function

Sender

SDL

Purpose

Perform a Ul Interaction with the User.

A request sent by SDL to display a list of choices to the user.

MUST

1. Display the choices in choiceSet to the user reasonably
according to the interactionLayout

2. Wait until the user responds or the request times out to respond

to SDL

Include the choicelD of the chosen option in the response to SDL

4. If the interaction times out, respond with a success and no
choicelD parameter to SDL

=



NOTE

A Ul.Performlnteraction with a timeout value of 0 should not be

timed out immediately. Instead, it should use some default timeout

value predetermined by the HMI.

REQUEST

PARAMETERS

NAME

initialText

choiceSet

vrHelpTitle

vrHelp

timeout

interactionLayo

ut

applD

TYPE

Common.TextField

Struct

Common.Choice

String

Common.VrHelplt

em

Integer

Common.LayoutM

ode

Integer

MANDATORY

false

false

false

false

true

false

true

ADDITIONAL

array: true
minsize: 1

maxsize: 100

maxlength: 500

array: true
minsize: 1
maxsize: 100
minvalue: 5000
maxvalue:
100000


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#choice
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vrhelpitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vrhelpitem
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#layoutmode
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#layoutmode

RESPONSE

PARAMETERS
minvalue: 0
choicelD Integer false maxvalue:
2000000000
manualTextEntr minlength: O
String false
y maxlength: 500

Sequence Diagrams

SEQUENCE DIAGRAM

PerformInteraction Successful with VR Only

View Diagram



SDL HMILUI HMILTT HMLVR

| | |
| | |

applD application | | |
has requested | | |
Performinteraction of | | |
BOTH | | |

T VR.Performinteraction {initialPrompt, timeoutPrompt, timeout, grammarlD} |

L 1 L »

| | | .

| | | Store values of initial/ help/

| Ul.Performinteraction {applD, VrHelpltems} | | /timeout prompts and the

L N| | timeout. Start counting timeout.

| | | T

: : : Start VR session

| | | Start oounllng

| VR Started | | HMI-defined timeout.

[ | L T

| | | |

L TTS.Started X | |

| L L |

! , Speak I

: Display VRHelpltems, initialPrompt. :

| U1.OnSystemContext {(VRSESSION} ; i :

| | | |

L TTS.Stopped 1 | |

| ) |

| Ul.Performinteraction {code: 0} : |

- e —_———————————— = | | Timeout.

| | |

L TTS.Started A |

| | |

| | Speak |

: : timeoutPrompt. :

L TTS.Stopped X |

| | | |

| | |

| | | The User

| | speaks the

| Close dialog with | choeice synonym.

| VR help items. |

| | |

: : : Clear values of

| | | initial/ help/ timeout

| | | prompts and the

[ | | Smeoul

| VR .Performinteraction {code: 0, choicelD} | T

e e 8 d

| |

|

|

SEQUENCE DIAGRAM

Performlnteraction Successful with Manual Only

View Diagram



123
O
=
T
=
S

applD application
has requested
Performinteraction of
MANUAL_ONLY

T VR.Performinteraction {initialPrompt, timeoutPrompt, timeout}

HMLTTS

Ul.Performinteraction {params}

Ly L

| Params:

| {initialinteraction Text: “Text",
| cholceSet:
| [{choicelD_1, menuName_1},

Display initialinteractionText
and choices.

| {choicelD_2, menuName_2}], T

: timeout, :

1D,
| appiO} VR.Performinteraction {code:0}
T fTTTTTT T T
| TTS.Started | |
S + {
| |
| UL.OnSystemContext {HMI_OBSCURED} |
:\ : InitialPrompt.
:( TTS.Stopped ! !
| | |
| | |
| | |
| | |
I TTS.Started | '
S + |
| |
: : Speak
| | timeoutPrompt.
:( TTS.Stopped ! !
| |
! The User chooses '
: menuName_2. :
| T |
| | |
| | |
— |
| |
| |
| Performinteraction |
| dialog. |
D UI.OnSystemContext {MAIN} ; :
I | |
| |

SEQUENCE DIAGRAM

Performinteraction Timeout with Both

View Diagram

Store values of
initial/ help/ imeout
prompts and the
timeout.

Clear values of
initial/ help/ imeout
prompts and the
timeout.




SDL HMLUIL HMLTTS HMLVR
i | | i
applD application | : :
has requested l | |
Performinteraction of : | |
BOTH | | |
VR.Performinteraction {initialPrompt, timeoutPrompt, timeout, grammariD} |
! »

Ul.Performinteraction {applD, VrHelpltems, shoiceSet, timeout}

Store values of initial/ help/
ftimeout prompts and the
timeout. Start counting timeout.

Start VR sesslon.
Start counting
HMI-defined timeout.

TTS.Stopped

Timeout.

Ul.Performinteraction {TIMEOUT}

Clear values of
initial/ help/ timeout
prompts and the
timeout.

|
|
|
|
L
|
|
|
|
|
L VR.Started !
! TTS.Started [
k |
! |
! |
Speak
: Display VRHelpltems. initialPrompt. :
P U1.OnSystemContext {VRSESSION} T ; :
1
L TTS.Stopped | ! :
| | |
| : : Timeout.
! |
’ TTS. Started | .
| | |
| | Speak |
| | timeoutPrompt. |
D TTS.Stopped | |
: j
|
| : HMI-defined-
| Closa dialog with | VR-session limeout
| VR help items. |
: , | |
\ | |
| VR.PerformInteraction {T' IMEOUT} | |
lk— ————————————————————————————— Fm————————— o ——— 4
|
! Display choices. | Start counting
: Start timeout. | timeout.
|
L U1.0nSystemContext {HMI_OBSCURED} : [
| : | | N\
| | | Timeout.
L TTS.Started | l
, | :
! | | |
I | |
| | Speak I
: | timeoutPrompt. |
K | '
| T
|
|
|
|
:&
|



Example Request



"id" : 79,

"jsonrpc" :
"method" :
"params" :

{
"initialText" :
{

"fieldName" : initiallnteractionText,
"fieldText" :

iy

"choiceSet" :
[

{
"'choicelD" : 2415,
"menuName" :

}

{
"choicelD" : 2416,

"menuName" :

by

{
"choicelD" : 2417,
"menuName" :

: DYNAMIC

"position

},
{

: DYNAMIC




Il
"position" :

},

{

"text" :
"image" :

[

: DYNAMIC
Il
"position" :
}
1

"timeout" : 15000,
"applID" : 6493
}
}

Example Response

{
"id" : 79,
"jsonrpc" :
"result" :

{

"choicelD"
: 0,
"method" :
}
}




Example Error

{
"id" : 79,
“jsonrpc" :
"error" :
{
"code" : 10,

"message" :
"data" :

{

"method" :

ScrollableMessage

Type

Function

Sender

SDL

Purpose

Display a dialog that may contain new lines and text which is scrollable
by the user.



REQUEST

PARAMETERS

NAME

messageText

timeout

softButtons

applD

RESPONSE

PARAMETERS

TYPE

Common.TextField
Struct

Integer

Common.SoftButt

on

Integer

MANDATORY

true

true

false

true

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

ScrollableMessage scrolled and closed by timeout

ADDITIONAL

minvalue: 0
maxvalue:
65535
array: true
minsize: 0

maxsize: 8


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton

View Diagram

%
=
T
=
c

applD application
is active on HMI.

Ul.ScrollableMessage {messageText, timeout, applD}

¥ __

Display the popup or full
screen with messageText.

U1.OnSystemContext {HMI_OBSCURED}

The User scrolls
the message.

Renew the timeout
of ScrollableMessage,

Ul.OnResetTimeout {applD, "ScrollableMessage"} |

Timeout.

Close the message
popup/screen.

Ul.ScrollableMessage {code: 0}

UlL.OnSystemContext {MAIN}

_-—K-—T--—-—-—-IF-—-—--—-IF---“----' |

SEQUENCE DIAGRAM

ScrollableMessage with soft buttons pressed by user

View Diagram



1)
o
=
T
B
=

HMI_Bultons

applD application
is active on HMI.

Ul.ScrollableMessage {params} |

Params: |

{ messageText, Display the popup or full
timeout. screen overlay with
softButtons [DEFAULT_ACTION, KEEP_CONTEXT], L’L‘-;f;:sge“’“ and two soft
applD} '

UI1.OnSystemContext {HMI_OBSCURED} :

The User presses
KEEP_CONTEXT button,
|
U
Buttons.OnButtonEvent {BUTTONDOWN}
Buttons.OnButionEvent (BUTTONUP},
Buttons.OnButtonPress {SHORT} !

Renew the timeout
of ScrollableMessage.

UlL.OnResetTimeout {applD, "ScrollableMessage™}

The User presses
DEFAULT_ACTION button.

1
Buttons.OnButtonEvent {BUTTONDOWN}

Buttons.OnButtonEvent (BUTTONUP}|

Buttons.OnButtonPress {SHORT} :

Close the message
popup/screen.

I T T Y Y Y YR Y Y

UL ScrollableMessage {code: 5}

Ul.OnSystemContext {MAIN}

SEQUENCE DIAGRAM

ScrollableMessage with STEAL FOCUS button for background
application

View Diagram



0
=
T
B
=

HMI_Buttons HMI_BasicCommunication

applD_1 application
is active on HMI.

1
applD_2 application
is in background
(not active) on HMI,

Ul.ScrollableMessage {params}

|
»l
Lal

Params: : 3
{ messageText, Display the popup or full AN
timeout, screen overlay with
softButtons [STEAL_FOCUS]), L"u‘:tsos:sgﬂex' and two soft
applD_2} -
U1.OnSystemContext {(HMI_OBSCURED}

The User presses
STEAL_FOCUS button.

|
Buttons.OnButtonEvent {BUTTONDOWN} l

Buttons.OnButtonEvent {BUTTONUP} l
Buttons.OnButtonPress {SHORT} !

Close the message
popup/screen.

Ul.ScrollableMessage {code: 0}

I
UI.OnSystemContext {MAIN} :

BasicCommunication.OnAppDeactivated {applD_1}

BasicCommunication.OnAppActivated {applD_2}
i
|
BasicCommunication.ActivateApp {applD_2}

Display the applD_2
application related screen.

|
BasicCommunication.ActivateApp {code: 0}



Example Request

{
"id" : 138,
“jsonrpc" :
"method" :
"params" :
{

"messageTlext" :

{
"fieldName" : scrollableMessageBody,
"fieldText" :

g
"timeout" : 10000,
"softButtons" :
[
{
"type" : TEXT,
"text" : ,
"softButtonID" : 15,
"systemAction" : KEEP_CONTEXT
}
{
"type" : TEXT,
“text" : ,
"'softButtonID" : 16,
"systemAction" : STEAL FOCUS

[}

"appID" : 6527
}




Example Response

{
"id" : 138,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 138,
"jsonrpc" :
"error" :
{
"code" : 12,
"message" :

"data" :

{

"method" :




SendHapticData

Type

Function

Sender

SDL

Purpose

Communicate areas of focus in a video streaming application to the
HMI

Ul.SendHapticData represents a request for the HMI to keep track of several
application-defined areas within a video stream for focus purposes. The HMI
should highlight these areas with a rectangle when they are brought into focus
on the HMI.

MUST

The HMI must store the provided HapticRect data and utilize it
whenever the users switches focus to part of the application that
sent the message.



MUST

The HMI must replace all stored HapticRect data every time a new
SendHapticData is received for a given application. When an empty
hapticRectData array is received, the HMI must clear any existing
HapticRect data for that application.

MUST

The HMI must send a pair Ul.OnTouchEvent (one BEGIN and one
END) with a TouchCoord corresponding to the center of the
HapticRect when one of these elements is selected by the user.

REQUEST

PARAMETERS

array: true
) Common.HapticR -
hapticRectData true minSize: 0

ect
maxSize: 1000

applID Integer true


https://d83tozu1c8tt6.cloudfront.net/ontouchevent
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hapticrect
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#hapticrect

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM
SendHapticData basic flow with user selection
View Diagram

App SDL

SendHapticData(hapticRectData)

Ul.SendHapticData(hapticRectData)

(o]

_ Ul.SendHapticData(SUCCESS)

Stores HapticRect data

_ UL.OnTouchEvent(type:BEGIN, touchCoord:{rect center})

Brings first rect into focus using touch pad

_ Presses on touch pad to select the area
€

OnTouchEvent(type:BEGIN, touchCoord:{rect center})

<

Ul.OnTouchEvent(type:END, touchCoord:{rect center})

_ OnTouchEvent(type:END, touchCoord:{rect center})

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
h
|
|
|
|
D
<

App SDL

B

User



Example Request

{

"id" : 70,

"jsonrpc" :

"method" :

"params" :

{
"hapticRectData" :
[

{
"id" : 234,
"rect" :
{
"x":567.2,
"y :342.4,
"width" : 200.0,
"height": 150.0
}
}
]

“’appID“ . 65464
¥
}

Example Response

{

"id" : 70,
"jsonrpc" :

"result" :

{
“code" : 0,
“method" :

}

}




Example Error

{

"id" : 70,

“jsonrpc" :

"error" :

{
"code" : 2,
"message" :
"data" :

{

"Ul.SendHapticData"

SetApplcon

Type

Function

Sender

SDL

Purpose

Display the application's specified icon in the HMI's application list.



REQUEST

MUST

1. Keep track and store the the name and file referencing the app
icon each time a successful SetApplcon request occurs from the

mobile app.
2. Display the requested icon together with the application name in
the HMI list of registered applications:

° Right away if the the list of registered applications is currently
displayed

° When the list of registered applications is displayed upon
User's request on HMI

3. Display default app icon if the mobile application had not
previously set an icon successfully and/or the file does not exist
on HMI.

PARAMETERS

syncFileName Common.Image true

applID Integer true


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

SetApplcon

View Diagram



SDL HMI_UI HMI_BasicCommunication

HMI main menu
is displayed
I

BasicCommunication.OnAppRegistered {éppID_1 , "AppName_1"}
|

[
|
|
|
|
|
|
|

pl

[
|
| Store the OnAppRegistered data
| associating it with applD_1

BasicCommunication.OnAppRegistered {éppID_Z. "AppName_2"}

N
»

T

: Store the OnAppRegistered data
| associating it with applD_2.
|

|

UL SetApplcon {Image, applD_1}

4l

Store the SetApplcon data
associating it with applD_1.

Ul.SetApplcon {code: 0}

The User goes to
the list of registered
applications

Display:

| List of registered |
| applications: |
| |
| |lmage| AppName_1 |
| AppName_2 |
\ |

"id" : 88,
"jsonrpc" :
"method" :
"params" :
{
"syncFileName" :
{
"value" :
"imageType" :

"applD" : 65146
}




Example Response

{
"id" : 88,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 88,
"jsonrpc" :
"error" :
{
"code" : 2,
"message" :

"data" :

{

"method" :




SetDisplaylLayout

Type

Function

Sender

SDL

Purpose

Set the display template for the specified application's persistent
display.

REQUEST

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
displayLayout String true maxlength: 500
applD Integer true
dayColorSchem Common.Templat
false
e eColorScheme
nightColorSche Common.Templat
false

me eColorScheme


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#templatecolorscheme
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#templatecolorscheme
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#templatecolorscheme
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#templatecolorscheme

RESPONSE

PARAMETERS

NAME

displayCapabiliti

@S

buttonCapabiliti

eS

softButtonCapa

bilities

presetBankCapa

bilities

TYPE

Common.DisplayC

apabilities

Common.ButtonC

apabilities

Common.SoftButt

onCapabilities

Common.PresetB

ankCapabilities

Sequence Diagrams

SEQUENCE DIAGRAM

SetDisplayLayout Successful with Ul.GetCapabilities

MANDATORY

false

false

false

false

View Diagram

ADDITIONAL

array: true
minsize: 1
maxsize: 100
array: true
minsize: 1

maxsize: 100


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#displaycapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#displaycapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#buttoncapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#buttoncapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbuttoncapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbuttoncapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#presetbankcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#presetbankcapabilities

SDL HMI.BasicCommunication

|
|
Ul.IsReady |
|
Ul.IsReady {available: true, code: 0} :

Ul.GetCapabilities

Ul.GelCapabilities {params, code: 0}

- 0
o
o
3
@

displayCapabilities” :

“templatesAvailable” : "DEFAULT", “MEDIA", “NON-MEDIA’],
o

BasicCommunication.OnAppRegistered {params, applD}

Check the Ul capabilities
(including display templates
names),

HMI supports DEFAULT,
MEDIA, NON-MEDIA
templates.

1
Store the OnAppRegistered-
related data associating it

Make the applD
application
choosable in the list

Ul SelDisplayLayout {applD, displayLayout: "MEDIA"}

of registered applications
(applD application
is in background).

»

|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
: with applD.
|
|
|
|
|
|
|
|
|
|
|
|
|
|

BasicCommunication.OnAppActivated {appID}

Check with the
list of registered
applications.

:(_
|

|

|

|

|

|

[

|

|

| BasicCommunication.ActivateApp {applD}
1

|

|

|

|

|

|

|

|

| BasicCommunication.ActivateApp {code:0}
%
|
|

SEQUENCE DIAGRAM

SetDisplayLayout Invalid Data with Ul.GetCapabilities

Ll

Check if 'displayLayout’
value is a correct name
of the template.

1

Associate MEDIA
template with applD

The user chooses
applD application

in the list of

registered applications.

Display applD
related screen
using the MEDIA
template with
comresponding
capabilities.




View Diagram

SDL HMI.BasicCommunication HMI.UI
| | |
| | |
| Ul.IsReady | |
I ] :_]
: Ul.IsReady {available: true, code: 0} : :
T T T T T L !
| | |
| Ul.GetCapabilities | |
1 1 ﬁ
: : Check the Ul capabilities
| | (including display templates
| | names).
| | T
[ | HMI supports DEFAULT,
: : MEDIA, NON-MEDIA
| Ul.GetCapabilities {params, code: 0} | templates.
———————————————————————————————————— T |
Params: | |
{..., | |
“displayCapabilities” : : :
“templatesAvailable” : ['DEFAULT", “MEDIA", “NON-MEDIA"), : :
e b | |
| |
} | |
| |
BasicCommunication.OnAppRegistered {params, applD} | |
» |
1 1
Store the OnAppRegistered- Make the applD
related data associating it application

Ul.SelDisplayLayout {applD, displayLayout: "-media-"}

of registered applications
(applD application

is in background).

»

Ul.SetDisplayLayout {code: 11}

BasicCommunication.OnAppActivated {appID}

|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
: with applD. choosable in the list
|
|
|
|
1
|
|
|
|
|
|
|
|
|

Lol

Check if 'displayLayout

of the template.

The requested
template name

|

|

|

|

|

|

| .

| value is a correct name
|

|

|

|

: is not valid.

The user chooses
appl|D application

registered applications.

|

BasicCommunication.ActivateApp {app|D}

BasicCommunication.ActivateApp {code:0}

i
|
|
|
|
: in the list of
|
|
|
|
|
»
|

Check with the Display applD
list of registered related screen
applications. using the default
template,




Example Request

"id" : 47,

“jsonrpc" :
"method" :
"params" :

{
"displayLayout” :
"applD" : 65638

¥




Example Response



{
"id" : 47,
"jsonrpc" :
"result" :

{
"displayCapabilities" :
{

"displayType" : GEN2_8 DMA,

"textFields" : [mainField1l, mainField2, alertTextl, alertText2,
alertText3, scrollableMessageBody, initiallnteractionText, navigationText
1, navigationText2, audioPassThruDisplayText1l,
audioPassThruDisplayText2, notificationText]

[
{
"name" : ,
"imageTypeSupported" : [
’ ]I
"imageResolution” :
{
“resolutionWidth" : 32,
“resolutionHeight" : 32
}
I

{

"name" : ,
"imageTypeSupported" : [
’ ]'
"imageResolution" :
{
“resolutionWidth" : 32,
“resolutionHeight" : 32
}
H

{

"name" : ,
"imageTypeSupported" : [
’ ]I
“imageResolution” :
{
“resolutionWidth" : 64,
“resolutionHeight" : 64

"mediaClockFormats" : [CLOCK1, CLOCKTEXT4],




"imageCapabilities" : [DYNAMIC],
"graphicSupported" : true,
"templatesAvailable" : [

"screenParams" :
{
"resolution" :
{
"resolutionWidth" : 800,
“resolutionHeight" : 480

},

"touchEventAvailable" :
{
"pressAvailable" : true,
"multiTouchAvailable" : true,
"doublePressAvailable" : false

}
}

umCustomPresetsAvailable" : 8

},

"buttonCapabilities" :
[
{

"name" : OK,
"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

},
{

"name" : SEEKLEFT,
"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

iz

{
"name" : SEEKRIGHT,

"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

},
{

"name" : TUNEUP,
"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

H

{
"name" : TUNEDOWN,

"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true

},




I

"softButtonCapabilities" :
[
{

"shortPressAvailable" : true,
"longPressAvailable" : true,
"upDownAvailable" : true,
"imageSupported" : true

1,

"presetBankCapabilities" :
{

"onScreenPresetsAvailable" : true

},

"code" : O,
"method" :

Example Error

{
"id" : 47,
“jsonrpc" :
"error" :
{
"code" : 6,
"message" :

"data" :
{

"method" :




SetGlobalProperties

Type

Function

Sender

SDL

Purpose

Set the Ul properties of an application.

Description

SDL requests to set-up the data for VR help layout, the name and icon for in-
application menu and the properties of the touchscreen keyboard.

The request may arrive for the application whether being active or in
background on HMI (depends on Policy Table permissions applicable to mobile
application request, by default allowed to operate in all HMI levels except of
NONE).

The vrHelp parameter of the SetGlobalProperties RPC is used by the system
to display the help items on the screen and the helpPrompt parameter is used
by the system for playing out the associated TTS help prompt.

SDL sends SetGlobalProperties request with specific <vrHelp> and <vrHelpTi
tle> values to HMI in next cases:

1. if at any point in time, the application sends SetGlobalProperties RPC with
the vrHelp and helpPrompt parameters, then SDL Core shall continue



with the existing behavior of forwarding such requests to HMI and SDL
Core shall delete its internal list and stop sending SetGlobalProperties RPC
to HMI after each AddCommmand/DeleteCommand request received from
mobile.

2. |If at any point in time, the application sends SetGlobalProperties RPC with
either of vrHelp or helpPrompt parameters, then SDL Core shall continue
with the existing behavior of forwarding such requests to HMI and SDL
Core shall not delete its internal list and shall continue to update the
parameter which was not provided by the application.

3. In case mobile app sends AddCommand with CommandType = Command,
SDL must send update values of vrHelp via SetGlobalProperties to HMI.
(Note: AddCommand requests related to choice set must NOT trigger the
update of "vrHelp")

4. In case mobile app sends SetGlobalProperties_request to SDL:

(o}

with both valid values of autoCompleteList and autoCompleteText
params, SDL must:

B transfer SetGlobalProperties_request with autoCompleteList
param and without (omitted) autoCompleteText param to HMI;
® respond with <resultCode_received_from_HMI> to mobile app.

[¢]

with valid autoCompleteList parameter with other valid params
related to request and this request is allowed by Policies, SDL must:

B transfer SetGlobalProperties with all requested params to HMI;
® respond with <resultCode received from_HMI> to mobile app.

(e}

without autoCompleteList parameter with other valid params related
to request and this request is allowed by Policies, SDL must:

B transfer SetGlobalProperties with all requested parameters to
HMI (thus, without autoCompletelList).
® respond with <resultCode_received_from _HMI> to mobile app.



NOTE

By default vrHelpTitle value is set to application name.

Notes for HMI expected behavior:

1.

The system shall have the ability to receive and store multiple
strings for autoCompleteText per app.

. When the system receives a new list of strings for

autoCompleteText for a particular app, the system shall delete
the previous list and replace it with the new list for that app.

. When any of the keyboard layouts are being used, the system

shall reference the list of autoCompleteText strings for that app.

. As the user enters data on the keyboard, the system shall

display the autoCompleteText strings which match the entry.

. The number of matching autoCompleteText strings displayed

shall only be limited by the character length constraints of the
hmi.

. The system shall provide the user the ability to select one of the

displayed matching autoCompleteText strings without having to
enter the entire string.

. When the user selects one of the displayed matching

autoCompleteText string, the system shall submit that entry and
not require further user input for submission.

REQUEST

BEHAVIOR



MUST

1. Store the information and associate it with appID.

o

Note: Initially, the applID together with other application-
related information is provided by SDL within UpdateAppList or
OnAppRegistered RPCs.

2. Whenever the User activates VR, set up the requested values for
VR help layout, the name and icon for in-application menu and
the properties of the touchscreen keyboard (if supported):

o

display the list of commands available for voice recognition.
SDL provides the title for this list (vrHelpTitle parameter) and
the list of commands itself (vrHelp parameter which is an array
of VrHelpltem's).

display the in-application menu for every active application on
User’s request. It must contain SDL-requested commands
(Ul.LAddCommand) and sub menus (Ul.AddSubMenu). SDL
provides the values for the name (menuTitle parameter) and
for the icon (menulcon parameter) of this in-application menu.
The values for in-application menu and touchscreen keyboard
are allowed by SDL for navigation type of application only.
display the onscreen keyboard upon User's request within the
following condition: all keyboardProperties supported by HMI
must be embodied in HMI_capabilities.json file. In this case
SDL are able to compare keyboardProperties requested by
mobile device with actual supported keyboardProperties and
send to HMI only that are supported.

use default keyboardProperties - parameter in case SDL
transfers Ul.SetGlobalProperties request with omitted or empty
keyboardProperties param to HMI.

Important Note: If HMI-defined VR commands are accessible
together with those provided by SDL via VR.AddCommand, HMI
must:

® add the corresponding VR HMI-defined commands to the list
of VR help items provided by SDL via Ul.SetGlobalProperties

m display the complete list of available VR commands (SDL-
defined and HMI-defined ones) when the User activates VR.

3. Respond to the request.



PARAMETERS

NAME

vrHelpTitle

vrHelp

menuTitle

menulcon

keyboardPropert

ies

applD

TYPE

String

Common.VrHelplt

em

String

Common.Image

Common.Keyboar

dProperties

Integer

MANDATORY

false

false

false

false

false

true

ADDITIONAL

maxlength: 500

array: true
minsize: 1

maxsize: 100

maxlength: 500


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vrhelpitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vrhelpitem
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#keyboardproperties
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#keyboardproperties

RESPONSE

RESULT

Success

Failure

Failure

Failure

DESCRIPTI
ON
SUCCESS:
HMI has set
the
requested
properties.
INVALID_ID:a
ppID is not
valid

(e.g.does not

exist)
INVALID DAT
A: The data
sent is
invalid
(invalid JSON
syntax or
parameters
out of

bounds or of
wrong type)
GENERIC_ER
ROR: The
unknown
issue
occurred or
other codes
are not

applicable.

MESSAGE
TYPE
WEBSOCKE
T

JSON

response

JSON

response

JSON

response

JSON

response

MESSAGE
TYPE D e
BUS
Method

code: 0
return
Method

code: 13
return
Method

code: 11
return
Method

code: 22
return



NOTE

In case HMI does not respond SDL's request during SDL-default
timeout (10 sec), SDL will return GENERIC_ERROR result code to
the corresponding mobile app's request. Please see Result
Enumeration for all SDL-supported codes.

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

SetGlobalProperties for active app on HMI with VR activation

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#result
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#result

1)
=l
T
E
=

HMI_VR

applD_1 application
is active on HMI.

Ul.SetGlobalProperties {params}

Ly

| Params:

| {vrHelpTitle: “VR Help". Save the SetGlobalProperties

| vrHelp: {"Yes", “No", “Skip"}, requested data associating it with applD.
| applD: applD_1)

Change nothing
on the display.

UlL.SetGlobalProperties {code: 0} T

The User starts VR session.

OnSystemContext {VRSESSION}

|
|
|
VR.Started :
|
|
|
|
1

sent via Ul. SetGlobalProperties
and associated with applD_1:

VR Help I

Skip |

[
I
|
| No |
|
L

The User terminates
VR session.

VR.Stopped

Close popup with
VR help items.

OnSystemContext {MAIN}

l@
|
|
|
|
e
|
|
|
¢
|

: Display popup with VR help items B
|
|
|

|

|
|
|
|
|
|
|
|

|

|
|
|
¢
|
|
|

|
|
e
|
|
|



Example Request



"id" : 116,

"jsonrpc" :

"method" :

"params" :

{
"vrHelpTitle" :
“vrHelp" :

[
{

“text" :
"image" :

[

]
1
{

"text" :
"image" :

[

osition" :

]
},
{

"text" :
"image" :

[

osition" :

Il
"position" :
H
{

“text" :
"image" :

[

1,
"position" :
}
]

"appID" : 53880
¥

: DYNAMIC

: DYNAMIC

: DYNAMIC

: DYNAMIC




Example Response

{
"id" : 116,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 116,
"jsonrpc" :
"error" :
{
"code" : 11,
"message" :

"data" :

{

"method" :




SetMediaClockTimer

Type

Function

Sender

SDL

Purpose

Set a value and update mode for the media clock of a media
application.

The Ul.SetMediaClock timer request indicates either an initial value for the
media clock timer for a media application or an update to this value. The
request may come for the application which is not currently active on the HMI.

REQUEST

MUST

1. Perform the update type indicated by the updateMode
parameter:

° |If the application is not active, the HMI must still store the
values to be calculated for later display on the HMI.

° If the application is active, the updates must begin
immediately.



2. Exhibit the following behavior based on the updateMode
parameter:

°© COUNTUP/COUNTDOWN modes:

m Start counting up or down from the requested startTime
value with a step of 1 second,;
®m Continue counting up or down until:

® The next request of SetMediaClockTimer with appropriate
parameters comes;
m Zero is reached in the case of COUNTDOWN.

° PAUSE mode:

®m Pause the timer that is counting up or down;
m |f startTime or endTime parameters are provided, the values
must be updated on the HMI.

° CLEAR mode:

m Clear startTime to 00:00:00 in the case that the startTime
parameter is not provided in the request, otherwise,
startTime must be updated with a new value. It is up to HMI
to determine the way the media clock timer is cleared:
either to remove it from display or to set it to zero.

3. Respond with the result code (see response section)
correspondingly to the results of this RPC execution.

NOTE

1. SDL will not send this request if the mediaClock field is not
indicated as supported in Ul.GetCapabilities.

2. HMI must remember the mode and the value (continuing to
update it in case of COUNTUP / COUNTDOWN) of the media clock
timer associated with applID and display the accurate values
whenever the applD application is activated after having been
deactivated.

3. Initially, the applD together with other application-related
information is provided by SDL within one of UpdateAppList and
OnAppRegistered RPCs.


https://d83tozu1c8tt6.cloudfront.net/getcapabilities

PARAMETERS



startTime

endTime

Common.TimeFor

mat

Common.TimeFor

mat

false

false

startTime must
be provided
together with
modes:
"COUNTUP",
"COUNTDOWN",
"PAUSE" to HMI.
startTime will be
ignored for
"RESUME", and
"CLEAR".
endTime can be
provided
together with
modes:
"COUNTUP",
"COUNTDOWN",
"PAUSE" to HMI.
To be used to
calculate any
visual progress
bar (if not
provided, this
feature is
ignored). If
endTime is
greater then
startTime for
COUNTDOWN or
less than
startTime for
COUNTUP, then
the request will
return an
INVALID_DATA. e
ndTime will be
ignored for
"PAUSE",
"RESUME", and
"CLEAR".


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#timeformat
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#timeformat
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#timeformat
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#timeformat

updateMode

audioStreamingl

ndicator

applID

Common.ClockUp
dateMode

Common.AudioStr

eaminglndicator

Integer

true

false

true

Enumeration to
control the
media clock. In
case of pause,
resume, or
clear, the start
time value is
ignored and
shall be left out.
For resume, the
time continues
with the same
value as it was
when paused.
Indicates that a
button press of
the Play/Pause
button would
play, pause or
stop the current

playback.


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#clockupdatemode
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#clockupdatemode
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#audiostreamingindicator
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#audiostreamingindicator

RESPONSE

PARAMETERS



Success

SUCCESS:
1. HMI
has
started
counting
up or
down the
media
clock
from the
requeste
d value
(in case
of
COUNTUP
or
COUNTD
OWN
requeste
d mode).
2. HMI
has
paused
the
media
clock
value
(PAUSE
requeste
d mode).
3. HMI
has
resumed
the
media
clock in
the mode
that had
been in
effect
before
pausing,
i.e. has
started

counting

11N Nr

JSON

response

Method

return

code: 0

HMI
must
respond
right
after
the
action
request
ed with
update
Mode
parame
ter has
been
perform
ed.



Failure

IGNORE
D: 1.
Request
with
RESUME
mode
arrives
when the
media
clock is
counting,
already
resumed
or cleared
with the
previous
request.
2.
Request
with
PAUSE
mode
arrives
when the
media
clock is
paused or
cleared
with the
previous

request.

JSON
error

message

Method

return

code: 6

Applica
ble to
this RPC
result

codes.



INVALID
DATA:
The data
sent is
invalid
(invalid
Failure JSON
syntax or
paramete
rs out of
bounds or
of wrong
type)
INVALID_I
D: appID
—— is invalid
(e.q.
doesn’t
exist)
GENERIC_
ERROR:
The
unknown
issue
Failure occurred
or other
codes are
not
applicabl

&,

JSON
Method

error code: 11
return

message

JSON
Method

error code: 13
return

message

JSON
Method

error code: 22
return

message

Sequence Diagrams

SEQUENCE DIAGRAM

SetMediaClockTimer COUNTUP and COUNTDOWN for Full and
Background applications

Applica
ble to
this RPC
result

codes.

Applica
ble to
this RPC
result

codes.

Applica
ble to
this RPC
result

codes.



View Diagram

E

HMLUI

applD_1 application
is active on HMI,

applD_2 application

is in background
Ul.SetMediaClockTimer {applD_1, params (NOT acive) on A
=|
{startTime: Display | 0:15:10 |
{ht_)urs: 0, in mediaClack field
minutes: 15, of applD_1 application
seconds: 10}, and
updateMode: COUNTDOWN} start counting down
with the step of 1 sec.

Ul SetMediaClockTimer {code: 0}

N S ——

|
|
|
|
|
|
|
|
|
|
: Params:
|
|
|
|
|
|
|
|

Params:

{stanTime:
{hours: 0, applD_1 media dock
minutes: 0, is displayed counting down.
seconds: 0},

|
Start incrementing
the value of 0:0:0
with the step of 1 sec

applD_2 application.

[
|
|
[
[
|
[
[
: updateMode: COUNTUF}
|
[
|
[
[
[
|

|
|
|
|
|
|
|
|
|
|
: assotiating it with
|
|
|
T

The User goes to
HMI application menu.

UI.OnSystemContext {HMI_OBSCURED}

BasicCommunication.OnAppDeactivated {appID_1}

The User chooses
applD_2 application.

BasicCommunication,OnAppActivated {applD_2}

BasicCommunication.ActivateApp {applD_2}

Check the data stored
for applD_2.

Display the applD_2:
- Application-related screen

(e.g. 0:01:05) and continue
to count this value up.

BasicCommunication.ActivateApp {code:0}

U1.OnSystemContext {MAIN}

N

/I
|
|
|
|
|
|
|
: - Updated value of media clock
|
|
|
|

1
|
|
|
|
|
|



SEQUENCE DIAGRAM

SetMediaClockTimer Pause and Resume for Active Application

View Diagram

applD_1 application
is active on HMI.

Ul.SetMediaClockTimer {applD_1, params}

Params:

L ——

{hours: 0,
minutes: 0, Display | 0:00:00 |
seconds: 0}, in mediaClock field
updateMode: COUNTUP}) of applD_1 application
and

start counting up

with the step of 1 sec,

|
|
|
|
|
|
|
'
|
| {startTime:
|
|
|
|
|
|
|
|
|

Ul.SetMediaClockTimer {code: 0} |

Ul.SetMediaClockTimer {applD_1, PAUSE} '

applD_1 media clock
is paused
(e.g. 0:02:25).

Ul.SetMediaClockTimer {code: 0}

The paused value of
applD_1 media dock
is displayed

(e.g. 0:02:25).

Ul.SetMediaClockTimer {applD_1, RESUME} ]

al
gl
|

Resume the

applD_1 media dock
and start counting up
from the paused value
(e.g. from 0:02:25),

Ul.SetMediaClockTimer {code: 0} |

SEQUENCE DIAGRAM



SetMediaClockTimer COUNTDOWN for a deactivated application

View Diagram



HMLUL
|

applD_1 application
is active on HMI.

N|

Params:

{startTime
{hours: 1,
minutes: 0
seconds: 0},

|
|
|
|
Ul.SetMediaClockTimer {applD_1, params,
|
|
|
|
|
|
|
|
|

UL.OnSystemContext {HMI_OBSCURED}

i

Display | 1:00:00 |
in mediaClock field

of applD_1 application
and

start counting down
with the step of 1 sec.

The applD_1 application
updated media clock
value is displayed

(e.g. 0:54:45).

The User goes to
HMI application menu.

BasicCommunication.OnAppDeactivated {applD_1}

BasicCommunication.OnAppActivated {applD_1}

BasicCommunication.ActivateApp {applD_1}

UI1.OnSystermContext {MAIN}

The User chooses
applD_1 application.

Check the data stored
for applD_1.

Display the applD_1:

- Application-related screen

- Updated value of media clock
(e.g. 0:45:14) and confinue

to count this value down,

|
|
|
|
|
|
Ul.SetMediaClockTimer {applD_1, CLEAR}
|
|
|
|
|

Ul.SetMediaClockTimer {code: 0}

Clear applD_1
media clock.




Example Request

"id" : 109,
“jsonrpc" :
"method" :

"params" :

{

"startTime" :

{

"hours" : 0,
"minutes" : 18,
"seconds" : 17

I

"updateMode" : ,
"audioStreaminglindicator" :
"applD" : 65146

}
}

Example Response

{
"id" : 109,
"jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}




Example Error

{
"id" : 109,
“jsonrpc" :
"error" :
{
"code" : 11,
"message" :

"data" :

{

"method" :

Show

Type

Function

Sender

SDL

Purpose

Update fields displayed on the HMI for the specified application.



REQUEST

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
. array: true
. Common.TextField o
showsStrings true minsize: 0
Struct
maxsize: 7
i Common.TextAlig
alignment false
nment
graphic Common.Image false
secondaryGraph
] Common.Image false
ic
array: true
Common.SoftButt
softButtons false minsize: 0
on
maxsize: 8
array: true
_ minsize: 0
customPresets String false )
maxsize: 10
maxlength: 500
applD Integer true

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#textfieldstruct
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#textalignment
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#textalignment
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#image
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#softbutton

Sequence Diagrams

SEQUENCE DIAGRAM

Active App shows and is deactivated then reactivated

View Diagram



2]
-
=

Ba

HMI.BasicCommunication

T
|
|
|
|
|
|

)
1

icCommunication.OnAppRegistered {params, appName_1, appID_1}
~

Update the list of

registered applications.

—_————— e W ——— —— — ]

BasicCommunication.OnAppAclivated {applD_1}

1

BasicCommunication.ActivateApp {applD_1}

|

|

.

|

|

|
BasicCommunication.ActivateApp {code:0} |

|
UlL.Show {params, applD_1}

Display
HMI menu
(items / screen)

appName_1

is accessible for choosing
from UI

(in HMI-defined way)

The User chooses
appName_1.

Display the
applD_1 application
related screen.

UL.Show {code:0}

T 17 T [ 7

asicCommunication.OnAppDeactivated {appID_1, PHONEMENU}

NE — —

Store the data related to applD_1
application persistent display.

U1.OnSystemContext {HMI_OBSClIJRED}

Display the applD_1
persistent screen

updated in accordance
with requested parameters
(Show_1 screen)

AN

AN

The User navigates
to HMI phone menu,

BasicCommunication.OnAppActivated {applD_1}

BasicCommunication.ActivateApp {applD_1}

D O S

+
|
|
|
|
|
|
{
|
|
|

>~

i
|
|
|
|
|
|
|
|
|

BasicCommunication.ActivateApp {code:0}

The User chooses
appName_1
(HMI-defined way).

Check the data stored
for the applD_1.

Display the applD_1 related
(Show_1) screen.

UI.OnSystemContext {MAIN}

__i(___)[(
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
L



SEQUENCE DIAGRAM

Inactive App Sends Show

View Diagram

(/2]
=

HMI.BasicCommunication

UL.Show {params, applD_2}

applD_1 application
Is active.

|

applD_2 application

is in background (not active).

]

UL.Show {code:0}

T
|
|
|
|

Storefupdate the data related to applD_2

application persistent display.

The User navigates
to HMI applications menu.

]

BasicCommunication.OnAppActivated {applD_2}

BasicCommunication.ActivateApp {applD_2}

e Y O O

UL.OnSystemContext {MAIN}‘

N S —

The User chooses
appName_2
(HMI-defined way).

|
|
|
|
|
1

Check the data stored
for the applD_2.

]

Display the applD_2
persistent screen

updated in accordance
with requested parameters,

o

|
|
|
|
|
|
|
|



SE

QUENCE DIAGRAM

Show with Soft Buttons

View Diagram

0
o
=

applD_1 application
is active.

Ul.Show {params, applD_1, softButtonID_1}

B —

HMI.Buttons

Storefupdate the data related to applD_1
application persistent display.

Display the updated appID_1
persistent screen
including softButtonlD_1 button

(Show_1 screen),
Ul.Show {code:0} ;

The User presses the
softButtonlD_1 button.

|
Buttons.OnButtonPress {DOWN, CUSTOM_BUTTON, Ct:JstomButtonID_1}

1

The User holds the
softButtonlD_1 button
for more than 2 sec,

|
Buttons.OnButtonEvent {LONG, CUSTOM_BUTTON, CL:lstomButlonID_ﬂ

The User releases the
softButton|D_1 button.

|
Buttons.OnButtonPress {UP, CUSTOM_BUTTON, CustomButtonlD_1}

_—_—_——_—/T-——_——_/T_-—————}T———————)r——_———————— T T T T T T |

1
applD_1 persistent screen
including softButtonlD_1 button
(Show_1 screen) remains being
displayed.




SEQUENCE DIAGRAM

Show Text Fields

View Diagram



(2]
=

Ul.Show {params}

applD_1 application
is aclive.

Params:

{applD_1,
showStrings:

[
{mainField1, "appName"},

I -

Update the applD_1 application

AN

[
{mainField3, )
I}

Ul.Show {code:0}

persistent screen:

appName
non-media

New Line

I
|
|
|
|
|
[
|
|
|
|
: {mainFieldZ, “nan-media"}, POSSIIRONE Schoes:
| {mainField3, “Example”} | |
I ]
; . | appName

: alignment : CENTERED)} | non-media |
| : Example ||
: | |
: UL.Show {code:0} :
oo ]
| |
: Ul.Show {params} :

~
: Params: ’:
| {appID_1. |
| FhwrSinngs: Updgle the applD_1 application B
: {mainFieldd, “New Line’) persisiant screan:
! : | [
: I appName |
| | non-media

| Examgple

: | NewLine
| | |
| I
: Ul.Show {code:0} :
oo ]
| |
: UL.Show {params} :

~
! Params: ':
: {applD_1,
| showStrings: [ ] Update the applD_1 application B
| } persistent screen:
|
| |
| | appName |
| | non-media |
I | Example |
| | New Line |
| |
: Ul.Show {code:0} i
e ]
| |
: Ul.Show {params} :

~
: Params; ’:
| {applD_1, H
| showStrings: Update the applD_1 application [\
|
|
|
|
|
|
|
|
|
|
—
|
|



Example Request



"id" : 120,
"jsonrpc" :
"method" :
"params" :
{

"showStrings" :

[

{

"fieldName" : mainFieldl,
"fieldText" :

1
{

"fieldName" : mediaClock,
"fieldText" :

3
{

"fieldName" : mediaTrack,
"fieldText" :

1
"alignment" : LEFT_ALIGNED,
"graphic" :
{
"value" :
"imageType" : DYNAMIC
}
"softButtons" :
[
{
"type" : BOTH,
"text" :
"image" :

[

: DYNAMIC
1,
"'softButtonID" : 48,
"systemAction" : DEFAULT _ACTION

}

{
"type" : TEXT,
"text" :
"'softButtonID" : 57
}
1
"customPresets" : [
"applD" : 8726




Example Response

{

"id" : 120,

"jsonrpc" :

"result" :

{
“code" : 0,
"method" :

}

}

Example Error

{
"id" : 120,
"jsonrpc" :
"error" :

{
"code" : 22,

"message" :
"data" :

{

"method" :




ShowCustomForm

REQUEST

PARAMETERS

customFormID String true

parentFormID String false

RESPONSE

PARAMETERS

info String false

Example Request

maxlength: 500

maxlength: 500

maxlength:
1000




Example Response

Example Error

Slider

Type

Function

Sender

SDL

Purpose

Display a user controlled slider Ul element.



REQUEST

PARAMETERS

NAME

numTicks

position

sliderHeader

sliderFooter

timeout

applD

RESPONSE

PARAMETERS

NAME

sliderPosition

TYPE

Integer

Integer

String

String

Integer

Integer

TYPE

Integer

MANDATORY

true

true

true

false

true

true

MANDATORY

false

ADDITIONAL

minvalue: 2

maxvalue: 26

minvalue: 1

maxvalue: 26

maxlength: 500

array: true
minsize: 1
maxsize: 26
maxlength: 500
minvalue: 1000
maxvalue:
65535

ADDITIONAL

minvalue: 1

maxvalue: 26



Sequence Diagrams

SEQUENCE DIAGRAM

Slider with static footer displayed closed by timeout

View Diagram

applD application
is active on HMI.

ULSlider {params}

|

|

|

|

|

| T

| |

l N

| Params: |

| { numTicks: 10, '

: position: 3, Display the popup or full

| sliderHeader: "Volume Level", screen slider:

| timeout: 5000,

| applD} | Volume Level |
| I I
| LA |
| [ |
L Ul.OnSystemContext {HMI_OBSCURED} :

N |

: The timeout of B
| 5secis out.

|

| |

|

| Close the slider B
| popup/screen.

|

|

ULSlider {code: 10} I

applD application
is active on HMI.

Ul.OnSystemContext {MAIN}




SEQUENCE DIAGRAM

Slider with dynamic footer aborted

View Diagram



2]
2

Ul.Slider {params}

applD application
is active on HMI.

|
|
»l
Ll
|

|

|

|

|

|

|

|

| Params:

| {numTicks: 5, 1

| position: 2, Display tl_1e popup or full B

: sliderHeader: "Volume Level”, screen slider:
sliderFooter:

| [1/5°, "2/5", “3/5", “4/5", *5/5), | VokmoLowl 'l

| timeout: 10000, L |

| applD} | |

| | 25 |

| [ |

I UI.OnSystemContext {HMI_OBSCURED} !

I i

' The User changes the B

: slider position:

: | Volume Level |

| | I

| I (111 I

|

| | 45 |

| [ J

| T

I i

| The User presses

| HMI-defined ‘Close’

| button.

| T

| |

: Close the slider

| popup/screen,

|

| Ul.Slider {code: 5, position: 4} |

k-——————————— e —— -

|

| applD application

: is active on HMI,

I U1.OnSystemContext {MAIN}

I

|

SEQUENCE DIAGRAM

Slider with OK Button press

View Diagram




(2]
=

Ul.Slider {params}

applD application
is active on HMI,

)
Params: ':
{ numTicks: 10,
position: 3, Display the popup or full
sliderHeader: "Volume Level”, screen shider:
timeout: 5000
' | Volume Level
applD} I
[
Ul.OnSystemContext {HMI_OBSCURED} |
|

—_——_——————e e e — —

Ul.Slider {code: 0, sliderPosition: 7}

UL.OnSystemContext {MAIN}

The User changes
the slider position:
Volume Level |
I
L |

The User presses
HMI-defined 'OK’ button.

Close the slider
popup/screen

applD application
is active on HMI.

_7\_____7[\_
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

-



Example Request

"id" : 133,
“jsonrpc" :
"method" :

"params" :

{

"numTicks" : 5,

"position" : 2,
"sliderHeader" :
"sliderFooter" : [
"timeout" : 10000,
"applD" : 4328

Example Response

{
"id" : 133,
"jsonrpc" :
"result" :

{

"sliderPosition" : 4,
“code" : 0,
"method" :
}
}




Example Error

{

"id" : 133,

“jsonrpc" :

"error" :

{
"code" : 5,
"message" :
"data" :

{

"sliderPosition" : 5

{

"id" : 133,

"jsonrpc" :

"error" :

{
"code" : 13,
"message" :
"data" :

{

"method" :




DiagnosticMessage

Type

Function

Sender

SDL

Purpose



Request current diagnostic messages.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL
minvalue: 0

targetIiD Integer true maxvalue:
65535
minvalue: 0

messagelength Integer true maxvalue:
65535
array: true
minsize: 1

messageData Integer true maxsize: 65535
minvalue: 0

maxvalue: 255

applD Integer true



RESPONSE

PARAMETERS
array: true
minsize: 1
messageDataRe .
Integer true maxsize: 65535
sult
minvalue: 0

maxvalue: 255

Sequence Diagrams

SEQUENCE DIAGRAM

DiagnosticMessage

View Diagram

Vehiclelnfo.DiagnosticMessage{params}

. JUER—

Check data in the
amed ECU.

Vehiclelnfo.DiagnostocMessage {messageDataResult, code: 0}

SOL HMI.Vehiclelnfo
T
|
|
|
I
|
|
|
|
|
|
|
—
|
|



Example Request

"id" : 139,
“jsonrpc" :
"method" :
"params" :

{
“targetID" : 5456

: 1084,
"messageData" : [1,2,3,4,5,6,7,8,9]
}
}

Example Response

{
"id" : 139,
“jsonrpc" :
"result" :

{

"messageDataResult" : [1,2,3,4,5,6],
“code" : O,
"method" :
}
}




Example Error

{
"id" : 139,
“jsonrpc" :
"error" :
{
"code" : 9,
"message" :

"data" :

{

"method" :

GetDTCs

Type

Function

Sender

SDL

Purpose

Request DTCs from vehicle.



REQUEST

PARAMETERS
NAME TYPE
ecuName Integer
dtcMask Integer
applD Integer

RESPONSE

PARAMETERS
NAME TYPE
ecuHeader Integer
dtc String

MANDATORY

true

false

true

MANDATORY

true

false

ADDITIONAL

minvalue: 0
maxvalue:
65535
minvalue: 0

maxvalue: 255

ADDITIONAL

minvalue: 0
maxvalue:
65535
array: true
minsize: 1
maxsize: 15

maxlength: 10



Sequence Diagrams

SEQUENCE DIAGRAM

GetDTCs
View Diagram
SDL HMI.Vehiclelnfo
T T
| |
: Vehiclelnfo.GetDTCs {params} :
I |
: Check DTCs in the
| named locations of
| the named ECU.
| T
: Vehiclelnfo.GetDTCs {ecuHeader, dic, code: 0} :
e |

"id" : 139,
"jsonrpc" :
"method" :

"params" :
{
"ecuName" : 56
: 84,
"applID" : 65645
}




Example Response

{
"id" : 139,
“jsonrpc" :
"result" :

{

"ecuHeader" : 6534,
"dtc" : [
code" : 0,
"method" :
}
}

Example Error

{
"id" : 139,
“jsonrpc" :
"error" :

{

"code" : 9,

"message" :
"data" :

{

"method" :




GetVehicleData

Type

Function

Sender

SDL

Purpose

Get current values of specified vehicle data types.

NOTE

CLOUDAPPVEHICLEID

* An optional parameter used by cloud apps or the policy server to
identify the head unit

* Could be used by a cloud app to identify an incoming connection
from core

* Could be used by a policy server to index cloud app
configurations for a specific head unit

The HMI will have to update this field if the user chooses to reset
this value (in case the vehicle changes owners)



REQUEST

PARAMETERS



gps

speed

rpm

fuelLevel

fuelLevel State

instantFuelCons

umption

externalTemper

ature

vin

prndl

tirePressure

odometer

beltStatus

bodyInformation

deviceStatus

driverBraking

wiperStatus

headLampStatu

S

engineTorque

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false



accPedalPosition

steeringWheelA

ngle

eCallinfo

airbagStatus

emergencyEven
t

clusterModeStat

us

myKey

turnSignal

fuelRange

engineOilLife

electronicParkBr

akeStatus

cloudAppVehicle
ID

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

false

false

false

false

false

false

false

false

false

false

false

false



RESPONSE

PARAMETERS



NAME

gps

speed

rm

fuelLevel

fuelLevel State

instantFuelCons

umption

externalTemper

ature

vin

prndl

tirePressure

odometer

beltStatus

bodyInformation

deviceStatus

driverBraking

wiperStatus

TYPE

Common.GPSData

Float

Integer

Float

Common.Compon

entVolumeStatus

Float

Float

String

Common.PRNDL

Common.TireStat

us

Integer

Common.BeltStat

us

Common.BodyInf

ormation

Common.DeviceS

tatus

Common.VehicleD

ataEventStatus

Common.WiperSt

atus

MANDATORY

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

ADDITIONAL

minvalue: 0
maxvalue: 700
minvalue: 0
maxvalue:
20000
minvalue: -6

maxvalue: 106

minvalue: 0
maxvalue:
25575
minvalue: -40

maxvalue: 100

maxlength: 17

minvalue: 0
maxvalue:
17000000


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#gpsdata
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#componentvolumestatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#componentvolumestatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#prndl
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#tirestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#tirestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#beltstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#beltstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#bodyinformation
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#bodyinformation
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#devicestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#devicestatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vehicledataeventstatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vehicledataeventstatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#wiperstatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#wiperstatus

headLampStatu Common.HeadlLa

false
S mpStatus
. minvalue: -1000
engineTorque Float false
maxvalue: 2000
minvalue: 0
accPedalPosition Float false
maxvalue: 100
steeringWheelA minvalue: -2000
Float false
ngle maxvalue: 2000
eCalllnfo Common.ECalllnfo false
) Common.AirbagSt
airbagStatus false
atus
emergencyEven Common.Emerge
false
t ncyEvent
clusterModeStat Common.Cluster
false
us ModeStatus
myKey Common.MyKey false
. Common.TurnSign
turnSignal false
al
minsize=0
Common.FuelRan
fuelRange false maxsize=100
ge
array=true
minvalue=0
engineOilLife Float false
maxvalue=100
electronicParkBr Common.Electroni
false
akeStatus cParkBrakeStatus
cloudAppVehicle )
String false

ID

Sequence Diagrams

SEQUENCE DIAGRAM


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#headlampstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#headlampstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ecallinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#airbagstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#airbagstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#emergencyevent
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#emergencyevent
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#clustermodestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#clustermodestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#mykey
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#turnsignal
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#turnsignal
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#fuelrange
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#fuelrange
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#electronicparkbrakestatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#electronicparkbrakestatus

GetVehicleData

View Diagram

Example Request

"id" : 139,

"jsonrpc" :

"method" :

"params" :

{
"gps" : true,
"speed" : true,
“fuelLevel State" : true,
"externalTemperature" : true,
"prndl" : true,
"tirePressure" : true,
"odometer" : true,
"beltStatus" : true,
"bodyInformation" : true,
"deviceStatus" : true,
"wiperStatus" : true,
"headLampStatus" : true,
"accPedalPosition" : true




Example Response



{

"id" : 139,

"jsonrpc" :

"result" :

{

"gps" :
{

"longitudeDegrees" : 46.4774700,
"latitudeDegrees" : 30.7326200,
“utcYear" : 2013,
"utcMonth" : 12,
"utcDay" : 31,
"utcHours" : 23,
"utcMinutes" : 50,
"utcSeconds" : 5,
"compassDirection" :
"pdop" : 0.15,
"hdop" : 1.01,
"vdop" : 1.56,
"actual" : true,
"satellites" : 8,
"dimension" :
"altitude" : 47,

"heading" : O,
"speed" : 90

e
"speed" : 90,
"fuelLevel State" : ,
"externalTemperature" : -5,
"prndl" : ,
"tirePressure" :
{

"pressureTelltale" :

"leftFront" : {

"status" :

I

“rightFront" : {
"status" :

}
"leftRear" : {
"status" :
I
"rightRear" : {

"status" :

}
}
"odometer" : 1065,
"beltStatus" :

{




}

}

"driverBeltDeployed" :
"passengerBeltDeployed" :
¥

{
"parkBrakeActive" : false,
"ignitionStableStatus" :
"ignitionStatus" :

I

"deviceStatus" :

{
"voiceRecOn" : false,
"btlconOn" : false,
"callActive" : false,
"phoneRoaming" : false,
"textMsgAvailable" : true,
"battLevelStatus" :
"stereoAudioOutputMuted" : true,
"monoAudioOutputMuted” : false,
"signalLevelStatus" :
"primaryAudioSource" :
"eCallEventActive" : false

odylInformation" :

+
"wiperStatus" : )
"headLampStatus" :
{
"lowBeamsOn" : true,
"highBeamsOn" : false
T
"accPedalPosition" : 80,
"code" : O,
"method" :




Example Error

{
"id" : 139,
“jsonrpc" :
"error" :

{

"code" : 9,

"message" :
"data" :

{

"method" :

GetVehicleType

Type

Function

Sender

SDL

Purpose

Get general information about the vehicle.



REQUEST

PARAMETERS
NAME TYPE MANDATORY
RESPONSE
PARAMETERS
NAME TYPE MANDATORY
Common.VehicleT
vehicleType true

ype

Sequence Diagrams

SEQUENCE DIAGRAM

GetVehicleType

View Diagram

ADDITIONAL

ADDITIONAL


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicletype
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicletype

SDL HMI.BasicCommunication HMI.Vehiclelnfo
| | |
| | |
| ) L | |
| BasicCommunication.OnReady | |
I~ | |
| | |
: Vehiclelnfo.IsReady : :
| | »
| | |
| | Check if module
| | responsible for
| | vehicle information
| | is present and ready.
: Vehiclelnfo.lsReady {available, code: 0} I
|
e F- T T 7
| | |
: Vehiclelnfo.GetVehicleType : :
| | ”
| |
| | Check the
| | requested.
: Vehiclelnfo.lsReady {vehicleType, code: 0}
|
I F— T 7

"id": 21,
"jsonrpc" :
"method" :




Example Response

{
"id" . 21,
“jsonrpc" :
"result" :
{
"vehicleType" :

[

]
: 0,
"method" :
}
}

Example Error

{
“id" : 21,
"jsonrpc" :
"error" :
{
"code" : 9,
"message" :

"data" :

{

"method" :




IsReady

Type

Function

Sender

SDL

Purpose

Request ready state of the Vehiclelnfo Module

REQUEST

NOTE

1. SDL sends Vehiclelnfo.IsReady request after HMI confirms its
readiness via BC.OnReady notification.

2. If HMI responds with "available":false, SDL will not further
communicate over Vehiclelnfo interface with HMI.

3. If HMI does not respond during SDL's default timeout, SDL will
continue to send RPCs over VehicleInfo interface to HMI.



PARAMETERS

The request does not have specific parameters.

RESPONSE

MUST

1. Check whether Vehiclelnfo module is available and ready.

2. Respond correspondingly to results of this check.

PARAMETERS
NAME TYPE
available Boolean

Sequence Diagrams

SEQUENCE DIAGRAM

IsReady

MANDATORY

true

ADDITIONAL



View Diagram

SDL HMI.BasicCommunication HMI.Vehiclelnfo

BasicCommunication.OnReady

| | |

| | |

| | |

K | |

| | |

| | |

| Vehiclelnfo.lsReady | |

} } »

| | |

: : Check if module

| | responsible for

| | vehidle information
| | is present and ready
| Vehiclelnfo.lsReady {available, code: 0} T
_——-—— W ——_—_——_—_—_—_—_—_——_— — — — b—_——_- - - - - -

|

|

|

Example Request

{
"id" : 17,

“jsonrpc" :
"method" :

}

Example Response

"id": 17,
"jsonrpc" :
"result" :

{

"availabe" : true,
"code" : O,
"method" :

}




Example Error

{
"id": 17,
“jsonrpc" :
"error" :
{
"code" : 9,
"message" :

"data" :

{

"method" :

OnVehicleData

Type

Notification

Sender

HMI

Purpose

Inform SDL about changes to subscribed vehicle data values.



NOTE

CLOUDAPPVEHICLEID

* An optional parameter used by cloud apps or the policy server to
identify the head unit

* Could be used by a cloud app to identify an incoming connection
from core

* Could be used by a policy server to index cloud app
configurations for a specific head unit

The HMI will have to update this field if the user chooses to reset
this value (in case the vehicle changes owners)



Notification

PARAMETERS



NAME

gps

speed

rm

fuelLevel

fuelLevel State

instantFuelCons

umption

externalTemper

ature

vin

prndl

tirePressure

odometer

beltStatus

bodyInformation

deviceStatus

driverBraking

wiperStatus

TYPE

Common.GPSData

Float

Integer

Float

Common.Compon

entVolumeStatus

Float

Float

String

Common.PRNDL

Common.TireStat

us

Integer

Common.BeltStat

us

Common.BodyInf

ormation

Common.DeviceS

tatus

Common.VehicleD

ataEventStatus

Common.WiperSt

atus

MANDATORY

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

ADDITIONAL

minvalue: 0
maxvalue: 700
minvalue: 0
maxvalue:
20000
minvalue: -6

maxvalue: 106

minvalue: 0
maxvalue:
25575
minvalue: -40

maxvalue: 100

maxlength: 17

minvalue: 0
maxvalue:
17000000


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#gpsdata
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#componentvolumestatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#componentvolumestatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#prndl
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#tirestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#tirestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#beltstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#beltstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#bodyinformation
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#bodyinformation
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#devicestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#devicestatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vehicledataeventstatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vehicledataeventstatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#wiperstatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#wiperstatus

headLampStatu Common.HeadlLa

false
S mpStatus
. minvalue: -1000
engineTorque Float false
maxvalue: 2000
minvalue: 0
accPedalPosition Float false
maxvalue: 100
steeringWheelA minvalue: -2000
Float false
ngle maxvalue: 2000
eCalllnfo Common.ECalllnfo false
) Common.AirbagSt
airbagStatus false
atus
emergencyEven Common.Emerge
false
t ncyEvent
clusterModeStat Common.Cluster
false
us ModeStatus
myKey Common.MyKey false
. Common.TurnSign
turnSignal false
al
minsize=0
Common.FuelRan
fuelRange false maxsize=100
ge
array=true
minvalue=0
engineOilLife Float false
maxvalue=100
electronicParkBr Common.Electroni
false
akeStatus cParkBrakeStatus
cloudAppVehicle )
String false

ID

Sequence Diagrams

SEQUENCE DIAGRAM


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#headlampstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#headlampstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ecallinfo
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#airbagstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#airbagstatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#emergencyevent
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#emergencyevent
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#clustermodestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#clustermodestatus
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#mykey
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#turnsignal
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#turnsignal
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#fuelrange
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#fuelrange
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#electronicparkbrakestatus
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#electronicparkbrakestatus

OnVehicleData

View Diagram

JSON EXAMPLE NOTIFICATION

{
“jsonrpc" :
"method" :
"params" :
{
"speed" : 60,

"externalTemperature" : -7,
“prndl" : ,
"odometer" : 1066,
"wiperStatus" :
"accPedalPosition" : 70

ReadDID

Type

Function

Sender



SDL

Purpose

Request data from specified DID locations.

REQUEST

PARAMETERS
NAME TYPE
ecuName Integer
didLocation Integer

applID Integer

MANDATORY

true

true

true

ADDITIONAL

minvalue: 0
maxvalue:
65535

array: true
minsize: 1
maxsize: 1000
minvalue: 0
maxvalue:
65535



RESPONSE

PARAMETERS

array: true
Common.DIDResu
didResult | false minsize: 0
t
maxsize: 1000

Sequence Diagrams

SEQUENCE DIAGRAM

ReadDID General Processing

View Diagram

HML.Vehiclelnfo

Vehiclelnfo.ReadDID {ecuName, didLocation, app|D}

v

Check DIDs in the
named locations of
the named ECU.

Vehiclelnfo.ReadDID {didResult, code: 0}

SEQUENCE DIAGRAM


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#didresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#didresult

ReadDID Expanded result

View Diagram

SDL HMI.Vehiclelnfo
T T
| |
: Vehiclelnfo.ReadDID {params} :
: Params: 7
| {ecuName: 45, Check DIDs in the
| didLocation: [1, 2, 3], named locations of
: applD: 65535} the named ECU.
T
! Address: 1:
| DID is accessible and
: may be provided,
| N
| Address: 2:
| contains truncaked
: data.
: Address: 3:
| there is no
! Vehiclelnfo.ReadDID {didResult, code: 0} adequate data.
SaidResuic T TTTTTTTTTTTTTTTTTTTTTTTTTTOC 1

[

{resultCode: SUCCESS,
didLocation: 1,

data: 12345ABCD

h

{resultCode: TRUNCATED_DATA,
didLocation: 2,

data: 12

%

{resultCode: VEHICLE_DATA_NOT_AVAILABLE,
didLocation: 3

}



Example Request

"id" : 158,
“jsonrpc" :
"method" :
"params" :

{

"ecuName" : 1287,
"didLocation" : [35, 48, 182],
“applD" : 93

}




Example Response

{
"id" : 158,
“jsonrpc" :
"result" :
{
"didResult" :
[

{
"resultCode" : SUCCESS,

"didLocation" : 35,
"data" :
+

{
"resultCode" : TRUNCATED_DATA,

"didLocation" : 48,
"data" :
+

{
"resultCode" : INVALID_ID,

"didLocation" : 182
}
]

code" : 0,
"method" :

}




Example Error

{
"id" : 158,
“jsonrpc" :
"error" :
{
"code" : 2,
"message" :

"data" :

{

"method" :

SubscribeVehicleData

Type

Function

Sender

SDL

Purpose

Subscribe to periodic vehicle data type updates



REQUEST

PARAMETERS



gps

speed

rpm

fuelLevel

fuelLevel State

instantFuelCons

umption

externalTemper

ature

prndl

tirePressure

odometer

beltStatus

bodylnformation

deviceStatus

driverBraking

wiperStatus

headLampStatu

S

engineTorque

accPedalPosition

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false



steeringWheelA

ngle

eCalllnfo

airbagStatus

emergencyEven
t

clusterModeStat

us

myKey

turnSignal

fuelRange

engineOilLife

electronicParkBr

akeStatus

cloudAppVehicle
ID

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

false

false

false

false

false

false

false

false

false

false

false



RESPONSE

PARAMETERS



NAME

gps

speed

rpm

fuellLevel

fuelLevel_State

instantFuelCons

umption

externalTemper

ature

prndl

tirePressure

odometer

beltStatus

bodyInformation

deviceStatus

driverBraking

wiperStatus

headLampStatu

S

engineTorque

accPedalPosition

TYPE

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

MANDATORY

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

ADDITIONAL


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult

NAME

steeringWheelA

ngle

eCalllnfo

airbagStatus

emergencyEven
t

clusterModes

myKey

turnSignal

fuelRange

engineOilLife

electronicParkBr

akeStatus

cloudAppVehicle
ID

TYPE

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Sequence Diagrams

SEQUENCE DIAGRAM

SubscribeVehicleData

MANDATORY

false

false

false

false

false

false

false

false

false

false

false

View Diagram

ADDITIONAL


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult

Example Request

"id" : 139,
“jsonrpc" :
"method" :

"params" :
{
"gps" : true,
"speed" : true,
“fuelLevel State" : true,
"externalTemperature" : true,

“prndl" : true,
"tirePressure" : true,
"odometer" : true,
"beltStatus" : true,
"bodylnformation" : true,
"deviceStatus" : true,
"wiperStatus" : true,
"headLampStatus" : true,
"accPedalPosition" : true




Example Response



{
"id" : 139,
"jsonrpc" :
"result" :

{

{
"dataType" :

"resultCode" :

},

gps

"speed" :

{
"dataType" :
"resultCode" :

fi-

“fuelLevel State" :

{
"dataType" :
"resultCode" :

},

"externalTemperature" :

{
"dataType" :
"resultCode" :

fi-

“prndl" :

{
"dataType" :
"resultCode" :

},

"tirePressure" :

{
"dataType" :
"resultCode" :

}

"odometer" :

{
"dataType" :

"resultCode" :

},

"beltStatus" :
{




"dataType" :
"resultCode" :

},

"bodylnformation" :

{
"dataType" :

"resultCode" :

},

"deviceStatus" :

{
"dataType" :

"resultCode" :

},

"wiperStatus" :
{
"dataType" :
"resultCode" :

},

"headLampStatus" :

{
"dataType" :

"resultCode" :

},

"accPedalPosition" :

{
"dataType" :
"resultCode" :

},

"code" : O,
"method" :




Example Error

{
"id" : 139,
“jsonrpc" :
"error" :
{
"code" : 6,
"message" :

"data" :

{

"method" :

UnsubscribeVehicleData

Type

Function

Sender

SDL

Purpose

Unsubscribe from periodic vehicle data type updates



REQUEST

PARAMETERS



gps

speed

rpm

fuelLevel

fuelLevel State

instantFuelCons

umption

externalTemper

ature

prndl

tirePressure

odometer

beltStatus

bodylnformation

deviceStatus

driverBraking

wiperStatus

headLampStatu

S

engineTorque

accPedalPosition

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false



steeringWheelA

ngle

eCalllnfo

airbagStatus

emergencyEven
t

clusterModeStat

us

myKey

turnSignal

fuelRange

engineOilLife

electronicParkBr

akeStatus

cloudAppVehicle
ID

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

false

false

false

false

false

false

false

false

false

false

false



RESPONSE

PARAMETERS



NAME

gps

speed

rpm

fuellLevel

fuelLevel_State

instantFuelCons

umption

externalTemper

ature

prndl

tirePressure

odometer

beltStatus

bodyInformation

deviceStatus

driverBraking

wiperStatus

headLampStatu

S

engineTorque

accPedalPosition

TYPE

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

MANDATORY

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

ADDITIONAL


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult

NAME

steeringWheelA

ngle

eCalllnfo

airbagStatus

emergencyEven
t

clusterModes

myKey

turnSignal

fuelRange

engineOilLife

electronicParkBr

akeStatus

cloudAppVehicle
ID

TYPE

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Common.VehicleD

ataResult

Sequence Diagrams

SEQUENCE DIAGRAM

UnsubscribeVehicleData

MANDATORY

false

false

false

false

false

false

false

false

false

false

false

View Diagram

ADDITIONAL


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#vehicledataresult

SEQUENCE DIAGRAM

UnsubscribeVehicleData unexpected disconnect

View Diagram

Example Request

"id" : 139,

“jsonrpc" :

"method" :

"params" :

{
"gps" : true,
"speed" : true,
“fuelLevel State" : true,
"externalTemperature" : true,
"prndl" : true,
"tirePressure" : true,
"odometer" : true,
"beltStatus" : true,
"bodylnformation" : true,
"deviceStatus" : true,
"wiperStatus" : true,
"headLampStatus" : true,
"accPedalPosition" : true




Example Response



"dataType" :
"resultCode" :

},

"speed" :

{
"dataType" :
"resultCode" :

iy

“fuelLevel State" :

{
"dataType" :

"resultCode" :

},

"externalTemperature

{
"dataType" :

"resultCode" :

i

“prndl" :

{
"dataType" :
"resultCode" :

},

"tirePressure" :

{
"dataType" :
"resultCode" :

},

"odometer" :

{
"dataType" :

"resultCode" :

},

"beltStatus" :

{
"dataType" :




"resultCode" :

fi-

"bodyInformation" :

{
"dataType" :
"resultCode" :

},

"deviceStatus" :

{
"dataType" :
"resultCode" :

},

"wiperStatus" :

{
"dataType" :

"resultCode" :

},

"headLampStatus" :

{
"dataType" :
"resultCode" :

}

"accPedalPosition" :

{
"dataType" :

"resultCode" :

i

"code" : O,
"method" :




Example Error

{
"id" : 139,
“jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :

AddCommand

Type

Function

Sender

SDL

Purpose

Add a command for voice recognition



REQUEST

If the application sends AddCommand with the vrCommands parameter
then SDL must maintain a list of the added vrCommands .

For each AddCommand, only the first item in the vrCommands array shall be
added to the list.

Whenever the internal list of added vrCommands is updated SDL must:
construct the vrHelp and helpPrompt parameters using the data from the
list SDL created internally

send these parameters to the HMI via the SetGlobalProperties RPC

PARAMETERS
minvalue: 0
cmdID Integer true maxvalue:
2000000000
array: true
minsize: 1
vrCommands String true
maxsize: 100
maxlength: 99
Common.VRCom
type true
mandType
minvalue: 0
grammarliD Integer true maxvalue:
2000000000

applD Integer false


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vrcommandtype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vrcommandtype

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

AddCommand

View Diagram



[ —— —— o T —

1
Sending a top-level D |
menu command )

AddCommand (menuParams, VRSynonyms[]. c~deD)
a

»

Makes the check for
uniquness
Assign grammarlD to

VRSynonyms

Ul.AddCommand (menuParams, cmdID)

>

VR.AddCommand (cmdID, VRSynonyms]], "Command”, grammariD)

>

SUCCESS:UI. AddCommand VR compiles the
grammar based on the

data received. Stores
SUCCESS:VR.AddCommand the data

SUCCESS:AddCommand - - -

Activates VR session

Speaks a command which was stored before with grammarlD and cmdID values

»

Acommand is
recognized on
VR side

VR.OnCommand(grammariD, cmdID)

Recognizes the source
of the command
OnCommand(cmdID, "VR")
<___ ______

SEQUENCE DIAGRAM

Ul.AddCommand returns SUCCESS, VR.AddCommand fails

View Diagram



app SDL

AddCommand (Ul + VR, cmdID:123) ———»|

M= ———— AddCommand(GENERIC_ERROR) —————

SEQUENCE DIAGRAM

| [ HHLVR

Ul AddCommand (cmdID:123) |

VR AddCommand (cmdID:123) —————————————

WS = o e e e o ULAddCommand(SUCCESS) = = = = = =

[ e e e e VR.AddCommand(GENERIC_ERROR)
Ul.DeleteCommand (cmdID:123) ———

B Bttt Ul.DeleteCommand(SUCCESS)

Ul.AddCommand returns SUCCESS, VR.AddCommand no response

View Diagram

app SDL

AddCommand (Ul + VR, cmdID:123) ————]

<_ _____

No
VR.AddCommand_re
sponse by timeout

| [ HULVR

Ul.AddCommand (cmdID:123) ———]

VR.AddCommand (cdeD:1é3)—>

-Ul.AddCommand(SUCCESS) ——————

G e e AddCommand(GENERIC_ERROR) ————~—

S ———— Ul.DeleteCommand(SUCCESS)

Ul.DeleteCommand (cmdID:123) =




SEQUENCE DIAGRAM

Ul.AddCommand fails, VR.AddCommand returns SUCCESS

anp

SEQUENCE DIAGRAM

s> ]

AddCommand (Ul + VR, cmdID:123) =9/

< - AddCommand(REJECTED)~————

View Diagram

Ul.AddCommand (cmdID;123 ) ———»}
1
1
VR.AddCommand (cmdlD:123) —————————p
1

= e e e UlLAddCommand(REJECTED) = == = == A

VR.DeleteCommand (cmdID:123) =

e VRADeleteCommand(SUCCéSS) ———————————— -
1

Ul.LAddCommand no response, VR.AddCommand returns SUCCESS

View Diagram



H
Z
£
:

AddCommand (Ul + VR, cmdID:123) ———»,

: Ul.AddCommand (cmdID:123) ————;
|

| 1
i

VR.AddCommand (cmdlD:fZB)—b
]

S VR AddCommand(SUCCESS) ————————————— -

No
UlLAddCommand_res
ponse by timeout

VR.DeleteCommand (cmdID:123) ———————————9!

i
i<— ————————————— VR DeleteCommand(SUCCESS) —————=—=————=——=
|

"id" : 119,
"jsonrpc" :
"method" :
"params" :
{
"cmdID" : 4365,
"vrCommands" :

[

]

"grammariD":123,
“applD" : 64467

}




Example Response

{
"id" : 119,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id": 119,
"jsonrpc" :
"error" :
{
"code" : 13,
"message" :

"data" :

{

"method" :




ChangeRegistration

Type

Function

Sender

SDL

Purpose

Change the language for voice recognition.

REQUEST

PARAMETERS
NAME TYPE
vrSynonyms String
Common.Languag
language

e

applD Integer

MANDATORY

false

true

true

ADDITIONAL

array: true
minsize: 1
maxsize: 100

maxlength: 40


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

RESPONSE

PARAMETERS

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

ChangeRegistration

View Diagram



o
=}
=
T
E
<
Y

HMI_BasicCommunication

BasicCommunication.OnReady

VR.IsReady

VR.IsReady {code: 0, available: true}

VR.GetCapabilities

VR.GetCapabilities {code: 0, params}

—_— -y

VR.GetSupportedLanguages

—_— -y

VR.GetSupportedLanguages {code:0, languages}

VR.GetLanguage

Check current HMI
VR language.

VR.GetLanguage {code: 0, language: EN-US}

[

|

|
BasicCommunication.OnAppRegistered {applD, params, languageDesired: FR-CA}

T
|
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
=
A

Store the applD application
related data.

VR.ChangeRegistration {app|D, language: EN-US}

T

|

|

|

|

| T
¥ |

|

|

|

|

|

|

|

|
Update the applD application
related data with new

VR language

VR.ChangeRegistration {code: 0}

S Iy i s R s R iy R o

Example Request

“id" : 206,
"jsonrpc" :
“method" :
"params" :

{

"language" :
"applD" : 13264
}




Example Response

{
"id" : 206,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 206,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




DeleteCommand

Type

Function

Sender

SDL

Purpose



Remove a voice recognition command from the application's context.

REQUEST
PARAMETERS

NAME TYPE

cmdID Integer

. Common.VRCom

ype mandType

grammarlD Integer

appID Integer
RESPONSE
PARAMETERS

MANDATORY

true

true

true

true

This RPC has no additional parameter requirements

Sequence Diagrams

SEQUENCE DIAGRAM

ADDITIONAL

minvalue: 0
maxvalue:
2000000000

minvalue: 0
maxvalue:
2000000000


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vrcommandtype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vrcommandtype

DeleteCommand

View Diagram

Application with
applID requested to
add VR command

Makes the check for

uniguness
Assign grammariD to
VRSynonyms

VR.AddCommand (cmdID, VRCommands[], "Command", grammariD, appID)

VR compiles the
grammar based on the
data received. Stores
SUCCESS:VR.AddCommand the data

<_ ___________________________________________

Application or SDL
requests to remove

VR command (e.g
because of Ul
portion of
AddCommand
failed)
VR.DeleteCommand (cmdID, type:"Command” grammariD, appID

VR cleans up

appropriate VR

SUCCESS:VR DeleteCommand Sommand da

<_ ___________________________________________

Example Request

"id" : 147,
"jsonrpc" :
"method" :
"params" :

{

"cmdID" : 4365,
"type":
“grammariD":13,

"applD" : 8764

}
}




Example Response

{
"id" : 147,
“jsonrpc" :
"result" :

{
"code" : 0,
"method" :

}

}

Example Error

{
"id" : 147,
"jsonrpc" :
"error" :
{
"code" : 13,
"message" :

"data" :

{

"method" :




GetCapabilities

Type

Function

Sender

SDL

Purpose

Inform SDL of the VR capabilities of the vehicle.

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL



RESPONSE

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
array: true
Common.VrCapab
vrCapabilities false minsize: 1

ilities .
maxsize: 100

Sequence Diagrams

SEQUENCE DIAGRAM

GetCapabilities

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vrcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#vrcapabilities

HMLVR |

<——BC.OnReady

VR.IsReady

Check the
presence and
readiness of VR
module to
communicate with
SDL

S e e o e e s o o SUCCESS.VR.IsReady(available:trug) - = === —=—=—
1
I

VR GetCapabmtles

Return VR
Capabilities

S e o e SUCCESS.VR.GetCapabilities(vrCapabilities[]) ===—===

Example Request

{

}

“id" : 9,

"jsonrpc" :
"method" :




Example Response

{
"id" : 9,
“jsonrpc" :
"result" :

{

"vrCapabilities" : [TEXT],
code" : 0,
"method" :
}
}

Example Error

{
"id": 9,
"jsonrpc" :
"error" :

{
"code" : 11,

"message" :
"data" :

{

"method" :




GetLanguage

Type

Function

Sender

SDL

Purpose

Get the current voice recognition language

REQUEST

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL



RESPONSE

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
Common.Languag
language true

e

Sequence Diagrams

SEQUENCE DIAGRAM

GetLanguage

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

HMI_ VR HMI_BasicCommunication

I
BasicCommunication.OnReady

VR.IsReady '

Check if VR module is
present on HMI and working

VR.IsReady {code:0}

Ul.GetLanguage

Check the current
HMI VR language.

Ul.GetLanguage {code:0, language}

“T“"""T""_“_T"_ g

Example Request

{
“id" : 110,

“jsonrpc" :
"method" :

}

Example Response

"id" : 110,
"jsonrpc" :
"result" :

{

"language" :
"code" : O,
"method" :

}




Example Error

{
"id" : 110,
“jsonrpc" :
"error" :

{
"code" : 22,

"message" :
"data" :

{

"method" :

GetSupportedLanguages

Type

Function

Sender

SDL

Purpose

Get the supported VR languages



REQUEST

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
array: true
Common.Languag o
languages true minsize: 1

e
maxsize: 100

Sequence Diagrams

SEQUENCE DIAGRAM

GetSupportedLanguages

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

SDL HMI.BasicCommunication HMLVR

BasicCommunication.OnReady

| | |

| | |

| I |

[ | |

| | |

| I |

| VR.IsReady | |

| | |

| | 1

| | Check the presence

: : and availability
f VR module.

| VR.IsReady {available, code: 0} | ° ue

e _———————————- — — -

| | |

| I |

| VR.GetSupportedLanguages | |

| | |

| | .

: | Check the VR

| | supported languages.

| VR.GetSupportedLanguages {params, code: 0} ;

N e ek N

|

|

|

Example Request

{
“id" : 18,

"jsonrpc" :
"method" :

}

Example Response

"id" : 18,
“jsonrpc" :
"result" :

{

"languages" : [AR-SA, DE-DE, EN-GB, EN-US, ES-ES, FR-FR, IT-IT],
"code" : 0O,
"method" :

}




Example Error

{
"id" : 18,
“jsonrpc" :
"error" :
{
"code" : 11,
"message" :

"data" :

{

"method" :

IsReady

Type

Function

Sender

SDL

Purpose

Request ready state of VR Module



REQUEST

NOTE

1. SDL sends VR.IsReady request after HMI confirms its readiness
via BC.OnReady notification.

2. If HMI responds with "available":false, SDL will not further
communicate over VR interface with HMI.

3. If HMI does not respond during SDL's default timeout, SDL will
continue to send RPCs over VR interface to HMI.

PARAMETERS

The request does not have specific parameters.

RESPONSE

MUST

1. Check whether VR module is available and ready.



2. Respond correspondingly to results of this check.

PARAMETERS

available Boolean true

Sequence Diagrams

SEQUENCE DIAGRAM

IsReady

View Diagram



<——BC.OnReady

VR.IsReady >

Check the
presence and
readiness of VR
module to
communicate with
SDL

LSS e e e e e SUCCESS:VR.IsReady(available:trug) - = === ——=———

Example Request

{
"id" : 45,
"jsonrpc" :

"method" :

}

Example Response

{
"id" : 45,
“jsonrpc" :
"result" :

{

"availabe" : true,
code" : 0,
"method" :
}
}




Example Error

{
"id" : 45,
“jsonrpc" :
"error" :
{
"code" : 11,
"message" :

"data" :

{

"method" :

OnCommand

Type

Notification

Sender

HMI

Purpose

Inform SDL that an application's VR command was recognized.



Notification

PARAMETERS
minvalue: 0
cmdID Integer true maxvalue:
2000000000
applD Integer true

Sequence Diagrams

SEQUENCE DIAGRAM

OnCommand

View Diagram



R T— = [Eaw ] [ EE ]

T
]
Sending a top-level D !
menu command !
AddCommand (menuParams, VRSynonyms[]. cmdID)
1
Makes the check for
uniquness
Assign grammariD to
VRSynonyms

Ul AddCommand (menuParams, cmdID)

»
>

VR.AddCommand (cmdID, VRSynonyms[], "Command"”, grammariD)

SUCCESS:UILAddCommand VR compiles the
<_ ____________________________ gramma'based on the
& data received. Stores
SUCCESSVR.AddCommand the data
SUCCESS:AddCommand S T T T EE S
€ ;
| Activates VR session
1
i
H
Speaks a command which was stored before with grammarlD and cmdID values
H >
T »
i
! A command is
1 recognized on
! VR side
) VR.OnCommand(grammariD, cmdID)
1
e Etet bty
Recognizes the source
of the command
OnCommand(cmdID, "VR") E
P R B S S L ] i

JSON EXAMPLE NOTIFICATION

{

“json :

"method" :

"params" :

{

"emdID" : 4365,

"grammariD" : 11,
"applD" : 12564

}




OnLanguageChange

Type

Notification

Sender

HMI

Purpose

Inform SDL that the language of the VR engine has changed.

Notification

PARAMETERS

Common.Languag
language true
e

Sequence Diagrams

SEQUENCE DIAGRAM


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#language

OnLanguageChange

View Diagram

Current TTS+VR
Language isEN-US

applD application registered with
EN-US TTS+VR language

Switched HMI display language to FR-CA ————=>

= VR.OnLanguageChanged("FR-CA")

Unregisteres applD which
language is different from
current on VR, notifies mobile
side about ungegistering with
the LANGUAGE_CHANGE
reason

BC.OnAppUnregistered(applD) ——=%
1

Cleans up data
associated with
applD

Application re-
registers with
other language

Show layout
according to
HMI workflow

l— OnAppRegistered(applD, params, "FR_CA") —=>




JSON EXAMPLE NOTIFICATION

{
"jsonrpc" :
"method" :
"params" :

{
"language" :
}
}

Performlnteraction

Type

Function

Sender

SDL

Purpose

Perform a VR interaction with the User.



REQUEST

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
array: true
Common.TTSChu o
helpPrompt ’ false minsize: 1
n
maxsize: 100
array: true
Common.TTSChu
initialPrompt g false minsize: 1
n
maxsize: 100
array: true
Common.TTSChu
timeoutPrompt g false minsize: 1
n
maxsize: 100
timeout Integer true
array: true
minsize: 1
maxsize: 100
grammarlD Integer false )
minvalue: 0
maxvalue:
2000000000

applD Integer true


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#ttschunk

RESPONSE

PARAMETERS
minvalue: 0
choicelD Integer false maxvalue:
2000000000

Sequence Diagrams

SEQUENCE DIAGRAM

Performinteraction in VR Mode completed successfully

View Diagram



SDL HMILUIL HMITT HMLVR

| | |
| | |
applD application I | I
has requested | | |
Performinteraction of | | |
VR_ONLY | | |
T VR Performinteraction {initialPrompt, timeoutPrompt, timeout, grammarlD} |
L L L ol
| | | .
| | | Store values of initial/ help/
| Ul.Performinteraction {applD. VrHelpltems} I | ftimeout prompts and the
L » | timeout. Start counting timeout.
| | | T
: : : Start VR session
| | | Start counting
HMI-defined timeout.
| | |
L VR.Started i 1 r
| | | |
L TTS.Started i | |
| L . |
| |
) Speak
: Display VRHelpltems. ﬁ initialPrompt. [l‘ :
L U1.OnSystemContext {VRSESSION} X i :
| | | |
L TTS.Stopped i H |
: Ul.Performinteraction {code: 0} : :
—_—_——————e—e e ——— | | Timeout.
| | |
L TT8.Started | |
| | |
| | Speak |
: : timeoutPrompt. :
L TTS.Stopped 1 |
| | | |
| | |
| I | The User
| | speaks the
| Close dialog with | choice synonym.
| VR help items. |
| | |
: : : Clear values of
| | | initial/ help/ timeout
| | | prompts and the
| | | timeout
| VR.Performinteraction {code: 0, choicelD} | T
- . e 4
| |
| |
| |

SEQUENCE DIAGRAM

Performlnteraction in Manual Only Mode completed successfully

View Diagram



123
O
=
T
=
S

applD application
has requested
Performinteraction of
MANUAL_ONLY

T VR.Performinteraction {initialPrompt, timeoutPrompt, timeout}

HMLTTS

Ul.Performinteraction {params}

Ly L

| Params:

| {initialinteraction Text: “Text",
| cholceSet:
| [{choicelD_1, menuName_1},

Display initialinteractionText
and choices.

| {choicelD_2, menuName_2}], T

: timeout, :

1D,
| appiO} VR.Performinteraction {code:0}
T fTTTTTT T T
| TTS.Started | |
S + {
| |
| UL.OnSystemContext {HMI_OBSCURED} |
:\ : InitialPrompt.
:( TTS.Stopped ! !
| | |
| | |
| | |
| | |
I TTS.Started | '
S + |
| |
: : Speak
| | timeoutPrompt.
:( TTS.Stopped ! !
| |
! The User chooses '
: menuName_2. :
| T |
| | |
| | |
— |
| |
| |
| Performinteraction |
| dialog. |
D UI.OnSystemContext {MAIN} ; :
I | |
| |

SEQUENCE DIAGRAM

Performinteraction in Both Mode times out

View Diagram

Store values of
initial/ help/ imeout
prompts and the
timeout.

Clear values of
initial/ help/ imeout
prompts and the
timeout.




SDL HMLUIL HMLTTS HMLVR
i | | i
applD application | : :
has requested l | |
Performinteraction of : | |
BOTH | | |
VR.Performinteraction {initialPrompt, timeoutPrompt, timeout, grammariD} |
! »

Ul.Performinteraction {applD, VrHelpltems, shoiceSet, timeout}

Store values of initial/ help/
ftimeout prompts and the
timeout. Start counting timeout.

Start VR sesslon.
Start counting
HMI-defined timeout.

TTS.Stopped

Timeout.

Ul.Performinteraction {TIMEOUT}

Clear values of
initial/ help/ timeout
prompts and the
timeout.

|
|
|
|
L
|
|
|
|
|
L VR.Started !
! TTS.Started [
k |
! |
! |
Speak
: Display VRHelpltems. initialPrompt. :
P U1.OnSystemContext {VRSESSION} T ; :
1
L TTS.Stopped | ! :
| | |
| : : Timeout.
! |
’ TTS. Started | .
| | |
| | Speak |
| | timeoutPrompt. |
D TTS.Stopped | |
: j
|
| : HMI-defined-
| Closa dialog with | VR-session limeout
| VR help items. |
: , | |
\ | |
| VR.PerformInteraction {T' IMEOUT} | |
lk— ————————————————————————————— Fm————————— o ——— 4
|
! Display choices. | Start counting
: Start timeout. | timeout.
|
L U1.0nSystemContext {HMI_OBSCURED} : [
| : | | N\
| | | Timeout.
L TTS.Started | l
, | :
! | | |
I | |
| | Speak I
: | timeoutPrompt. |
K | '
| T
|
|
|
|
:&
|



"id" : 79,

“jsonrpc" :
"method" :
"params" :

{
“initialPrompt" :
[
{

"text" :
Iltypell :

1)

"helpPrompt" :
[
{

"text" :
Iltypell :
}
{
"text" :
Iltypell :

},
{

"text" :
Iltypell :

1)

“timeoutPrompt" :
[
{

"text" :
Iltypell :

[}

“timeout"” : 10000,
"grammarlD" : 245,
"applD" : 101




Example Response

{
"id" : 79,
“jsonrpc" :
"result" :

{

"choicelD" : 2416,
code" : 0,
"method" :
}
}

Example Error

{
"id": 79,
"jsonrpc" :
"error" :
{
"code" : 10,
"message" :

"data" :

{

"method" :




Started

Type

Notification

Sender

HMI

Purpose

Inform SDL about the start of a VR session

Notification

Sequence Diagrams

SEQUENCE DIAGRAM

Started on PTT Button Press

View Diagram



VR.AddCommand {code: 0}

cmdID_1 and cmdID_2

o VR

HMILUI HMLVR
[ I
applD_1 application :
is active on HMI and |
is streaming audio. |
T |
VR.AddCommand {params, cmdID_1, appID} : :
I “1
| |
VR.AddCommand {params, cmdID_2, applD} : :
[ “1
: Add synonyms of
|
|
|

]

I

|

|

|

|

|

|

|

[

|

|

|

[

|

|

|

|

|

- T | 1

| | |

| VR.AddCommand {code: 0} ! !

| | |
i ettt

| |

| | The User presses
| | PTT button.

| |

|

: Display the dialog Activate VR

| with VR help items. (start listenning).
|

| | |

| VR.Started | |

~ I |

| | |

| | |

| U1.OnSystemContext {VRSESSION} | |

:\ : The User speaks
| | the synonym of

| | cmdID_1 command.
| | T

| |

| | The command of cmdID_1
| | is recognized,

| |

| VR.OnCommand {cmdID_1, applD} | T

~ 1

|

| Close the dialog Deactivate VR
| with VR help items. (stop listenning).
|

| VR.Stopped | |

~ I 1

| | |

| | |

| UI.OnSystemContext {MAIN} | |

~ 1 |

| | |

| | |

Example Notification

AN

{

"jsonrpc" : "2.0",

“Tjson

"method" : "VR.Started",

}



Stopped

Type

Notification

Sender

HMI

Purpose

Inform SDL about the end of a VR session.

Notification

Sequence Diagrams

SEQUENCE DIAGRAM

Stopped when VR session ends

View Diagram



SDL HMIUI HMLVR
I

applD_1 application
is active on HMI and
is streaming audio.

T

VR.AddCommand {params, cmdID_1, appID}

I
|
|
|
|
|
|
|
/]
|
|
|

VR.AddCommand {params, cmdID_2, appID}

A

Add synonyms of
cmdID_1 and cmdID_2

to VR
VR.AddCommand {code: 0} :
____________________________________ r—— -7 71
| |
VR.AddCommand {code: 0} ! '
| | |
i Fo—---—oooo-
| |
| | The User presses
| | PTT button.
| |
|
: Display the dialog Activate VR
| with VR help items (start listenning).
|
| | |
| VR.Started | |
[~ [ |
| | |
| | |
| U1.OnSystemContext {VRSESSION} | |
[~ |
| | The User speaks
| | the synonym of
| | cmdID_1 command.
| | T
| |
| | The command of cmdID_1
| | is recognized
| |
| VR.OnCommand {cmdID_1, applD} | T
[~ 1
|
| Close the dialog Deactivate VR
| with VR help items. (stop listenning).
|
| VR.Stopped | T
[~ [ |
| | |
| | |
| ULOnSystemContext {MAIN} | |
[~ | |
| | |
| | |

Example Notification

{

"jsonrpc" :

"method" :

}




GetCapabilities

Type

Function

Sender

SDL

Purpose

Inform SDL of the Remote Control capabilities of HMI, invoked at
system startup.

GetCapabilities is a request originated by SDL Core after receiving an IsReady
Response from the Remote Control interface. If the HMI responds to
GetCapabilities with the RemoteControlCapabilities parameter, this struct will
overwrite any Remote Control related capabilities that are stored in the hmi_ca
pabilities.json configuration file.

The RemoteControlCapabilities struct will be stored by SDL Core, and used
when a mobile application performs a GetSystemCapability request.

REQUEST

PARAMETERS

This RPC has no additional parameter requirements


https://d83tozu1c8tt6.cloudfront.net/isready
https://d83tozu1c8tt6.cloudfront.net/isready
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#remotecontrolcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#remotecontrolcapabilities
https://github.com/smartdevicelink/sdl_core/blob/master/src/appMain/hmi_capabilities.json
https://github.com/smartdevicelink/sdl_core/blob/master/src/appMain/hmi_capabilities.json
https://github.com/smartdevicelink/sdl_core/blob/master/src/appMain/hmi_capabilities.json
https://github.com/smartdevicelink/sdl_core/blob/master/src/appMain/hmi_capabilities.json
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#remotecontrolcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#remotecontrolcapabilities

RESPONSE

PARAMETERS

NAME TYPE

Common.Remote
remoteControlC
N ControlCapabilitie
apability
s

Sequence Diagrams

SEQUENCE DIAGRAM

GetCapabilities

MANDATORY

false

View Diagram

ADDITIONAL

See
RemoteControlC
apabilities, all
available RC
modules and
buttons shall be

returned


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#remotecontrolcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#remotecontrolcapabilities
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#remotecontrolcapabilities

w
o
=

SDL HMI. BasicCommunication | [ HMIRC

BasicCommunication.OnReady

RC.IsReady

»
>

Check the presence
and availability of
Remote Control

modules
RC.IsReady (available: true)
<_ __________________________________________
RC.GetCapabilities N
Check the Remote!
Control capabilities
of the available
modules
< RC.GetCapabilities (remoteControlCapability)

Example Request

{
"id":22,
"jsonrpc":

"method":

}




Example Response



{

Ilidll:
"json

22,
rpc":

"result": {
“code": O,
"method":
"remoteControlCapability": {
"buttonCapabilities": [

{

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAuvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true




’

"longPressAvailable": true,

"name": ,

"shortPressAvailable": true,
"upDownAuvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

},

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

},

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

Jis

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true

Ji

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true




’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAuvailable": true

’

"longPressAvailable": true,
"name": ,
"shortPressAvailable": true,
"upDownAvailable": true
}
1
“climateControlCapabilities": [
{
"acEnableAvailable": true,
"acMaxEnableAvailable": true,
"autoModeEnableAvailable": true,
"circulateAirEnableAvailable": true,
"currentTemperatureAvailable": true,
"defrostZone": [

’

]

defrostZoneAvailable": true,
"desiredTemperatureAvailable": true,
"dualModeEnableAvailable": true,
"fanSpeedAvailable": true,
"moduleName": ,
"ventilationMode": [

’

’

I
"ventilationModeAvailable": true
}
1,
"radioControlCapabilities": [
{
"availableHDsAvailable": true,
"hdChannelAvailable": true,
"moduleName": ,
"radioBandAvailable": true,
"radioEnableAvailable": true,
"radioFrequencyAvailable": true,
"rdsDataAvailable": true,
"signalChangeThresholdAvailable": true,
"signalStrengthAvailable": true,
''stateAvailable": true




Example Error

{
"id" : 22,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :

GetinteriorVehicleData

Type

Function

Sender

SDL



Purpose

To read RC module status data. The same function is used to subscribe/
unsubscribe to RC module status/setting change notifications.

GetlinteriorVehicleData is a request originated by a Remote Control Mobile
Application.

If the parameter subscribe is setto true , the mobile application has
requested to subscribe to the module data defined by the moduleType
parameter.

SDL maintains the moduleType subscription status as a whole. SDL needs to
subscribe to a module if there is at least one app that subscribes to the module.
SDL needs to unsubscribe from a module if no apps subscribe to the module.

SDL forwards a GetlnteriorVehicleData request to HMI only if there is no cached
data available for the requested moduleType or it needs to unsubscribe to the
module from HMI.

Otherwise, SDL responds to the request with the cached data without
forwarding it to HMI.

The HMI should only return interior vehicle data that corresponds to the request
moduleType . For example, if moduleType = CLIMATE , only return ClimateCo
ntrolData and do not return RadioControlData .

REQUEST

GetlInteriorVehicleData is a request originated by a Remote Control Mobile
Application. The HMI should only return interior vehicle data that corresponds
to the request module type.

For example, if moduleType = CLIMATE , only return ClimateControlData and
do not return RadioControlData .

If the parameter subscribe is set to true, the mobile application has requested
to subscribe to the module data defined by the moduleType parameter.


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#climatecontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#climatecontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#climatecontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#climatecontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#radiocontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#radiocontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#climatecontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#climatecontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#radiocontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#radiocontroldata
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype

PARAMETERS

Common.ModuleT

moduleType true
ype
defvalue="false
subscribe Boolean false
RESPONSE

HMI must return in GetinteriorVehicleData response the current value of the
display mode used in HMI if moduleType = HMI_SETTINGS .

PARAMETERS
Common.Module
moduleData true
Data
isSubscribed Boolean false

Sequence Diagrams

SEQUENCE DIAGRAM

GetlnteriorVehicleData


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#moduledata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#moduledata

View Diagram

1 1 1
1 1 1

RC interface is available on HMI
App1 and App2 are registered with REMOTE_CONTROL appHMIType
RC module_x is available on HEMI

opt
App is gefting status of RC module_x

Getinterior\ehiclkeData(module_x) ————————————————3i

Not available

SDL checks module_x's cache statu!j

b——— Getinterior\ehiclkeData(module_x) —»

get current data

le=——— GetinteriorvehickeData(module_x) ——

GetinterorVehicleData(module_x)

—— Getlnterior\VehicleData(module_x) ———

Not available

SDL checks module_x's cache statuﬁ

— GetInteriorehickeData(module_x) =,

get current data

le———— GetlnteriorVehickeData(module_x) =
= GetlnteriorvehickeData(module_x) =

opt
App is subscribing to RC module_x change notification

Getinterior\ehicleData(module_x, subscribe=true) ————————

SDL checks module_x's
subscription status
Not available

Getinterior\ehicleData

(module_x, subscribe=true) »

current data

subscibe and geﬁ

= Getinterior\VehicleData
(module_x, isSubscrbed=true)

SDL creates cache of module_x lﬁ

fe&—————————— GetInteriorVehicleData(module_x, isSubscribed=true)

moduleData settings
or moduleType were
changed

&= —— = OnlnteriorVehicleData(module_x) ===

SDL updates cache of module_x ‘ﬁ

RS o o e e e OninteriorVehicleData(module_x) == =—=—===——=—————




Example Request

"id": 122,
"jsonrpc":
"method":

"params": {
"moduleType":
'subscribe": true

}
}




Example Response

"id": 122,
"jsonrpc":
"result": {
"code": 0,
"isSubscribed": true,
"method":
"moduleData": {
"climateControlData": {
"acEnable": true,
"acMaxEnable": true,
"autoModeEnable": true,
"circulateAirEnable": true,
"currentTemperature": {
"unit": ,
"value": 20.1

}

efrostZone": ,
"desiredTemperature": {
"unit": ,
"value": 10.5

}

ualModeEnable": true,
“fanSpeed": 50,
"ventilationMode":

}

oduleType":




Example Error

{

"error": {
"code": 2,
"data": {

"method":

}

"message":

+
"id": 122,
"jsonrpc":

}

GetlnteriorVehicleDataConsent

Type

Function

Sender

SDL

Purpose

Request for driver's permission to RC module for the specified
application



RC.GetlInteriorVehicleDataConsent must be sent to HMI in case application in
HMILevel FULL requested access to RC module that is already in use by another
application.

HMI is expected to display a permission prompt to the driver showing the RC
module and app details (for example, app's name).

The driver is expected to have an ability to grant or deny the permission.

MUST

=

. HMI must prompt user to make selection of resource allocation

2. Respond to SDL with user choice within
RC.GetlnteriorVehicleDataConsent response

3. If user didn't make choice send GENERIC_ERROR to SDL

REQUEST

PARAMETERS

The
module
moduleTyp Common.Mo type that
e duleType frue the app
requests to
control
ID of the
application
that
applD Integer true triggers
the
permission

prompt


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#moduletype

RESPONSE

PARAMETERS

allowed Boolean true

Sequence Diagrams

SEQUENCE DIAGRAM

GetlnteriorVehicleDataConsent

"true" - if
the driver
grants the
permission
for
controlling
to the
named
app;
"false" - in
case the
driver
denies the
permission
for
controlling
to the

named

app.



View Diagram

B e
1 I 1 1
| 1 1 1

AN

RC interface is available on HMI
App1 and App2 are registered with REMOTE_CONTROL appHMIType
module_1 is in "in use” by App2
App1isin HMILevel FULL

via HMI menu user
chose ASK_DRIVER
access mode

nRemoteControlSettings (allowed:true,
ASK_DRIVER)

Control RPC (either SetinterionvehicleData or ButtonPress, module_1)

GetinteriorVehicleDataConsent (module_1,_ |

App1)
AN
HMI prompts user to
allow App1 getin control
of module_1
opt
User allowp App1 to access module_1
o ]
Nolresponse from user during default timeout GetInteriorVehicleDataConsent
<--TTTSmweooun
Control RPC (TIMED! OUT  success: false,
info: “The resource is in use and the driver did not respond in time™ ) App2 remains in contro!

of module_1

i

opt_J __GetlnteriorVehicleDataConsent (“invalid
Nojresponse from HMI during default timeout or HMI responds with error code or invalid data parameters’)

Control RPC (GENERIC IERROR, success: false) App2 remains in contro
of module_1

1

App1 is in control of Control RPC (App1, module_1) >
module_1
Control RPC (SUCCESS)

Control RPC (SUCCESS, success: true)

alt

User disallpws App1 to access module_1 GetinteriorVehicleDataConsent

(allowed:false)
Control RPC (REJECTED, success: false,info. _
“The resource is in use and the drivef disallows this remote control RPC" )
Control RPC (either SetinterioVehicleData or ButtonPress, module_1) Until module_1 is allocated to

App2, all consequent control
requests from App1 are rejected
Control RPC (REJECITED, success: false ) without asking a driver




Example Request

{
"id": 38,
"jsonrpc":
"method":

"params": {
"applD": 2032286926,
"moduleType":
¥
}

Example Response

{
"id": 38,
"jsonrpc":
"result": {

"allowed": true,
"code": 0,
"method":
}
}




Example Error

{

"error": {
"code": 10,
"data": {

"method":

}’ n

"message":

+
"id": 38,
"jsonrpc":

}

IsReady

Type

Function

Sender

SDL

Purpose

Provide information to SDL about presence of any of remote
controllable module and its readiness to cooperate with SDL, invoked at
SDL system start up.



REQUEST

PARAMETERS

The request does not have specific parameters.

NOTE

1. SDL sends RC.IsReady request after HMI confirms its readiness
via BC.OnReady notification.

2. If HMI responds with "available":false, SDL will not further
communicate over RC interface with HMI.

3. If HMI does not respond during SDL's default timeout, SDL will
continue to send RPCs over RC interface to HMI.

RESPONSE

MUST

1. Check whether RC component is available and ready.



2. Respond correspondingly to results of this check.

PARAMETERS
Must be true if
vehicle RC
modules are
available Boolean true present and

ready to
communicate
with SDL.

Sequence Diagrams

SEQUENCE DIAGRAM

IsReady

View Diagram



w
o
=

SDL HMI. BasicCommunication | [ HMIRC

BasicCommunication.OnReady

RC.IsReady

»
>

Check the presence
and availability of
Remote Control

modules
RC.IsReady (available: true)
<_ __________________________________________
RC.GetCapabilities N
Check the Remote!
Control capabilities
of the available
modules
< RC.GetCapabilities (remoteControlCapability)

Example Request

{
"id" : 8,
"jsonrpc" :

"method" :

}




Example Response

{
"id" : 8,
“jsonrpc" :
"result" :

{

"available" : true,
code" : 0,
"method" :
}
}

Example Error

{
"id" : 8,
"jsonrpc" :
"error" :
{
"code" : 22,
"message" :

"data" :

{

"method" :




OnlinteriorVehicleData

Type

Notification

Sender

HMI

Purpose

Inform SDL about any changes in RC module settings.

MUST

The HMI must send RC.OnlInteriorVehicleData notification to SDL
when module settings were changed in case of button press event
or after SetinteriorVehicledata request was processed.

The HMI must send RC.OnlInteriorVehicleData notification with the
current display mode to all mobile RC applications that are
subscribed to the HMI settings



if the driver (or other applications) or HMI itself change the display

mode in the HMI settings.

Notification

PARAMETERS

Common.Module

moduleData
Data

true

Sequence Diagrams

SEQUENCE DIAGRAM

OnlinteriorVehicledata

View Diagram

OnlinteriorVehicleData

moduleData settings
of the moduleType
were changed

(moduleData)



https://d83tozu1c8tt6.cloudfront.net/../common/structs/#moduledata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#moduledata

JSON EXAMPLE NOTIFICATION

{
"jsonrpc":
"method":
"params": {

"moduleData": {
"climateControlData": {
"acEnable": false,

"acMaxEnable": false,

"autoModeEnable": true,

"circulateAirEnable": false,

"currentTemperature": {
"unit": ,
"value": 44.3

}

efrostZone": ,
"desiredTemperature": {
"unit": ,
"value": 22.6

}

ualModeEnable": true,
"fanSpeed": 65,
"ventilationMode":

}

oduleType":

OnRemoteControlSettings

Type



Notification

Sender

HMI

Purpose

Notification about remote-control settings and/or access mode
changed. Sent after User's choice through HMI.

RC.OnRemoteControlSettings is expected to be sent by HMI on system start up
and every time user is changig remote control settings.

In case HMI does not send the notification on system start up, the default
settings must be applied such as: remote control is allowed and access mode is
"AUTO_ALLOW"



When user chose through HMI to disable remote control functionality the
notification with allowed:false parameter must be sent to SDL

Notification

PARAMETERS

If "true" -
RC is
allowed; if
"false" - RC

allowed Boolean false

is
disallowed
The remote
control
access

accessMod Common.RC mode

e AccessMode false specified
by the
driver via
HMI

Sequence Diagrams

SEQUENCE DIAGRAM

OnRemoteControlSettings

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/enums/#rcaccessmode
https://d83tozu1c8tt6.cloudfront.net/../common/enums/#rcaccessmode

e —T—
1 1 1 1
1 1 1 1

RC interface is available on HMI
App1 and App2 are registered with REMOTE_CONTROL appHMIType
module_1 is in “free” state on HMI
App1 isin HMILevel FULL

\QnRemoteControlSemngs (allowed:true,
AUTO_ALLOW)

Control RPC (either SetinterioVehicleData or ButtonPress, module_1)

Control RPC (App1, module_1)

Control RPC (SUCCESS)

Control RPC (SUCCESS, success: true)

App1 gets in control of HMI module_1 j

User

activates
App2
o SDL.ActivateApp (App2)
SDL.ActivateApp (params)
OnHMIStatus(FULL)
Control RPC (either SetinteriorVehicieData
or ButtonPress, module_1) Control RPC (App2, module_1) R
Control RPC (SUCCESS)
_Control RPC (SUCCESS, success: true)
App2 gets in control of HMI module_1 j
Control RPC (either Setinterio’VehicleData or ButtonPress, module_1)
ONTrOl reQUEST IS UNSUCCEsS
Control RPC (REJEGTED, successfalse) since App1 is in other than FULL
HMILevel

via HMI menu user
chose AUTO_DENY
access mode

nRemoteControlSettings (allowed:true,
AUTO_DENY)

SDL.ActivateApp (App1)

| SDLActivateApp (arams) ____~,
OnHMiIStatus(FULL)

Control RPC (either SetinterioVehicleData or ButtonPress, module_1)

g ontrol request Is unsuccesst

since App2 remains in control of
Control RPC (IN_USE, success:false) module 1

via HMI menu user
chose ASK_DRIVER
access mode

E_)nRemoteControlSelﬁQgs (allowed:true
ASK_DRIVER)

Control RPC (either SetinteriofVehicleData or ButtonPress, module_1)

GetinteriorVehicleDataConsent (module, 1I

AppT)

HMI prompts user to
allow App1 getin control
of module_1

User allows App1 t
access module_1

GetlnteriorVehicleDataConsent
(allowedTrug)

Control RPC (App1, module_1)

,

>

Control RPC (SUCCESS)

Control RPC (SUCCESS, success: true)




SEQUENCE DIAGRAM

OnRemoteControlSettings disabling RC

View Diagram

I App1 | SDL HMI |

i i

| |
RC interface is available on HMI AN

App1 is registered with REMOTE_CONTROL appHMIType
module_1 is in control of App1
App1is in HMILevel FULL

i

User disabled RCIN
functionality via HMI
menu

Any_RemoteControlRequest

OnRemoteControlSettings (allowed: false)

-

success: false)

éry RemoteControlRequest (REJECTED,

>

OnRemoteControlSettings (allowed: true)

SDL stores allowed:false
state and unsubscribes App1
from OnlnteriorVehicleData
notifications for module_1
internally

Appicanbe D)
activated while RC
functionality is
disabled on HMI

User enabled RC D

functionality via HMI
menu

|

SDL stores allowed:true state

internally




JSON EXAMPLE NOTIFICATION

{

"jsonrpc":
"method":
"params": {

"accessMode":
"allowed": true

}
}

SetinteriorVehicleData

Type

Function

Sender

SDL

Purpose

Set RC module settings

RC.SetlInteriorvehicledata represents a request from an application to change
settings of requested RC module. This RPC can be sent to the HMI for an



application that is registered with REMOTE_CONTROL appHMIType and in one of
the following states: FULL, LIMITTED, BACKGROUND. Module signed by the
application in such request has to be available on HMI and allowed for control
change settings

MUST

1. Modules sent by application must be available on HMI

2. Access to control module settings is defined by access mode
entered by user on HMI

Module settings can be changed for settable parameters only

4. Requested module items have to be available for such module on

e

HMI
PARAMETERS
The
moduleDat Common.Mo module
true
a duleData type and
data to set
Internal
SDL-
assigned ID
applD Integer true
of the
related

application


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#moduledata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#moduledata

RESPONSE

PARAMETERS
NAME TYPE :("ANDATOR
moduleDat Common.Mo
true
a duleData

Sequence Diagrams

SEQUENCE DIAGRAM

SetlnteriorVehicleData

View Diagram

ADDITION
AL

DESCRIP
TION


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#moduledata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#moduledata

App1and App2 are registered with REMOTE_CONTROL appHMIType
app_assigned policies allow SetinteriorVehicleData RPC
RC CLIMATE module is available on HMI
access mode = AUTO_DENY
App1isin HMILevel FULL, App2 is in HMILevel BACKGROUND

SetinteriorVehicleData (moduleData (moduleType = CLIMATE, climateControlData))

SetinteriorVehicleData (moduleData R

(moduleType = CLIMATE,
climateControlData), app1)

HMI successfully changes
CLIMATE module settings
App1 gets in control of
CLIMATE

SetinteriorVehicleData (moduleData
(moduleType = CLIMATE,
climateControlData))

SUCCESS, guccess:true)

<_SetlntenorVen|cIeDa!a (moduleData (moduleType = CLIMATE, climateControlData), _|

SetinterioVehicleData (moduleData (moduleType = CLIMATE, radioControlData))

SetinteriorVehicleData (moduleDatia (INVALID_DATA, success: false)

User activates App2

SDL ActivateApp(app2)

SDL ActivateApp(params),

OnHMIStatus(FULL)

SetinteriorVehicleData (moduleData
moduleType =
climateControlData))

SetinteriorVehicleData (IN_USE, sucess:falsé)

SEQUENCE DIAGRAM

SetinteriorvehicleData-READ_ONLY

View Diagram



|
|

Pre-conditions:
a. device is connected to SDL.

b. app is registered with REMOTE_CONTROL appHMIType with SDL from this device.

c. app-assigned policies allow SetinteriorVehicleData RPC.

opt
. SetinteriorVehicleData RPC has just read-gnly parameters. 1. Read-only params of B
“radioControlData™
; : " " a. “rdsData”
SetinteriorVehicleData ("read-only"” params) > b. "availableHDs"
c. “signalStrength”™
d. "signalChangeThreshold™
PN— SetinteriorVehicleData( giistate
resultCode: READ_ONLY, success:false)
2. Read-only params of
“climateControlData™
a. “currentTemp”
opt
. SetinteriorVehicleData RPC has read-only pne or more settable parameters.
SetinteriorVehicleData (“read-only" and .
“settable" params)
SetinteriorvehicleData ( »
"settable" params) !
opt
3. HMI responds with READ_ONLY resultCode to SetinteriorVehicleData.
PN SetinteriorvehicleData( i
resultCode: READ_ONLY,)
PN SetinteriorVehicleData ( I—
resultCode: READ_ONLY, success:false)
opt
. HMI responds with READ_ONLY resultCodé to <any-RPC-except-of-SetinteriorVehicleData>
<any-RPC-except-of-SetinteriorVehicleData= >
<any-RPC-except-of-
-SetinteriorVehicleData=
=any-RPC-except-of-
B -SetinteriorVehicleData® — - ——— -
(resultCode: READ_ONLY,)
P <any-RPC-except-of-SefinteriorvehicleData=
(resultCode: GENERIC_ERROR, success:false}




Example Request

"id": 31,
"jsonrpc":
"method":
"params": {
"applD": 306873852,
"moduleData": {
"climateControlData": {
"acEnable": true,
"acMaxEnable": true,
"autoModeEnable": true,
"circulateAirEnable": true,
"currentTemperature": {
"unit": ,
"value": 20.1
}

efrostZone": ,
"desiredTemperature": {
"unit": ,
"value": 10.5

}

ualModeEnable": true,
"fanSpeed": 50,
"ventilationMode":

}

oduleType":




Example Response

{
"id": 31,
"jsonrpc":
"result": {
"code": 0,
"method":

"moduleData": {
"climateControlData": {
"acEnable": true,

"acMaxEnable": true,

"autoModeEnable": true,

"circulateAirEnable": true,

"currentTemperature": {
"unit": ,
"value": 20.1

}

efrostZone": ,
"desiredTemperature": {
"unit": ,
"value": 10.5

}

ualModeEnable": true,
"fanSpeed": 50,
"ventilationMode":

}

oduleType":




Example Error

{

"error": {
"code": 26,
"data": {

"method":

},

"message":

+
"id": 31,
"jsonrpc":

}

OnRCStatus

Type

Notification

Sender

SDL

Purpose

Inform HMI and mobile application about changes in RC module
allocation.



Notification

SDL must send OnRCStatus notification when:

* RC application registers with SDL

* A module is allocated to an application

* A module is de-allocated from an application (the module is freed when
application exits, disconnects, goes to HMI level NONE)

* An application no longer has the right to control the module (for example, a
policy update can revoke the application's access to a module)

PARAMETERS

ID of selected
applD Integer true o
application
Contains a list
(zero or more)
allocatedModule Common.Module ; of module types
rue
S Data that are
allocated to the
application
Contains a list
(zero or more)
Common.Module of module types
freeModules true
Data that are free to
access for the

application

Sequence Diagrams

SEQUENCE DIAGRAM


https://d83tozu1c8tt6.cloudfront.net/docs/Common/Structs/index.md
https://d83tozu1c8tt6.cloudfront.net/docs/Common/Structs/index.md
https://d83tozu1c8tt6.cloudfront.net/docs/Common/Structs/index.md
https://d83tozu1c8tt6.cloudfront.net/docs/Common/Structs/index.md

OnRCStatus

View Diagram



Appi App2 SOL

RC interface is available on HMI
app1 and app2 are registered with REMOTE_CONTROL appHMIType
module_1, module_2 are in "free” state on HMI
app1is in HMILevel FULL

OnRemoteControlSettings (allowed:true,
AUTO_ALLOW)

Control RPC (either SetinteriorVehjcleData or ButtonPress, module_1)

Control RPC (app1, module_1)

Control RPC (SUCCESS)

Control RPC (SUCCESS, success: true)

o E . iOnRCStatus (app_1;allocatedModules:module_1
OnRCS$tatus (allocatedModules:médule_1;freeModules:module_2) freeMiodules: modue_2)

OnRC Status (app_2; allocatedModules();
freeModules:_module_2)

app1 gets in control of HMI module_1 ‘T

P SDL.ActivateApp (app2)

SDL.ActivateApp (params)

OnHMIStatus(FULL)

Control RPC (either SetinteriorVehicleData
or ButtonPress, module_2)

Control RPC (app2, module_2)
Control RPC (SUCCESS)

Control RPC (SUCCESS, success: true)

OnRCStatus
(app_1;allocatedModules:module_1,
TEEMOUUrES: ()
OnRCStatus
OnRCStatus (alloc atedModules:module_2, (app_2;allocatedModules:module_2,
freeModules: module() freeModules: (7

OnRCStatus (allocatedModulep:module_1, freeModules:())

app2 gets in control of HMI module_2 j

Control RPC (either SetinteriorVehjcleData or ButtonPress, module_2)
(;ontml reqye; IS unsuccessiul
Control RPC (REJEQTED, success:faise) since App1 is i ofher ian FULL

via HMI menu user
chose AUTO_DENY

access mode
©OnRemoteControlSettings (allowed:true,

AUTO_DENY)

User

activates

appl

» SDL.ActivateApp (app1)
SDL ActivateApp (params) >

OnHMIStatus(FULL)

Control RPC (either SetinteriofVehiclePata or ButtonPress, module_2)

ONtrol request IS unsuccessiul

since app2 remains in control of
Control RPC (IN_USE isuccess:false) module_2

M e o o e -




JSON EXAMPLE NOTIFICATION

“Tjson

{

"jsonrpc": "2.0",
"method": "RC.OnRCStatus",

"params": {

"allocatedModules" : [1,

"freeModules" : [

{

"moduleType" :

},
{

"moduleType" :

},
{

"moduleType" :

},
{

"moduleType" :

},
{

"moduleType" :

},
{

"moduleType" :

}
]
}

"CLIMATE"

IIRADlOII

"AUDIO"

"LIGHT"

"HMI_SETTINGS"

"SEAT"



PublishAppService

Type

Function

Sender

HMI

Purpose

Registers a service offered by the HMI on the module

REQUEST

PARAMETERS
NAME TYPE MANDATORY
appServiceManif Common.AppServ

) ) true
est iceManifest

ADDITIONAL


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicemanifest
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicemanifest

RESPONSE

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
appServiceReco Common.AppServ
false
rd iceRecord

Sequence Diagrams

SEQUENCE DIAGRAM

PublishAppService

View Diagram

| HMIProvider l

: AppService.PublishAppService
| (MEDIA, "HMI Media Service")

>

|

I

:

|
BasicCommunication.OnSystemCapabilityUpdated |
(APP_SERVICES, PUBLISHED) [
I

|

|

|

I

AppService.PublishAppService Response
(serviceld: "servicel")

AN T

| HMIProvider '


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicerecord
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicerecord

Example Request

"id": 1000,
"jsonrpc":
"method":
"params": {
"appServiceManifest": {
"allowAppConsumers": true,
"handledRPCs": [41],

“rpcSpecVersion": {
"majorVersion": 5,
“minorVersion": 1

Vs

"serviceName":

"serviceType":




Example Response

{
"id" : 1000,
“jsonrpc" : ,
"result" : {
"appServiceRecord" : {
"serviceActive" : true,
"'servicelD" :

"serviceManifest" : {
"allowAppConsumers" : true,
"handledRPCs" : [ 41 ],
“rpcSpecVersion" : {

"majorVersion" : 5,
"minorVersion" : 1
Vs
"serviceName" :
"serviceType" :
}
"servicePublished" : true
s
"code" : 0,
"method" :
}
}

GetAppServiceData

Type

Request



Sender

HMI / SDL

Purpose

Requests app service data from the active service of a given type. Also
gives the option to subscribe to future app service data updates for this
serviceType

NOTE

* HMI->SDL if HMI App Service Consumer (ASC) is requesting
service data

* SDL->HMI if HMI App Service Provider (ASP) is receiving a
service data request

REQUEST

PARAMETERS

serviceType String true

subscribe Boolean false



RESPONSE

PARAMETERS
NAME TYPE MANDATORY
Common.AppServ
serviceData false

iceData

Sequence Diagrams

SEQUENCE DIAGRAM

GetAppServiceData (HMI Provider)

View Diagram

HMIProvider

HMI is the ASP
for the active
MEDIA service

|
|
|
|
|
|
|
|
|
pa
Ly

ADDITIONAL

| MobileConsumer l

GetAppServiceData(MEDIA)

AppService.GetAppServiceData(MEDIA)

::I

! AppService.GetAppServiceData Response _ |

]
1
]
]
1
]
1
!
I ]
i Increase RPC Timeout |
1
]
1
]
]
1
]
1
]
|

GetAppServiceData Response

R

HMIProvider ' Core I

........ > \

MobileConsumer l



https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicedata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicedata

SEQUENCE DIAGRAM

GetAppServiceData (HMI Consumer)

View Diagram

HMIConsumer

AppService.GetAppServiceData(MEDIA)

Core

MobileProvider

.
>

i Increase RPC Timeout

Pa—

|
' GetAppServiceData(MEDIA)

Mobile app is the
ASP for the active
MEDIA service

|

-

AppService.GetAppServiceData Response |

[ S e R S et 1

HMIConsumer

Example Request

"id": 1000,
"jsonrpc":
"method":

"params": {
"serviceType":
}
}

GetAppServiceData Response !

MobileProvider




Example Response

{
“id": 1000,
"jsonrpc":
"result": {
“code": 0,
"method":
"resultCode": O,
"serviceData": {
"mediaServiceData": {
"isExplicit": false,
"mediaAlbum": ,
"mediaArtist": ,
"mediaTitle": ,
"mediaType": ,
"queueCurrentTrackNumber": 12,
"queuePlaybackDuration": 4000,
"queuePlaybackProgress": 2200,
"queueTotalTrackCount": 25,
"trackPlaybackDuration": 300,
“trackPlaybackProgress": 200
e

'servicelD":

"serviceType":

i

"'success": true




Example Error

{

"error": {
"code": 9,
"data": {

"method":

},

"message":

+
"id": 1000,
“jsonrpc":

}

OnAppServiceData

Type

Notification

Sender

HMI / SDL

Purpose

Sent by the app service provider when its service data is updated.
Broadcast by SDL to all consumers subscribed to this service type.



NOTE

* HMI->SDL if HMI App Service Provider (ASP) is sending updated
service data

* SDL->HMI if HMI App Service Consumer (ASC) is receiving
updated service data

Notification

PARAMETERS

] Common.AppServ
serviceData ] true
iceData

Sequence Diagrams

SEQUENCE DIAGRAM

OnAppServiceData (HMI Provider)

View Diagram


https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicedata
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicedata

HMIProvider

HMI has published a
MEDIA app service

AppService.GetAppServiceData(MEDIA,subscribe=true)

GetAppServiceData(MEDIA,subscribe=true)

MobileConsumer

A

AppService.GetAppServiceData Response

Update service data

<]

AppService.OnAppServiceData Notification

!
>

GetAppServiceData Response

HMIProvider

SEQUENCE DIAGRAM

OnAppServiceData (HMI Consumer)

| HMIConsumer

OnAppServiceData Notification

N oY=

View Diagram

| Core

L.

I
|
I
|
I
|
I
i AppService.GetAppServiceData(MEDIA,subscribe=true)
|
I
|
|
|
|
I

AppService.GetAppServiceData Response

>

GetAppServiceData(MEDIA,subscribe=true)

MobileConsumer

MobileProvider I

N ™
Mobile app has
published a
MEDIA app service

. GetAppServiceData Response

~

AppService.OnAppServiceData Notification

OnAppServiceData Notification

c
2

ate service data

N T TN

| HMIConsumer

I
|
I
|
I
|
|
I
|
=
|
I
1
!

| Core

MobileProvider

b,




Example Notification

{

"jsonrpc":

“method":

"params": {

"serviceData": {
"mediaServiceData": {

"isExplicit": false,
"mediaAlbum": ,
"mediaArtist": ,
"mediaTitle": ;
"mediaType": ,
"queueCurrentTrackNumber": 12,

"queuePlaybackDuration": 4000,
"queuePlaybackProgress": 2200,
"queueTotalTrackCount": 25,
"trackPlaybackDuration": 300,
"trackPlaybackProgress": 200

}

'servicelD":

"serviceType":

PerformAppServicelnteraction

Type

Function



Sender

SDL / HMI

Purpose

Request a service provider to perform a predefined action.

REQUEST

MUST

Process serviceUri according to whatever predefined schema is
offered by the HMI service

NOTE

If the HMI is the App Service Consumer (ASC), SDL will:
1. Activate the service specified with servicelD if requestServiceA
ctive issetto true



PARAMETERS

NAME

serviceUri

servicelD

originApp

requestServiceA

ctive

RESPONSE

PARAMETERS

NAME

serviceSpecificR

esult

Sequence Diagrams

TYPE

String

String

String

Boolean

TYPE

String

SEQUENCE DIAGRAM

MANDATORY

true

true

false

false

MANDATORY

false

PerformAppServicelnteraction with HMI ASC

ADDITIONAL

Non-mandatory
only if HMI is
the ASC

ADDITIONAL



View Diagram

@ | MobileProvider I

: AS.PerformAppServicelnteraction
| (servicelD: "providerID",
I serviceUri: "method:sample")

I

I

|

|

I

I

| |
I Increase RPC |
| Timeout |
I |
I |
I

I

|

erformAppServicelnteraction

("providerlD", "method:sample")

>

I

PerformAppServicelnteraction :
I

<UCCESS) }

AS.PerformAppServicelnteraction
("result", SUCCESS)

I
I
I
I
I
: (serviceSpecificResult:"result",
I
I
I
I
I
I
I

IE. | MobileProvider I

SEQUENCE DIAGRAM

PerformAppServicelnteraction with Mobile ASC

View Diagram



MobileConsumer Core HMI

(servicelD: "providerID",

|

|

I PerformAppServicelnteraction

|

|

' serviceUri: "method:sample”) _

i Increase RPC
| Timeout

AS.PerformAppServicelnteraction

("providerID", "method:sample")

AS.PerformAppServicelnteraction
(serviceSpecificResult:"result",

 SUCCESS) .

I |

PerformAppServicelnteraction ! !

("result", SUCCESS) | |

( ................................................. | \

| L} |
MobileConsumer Core HMI

Example Request

"id": 1000,
"jsonrpc":
"method":
"params": {

"'serviceUri":

"'servicelD":

“originApp":
}




Example Response

{
"id" : 1000,
“jsonrpc" :
"result" : {

"serviceSpecificResult" :
“code" : 0,
"method" :
}
}

Example Error

{
"id" : 1000,
"jsonrpc" :
"result" : {
"code" : 1,

"message" :
"data" : {
"method" :

GetActiveServiceConsent

Type



Function

Sender

SDL

Purpose

Request user consent to activate an app service

REQUEST

MUST

1. Prompt user to activate service with servicelD
2. Respond with the result from the user in the activate parameter

PARAMETERS

NAME TYPE MANDATORY ADDITIONAL

servicelD String true



RESPONSE

PARAMETERS
NAME TYPE MANDATORY
activate Boolean true

Sequence Diagrams

SEQUENCE DIAGRAM

GetActiveServiceConsent (user accepts prompt)

View Diagram

ADDITIONAL



MobileConsumer @

PerformAppServicelnteraction
(requestServiceActive:true)

-
>

Increase RPC Timeout

t——--gF--------

|
|
I
1
|
I,
|
I
opt /i [Consumer is not in foreground)
: AS.GetActiveServiceConsent
|_(providerlD*) -
] Ca
! ! Prompt user to
X ! activate service
| pa—
| |
| AS.GetActiveServiceConsent |
| (true) h
W

ActivateAppService("provideriD*)

> PerformAppServicelnteraction()

-~

! PerformAppServicelnteraction
'L (serviceSpecificResult:"result”, SUCCESS)

PerformAppServicelnteraction
("result”, SUCCESS)

MobileConsumer @

S S N

SEQUENCE DIAGRAM

GetActiveServiceConsent (user rejects prompt)

View Diagram




MobileConsumer

PerformAppServicelnteraction
(requestServiceActive:true)

(USER_DISALLOWED)

PerformAppServicelnteraction

Core HMI
! !
I I
I I
I I
> |
: Increase RPC Timeout :
I I
'« !
AS.GetActiveServiceConsent |
("providerlD") -~
i

I
AS.CetActiveServiceConsent :

<l :

MobileConsumer

Prompt user to
activate service

Example Request

}

"id": 1000,
"jsonrpc":
"method":

"params": {
"'servicelD":

}




Example Response

{
"id" : 1000,
“jsonrpc" :
"result" : {

"activate" : true,
"code" : 0,
"method" :
}
}

Example Error

{
"id" : 1000,
"jsonrpc" :
"result" : {
"code" : 13,

"message" :
"data" : {
"method" :

GetAppServiceRecords

Type



Request

Sender

HMI

Purpose

Get service records of a specific service type.

NOTE

If serviceType is notincluded in request, all service records will be

returned

REQUEST

PARAMETERS

NAME TYPE

serviceType String

MANDATORY

false

ADDITIONAL



RESPONSE

PARAMETERS
NAME TYPE MANDATORY ADDITIONAL
Common.AppServ
serviceRecords true array: true

iceRecord

Sequence Diagrams

SEQUENCE DIAGRAM

GetAppServiceRecords

View Diagram

HMI Core
* 4 * p
Mobile ASP has published a MEDIA app service
(serviceName: "Mobile Media Service", serviceld: "servicel")

HMI ASP has published a MEDIA app service
(serviceName: "HMI Media Service", serviceld: "service2")

AppService.GetAppServiceRecords(MEDIA)

AppService.GetAppServiceRecords Response([

|
|
{"servicel", "Mobile Media Service"}, |
{"service2", "HMI Media Service"} |
|
il
1

D

HMI Core



https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicerecord
https://d83tozu1c8tt6.cloudfront.net/../common/structs/#appservicerecord

Example Request

"id": 1003,
"jsonrpc":
"method":

"params": {
"serviceType":

}




Example Response

{
"id": 1003,
"jsonrpc":
"result": {
"code": 0,
"method":
"'serviceRecords": [
{
'serviceActive": false,
"servicelD":

"serviceManifest": {
"allowAppConsumers": true,
"rpcSpecVersion": {

“majorVersion": 5,
"minorVersion": 1,
"patchVersion": 0
H
"serviceName":
"serviceType":

}

ervicePublished": true

},
{

'serviceActive": true,
"'servicelD":

"serviceManifest": {
"allowAppConsumers": true,
"rpcSpecVersion": {

“majorVersion": 5,
"minorVersion": 1,
"patchVersion": 0
H
"serviceName":
"serviceType":
I

"'servicePublished": true




AppServiceActivation

Type

Function

Sender

HMI

Purpose



Request to activate/deactivate a given service, as well as set a service
to the default

REQUEST

NOTE

SDL will:

1. Activate the service with ID servicelD if activate is set to true
and the service is currently inactive. This will deactivate the current
active service of its type.

2. Deactivate the service with ID servicelD if activate is setto
false and the service is currently active. If the App Service
Consumer (ASC) is a mobile application, the embedded service for
this type will be activated in its place if available.

3. Make the service with ID servicelD the default service for its
type if setAsDefault is set to true. This will replace the existing
default service for this service type.

4. Unset the service with ID servicelD as the default service for its
service type if setAsDefault is set to false and this service is
currently the default.



PARAMETERS

NAME TYPE
servicelD String
activate Boolean
setAsDefault Boolean

RESPONSE

PARAMETERS
NAME TYPE
servicelD String
activate Boolean
setAsDefault Boolean

Sequence Diagrams

SEQUENCE DIAGRAM

AppServiceActivation activate service

MANDATORY

true

true

false

MANDATORY

true

true

false

ADDITIONAL

ADDITIONAL



View Diagram

=

AppServiceActivation
(servicelD: "providerID",
activate: true)

<
ActivateAppService("providerID")

I
|
OnSystemCapabilityUpdated :
(APP_SERVICES, ACTIVATED)
}
|
|
|

OnSystemCapabilityUpdated
(APP_SERVICES, ACTIVATED)

>

AppServiceActivation
("providerlD", true)

e

>

Mobile ' Core I HMI

SEQUENCE DIAGRAM

AppServiceActivation deactivate service

View Diagram



=)

: AppServiceActivation
. (servicelD: "providerID",
: activate: false)
|
|

<
DeactivateAppService("providerID")

I
|
OnSystemCapabilityUpdated !
(APP_SERVICES, DEACTIVATED) ,
1
|
|
|

OnSystemCapabilityUpdated
(APP_SERVICES, DEACTIVATED)

>

AppServiceActivation
("providerlD", false)

e

>

Mobile . Core . HMI

SEQUENCE DIAGRAM

AppServiceActivation set default service

View Diagram

=)

AppServiceActivation
(servicelD: "providerID",
activate: true
setAsDefault: true)

Y G

SetDefaultService("provideriD")

1

AppServiceActivation
("providerlD", true, true)

>

Core . HMI




Example Request

"id": 1000,
"jsonrpc":
"method":
"params": {

"'servicelD":
"activate": true,
"setAsDefault": true
}
}

Example Response

{
"id" : 1000,
"jsonrpc" :
"result" : {
"'servicelD":
"activate": true,

"'setAsDefault": true,
"code" : O,
"method" :




Example Error

{
"id" : 1000,
“jsonrpc" :
"result" : {
"code" : 13,
“message" :

"data" : {
"method" :

Enumerations

KeyboardEvent
KEYPRESS 0
ENTRY_SUBMITTED 1
ENTRY_VOICE 2
ENTRY_CANCELLED 3

ENTRY_ABORTED 4



FuelCutoffStatus

TERMINATE_FUEL 0
NORMAL_OPERATION 1
FAULT 2
TransportType
BLUETOOTH 0
USB_10S 1
USB_AOA 2
WIFI 3

Websocket connection
CLOUD_WEBSOCKET 4 used to connect to

remote cloud application



EventTypes

PHONE_CALL 0
EMERGENCY_EVENT 1
DEACTIVATE_HMI 2
AUDIO_SOURCE 3
EMBEDDED_NAVI 4
ButtonPressMode
LONG 0
SHORT 1
VRCommandType
Choice 0

Command 1

Phone call is active

Active emergency event,

active parking event

GAL/DIO is active

Navigated to audio

(radio, etc)

Navigated to navigation

screen



AppHMIType

DEFAULT
COMMUNICATION
MEDIA
MESSAGING
NAVIGATION
INFORMATION
SOCIAL
BACKGROUND_PROCESS
TESTING

SYSTEM
PROJECTION

REMOTE_CONTROL

10

11



CloudConnectionStatus

NOT_CONNECTED 0
CONNECTED 1
RETRY 2

WayPointType

ALL 0

DESTINATION 1

No active websocket
session or ongoing

connection attempts
Websocket is active

Websocket connection
failed and retry

attempts are ongoing

All waypoints including

destination

Only destination



SpeechCapabilities

TEXT 0
SAPI_PHONEMES 1
LHPLUS_PHONEMES 2
PRE_RECORDED 3
SILENCE 4
FILE 5

Uses plain text for
performing TTS

Uses the Speech API
Phoneme representation
of a phrase for
performing TTS

Uses the LH+ Phoneme
representation of a
phrase for performing
TTS

Uses an audio file sent
to SDL via a PutFile RPC
to perform TTS or play
generic sounds in

conjunction with TTS



TextFieldName



mainFieldl

mainField2

mainField3

mainField4

statusBar

mediaClock

mediaTrack

alertTextl

alertText2

alertText3

scrollableMessageBody

initialInteractionText

navigationTextl

navigationText2

ETA

totalDistance

audioPassThruDisplayTe
xtl

audioPassThruDisplayTe
xt2

11

12

13

14

15

16

17



sliderHeader

sliderFooter

menuName

secondaryText

tertiaryText

menuTitle

navigationText

notificationText

locationName

locationDescription

addressLines

phoneNumber

timeToDestination

turnText

18

19

20

21

22

23

24

25

26

27

28

29

30

31



MetadataType

mediaTitle

mediaArtist

mediaAlbum

mediaYear

mediaGenre

mediaStation

rating

currentTemperature

maximumTemperature

minimumTemperature

weatherTerm

humidity

10

11

This field contains the
title of the current audio
track.

This field contains the
artist/creator of the
current audio track.
This field contains the
album title of the
current audio track.
This field contains the
creation year of the
current audio track.
This field contains the
genre of the current
audio track.

This field contains the
name of the current

media source.

This field contains a

rating of some form.

This field contains the

current temperature.

This field contains the
maximum temperature
for the day.

This field contains the
minimum temperature
for the day.

This field contains the
current weather (cloudy,
clear, etc.).

This field contains the

current humidity value.



AmbientLightStatus

NIGHT 0
TWILIGHT 1 1
TWILIGHT 2 2
TWILIGHT_3 3
TWILIGHT_4 4
DAY 5
UNKNOWN 6
INVALID 7
StatisticsType

iAPP_BUFFER_FULL 0



VehicleDataEventStatus

NO_EVENT 0
NO 1
YES 2
NOT_SUPPORTED 3
FAULT 4
KeyboardLayout
QWERTY 0
QWERTZ 1

AZERTY 2



ButtonEventMode

BUTTONUP 0

BUTTONDOWN 1
VrCapabilities

TEXT 0
TextAlignment

LEFT_ALIGNED 0

RIGHT_ALIGNED 1

CENTERED 2



DeviceState

UNKNOWN

UNPAIRED

SystemContext

MAIN
VRSESSION
MENU
HMI_OBSCURED

ALERT



SoftButtonType

TEXT 0
IMAGE 1
BOTH 2

DriverDistractionState

DD_ON 0
DD_OFF 1
MethodName
ALERT 0
SPEAK 1
AUDIO_PASS THRU 2

ALERT_MANEUVER 3



CharacterSet

TYPE2SET
TYPESSET
CID1SET

CID2SET

SamplingRate

8KHZ
16KHZ
22KHZ

44KHZ



PrerecordedSpeech

HELP_JINGLE 0
INITIAL_JINGLE 1
LISTEN_JINGLE 2
POSITIVE_JINGLE 3
NEGATIVE_JINGLE 4
MediaClockFormat
CLOCK1 0
CLOCK2 1
CLOCK3 2
CLOCKTEXT1 3
CLOCKTEXT?2 4
CLOCKTEXT3 5

CLOCKTEXT4 6



TouchType

BEGIN 0
MOVE 1
END 2
CANCEL 3

HmiZoneCapabilities

FRONT 0

BACK 1
AlertType

ul 0

BOTH 1



ECallConfirmationStatus

NORMAL 0
CALL_IN_PROGRESS 1
CALL_CANCELLED 2
CALL_COMPLETED 3
CALL_UNSUCCESSFUL 4

ECALL_CONFIGURED_OF
F

CALL_COMPLETE_DTMF_

6
TIMEOUT
ClockUpdateMode
COUNTUP 0
COUNTDOWN 1
PAUSE 2
RESUME 3

CLEAR 4



DevicelevelStatus

ZERO_LEVEL_BARS 0
ONE_LEVEL_BARS 1
TWO_LEVEL BARS 2
THREE_LEVEL_BARS 3
FOUR_LEVEL BARS 4
NOT_PROVIDED 5
SystemAction
DEFAULT_ACTION 0
STEAL_FOCUS 1

KEEP_CONTEXT 2



ButtonName



OK

PLAY_PAUSE

SEEKLEFT

SEEKRIGHT

TUNEUP

TUNEDOWN

PRESET 0

PRESET_1

PRESET_2

PRESET 3

PRESET 4

PRESET_5

PRESET_6

PRESET 7

PRESET 8

PRESET_9

CUSTOM_BUTTON

SEARCH

10

11

12

13

14

15

16

17



AC_MAX

AC

RECIRCULATE

FAN_UP

FAN_DOWN

TEMP_UP

TEMP_DOWN

DEFROST_MAX

DEFROST

DEFROST_REAR

UPPER_VENT

LOWER_VENT

VOLUME_UP

VOLUME_DOWN

EJECT

SOURCE

SHUFFLE

REPEAT

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

CLIMATE Module

RADIO Module

RADIO Module

RADIO Module

RADIO Module

RADIO Module

RADIO Module



KeypressMode

SINGLE_KEYPRESS

QUEUE_KEYPRESSES

RESEND_CURRENT_ENT
RY



WiperStatus

OFF

AUTO_OFF

OFF_MOVING

MAN_INT_OFF

MAN_INT_ON

MAN_LOW

MAN_HIGH

MAN_FLICK

WASH

AUTO_LOW

AUTO_HIGH

COURTESYWIPE

AUTO_ADJUST

STALLED

NO_DATA EXISTS

10

11

12

13

14



LayoutMode

ICON_ONLY
ICON_WITH_SEARCH
LIST_ONLY
LIST_WITH_SEARCH

KEYBOARD



Language



EN-US

ES-MX

FR-CA

DE-DE

ES-ES

EN-GB

RU-RU

TR-TR

PL-PL

FR-FR

IT-IT

SV-SE

PT-PT

NL-NL

EN-AU

ZH-CN

ZH-TW

JA-JP

10

11

12

13

14

15

16

17

English - US

Spanish - Mexico

French - Canada

German - Germany

Spanish - Spain

English - GB

Russian - Russia

Turkish - Turkey

Polish - Poland

French - France

Italian - Italy

Swedish - Sweden

Portuguese - Portugal

Dutch (Standard) -

Netherlands

English - Australia

Mandarin - China

Mandarin - Taiwan

Japanese - Japan



AR-SA

KO-KR

PT-BR

Cs-Cz

DA-DK

NO-NO

NL-BE

EL-GR

HU-HU

FI-FI

SK-SK

EN-IN

TH-TH

EN-SA

HE-IL

RO-RO

UK-UA

ID-1D

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

Arabic - Saudi Arabia

Korean - South Korea

Portuguese - Brazil

Czech - Czech Republic

Danish - Denmark

Norwegian - Norway

Dutch (Flemish) -

Belgium

Greek - Greece

Hungarian - Hungary

Finnish - Finland

Slovak - Slovakia

English - India

Thai - Thailand

English - Middle East

Hebrew - Israel

Romanian - Romania

Ukrainian - Ukraine

Indonesian - Indonesia



VI-VN 36 Vietnamese - Vietnam

MS-MY 37 Malay - Malaysia
HI-IN 38 Hindi - India
FileType

GRAPHIC_BMP 0

GRAPHIC_JPEG 1

GRAPHIC_PNG 2

AUDIO_WAVE 3

AUDIO_MP3 4

AUDIO_AAC 5

BINARY 6

JSON 7



AudioType

PCM

TBTState

ROUTE_UPDATE_REQUES
T

ROUTE_ACCEPTED
ROUTE_REFUSED
ROUTE_CANCELLED
ETA_REQUEST

NEXT_TURN_REQUEST

ROUTE_STATUS_REQUES
T

ROUTE_SUMMARY_REQU
EST

TRIP_STATUS_REQUEST

ROUTE_UPDATE_REQUES
T _TIMEOUT



VehicleDataResultCode

SUCCESS 0
TRUNCATED_DATA 1
DISALLOWED 2
USER_DISALLOWED 3
INVALID_ID 4

VEHICLE_DATA_NOT_AVA

ILABLE

DATA_ALREADY_SUBSCRI .
BED

DATA_NOT_SUBSCRIBED 7

IGNORED 8



DisplayType

CID

TYPE2

TYPE5

NGN
GEN2_8_DMA
GEN2_6_DMA
MFD3

MFD4

MFD5

GEN3_8_INCH



ApplicationExitReason

DRIVER_DISTRACTION_VI
OLATION

USER_EXIT

UNAUTHORIZED_TRANS
PORT_REGISTRATION

UNSUPPORTED_HMI_RES

OURCE

CLOSE_CLOUD_CONNEC
TION

By getting this value,
SDL puts the named app
to NONE HMlILevel

By getting this value,
SDL puts the named app
to NONE HMiILevel

By getting this value,
SDL unregisters the
named application

By getting this value,
SDL unregisters the
named application

By getting this value,
SDL puts the named app
to NONE HMILevel. Used
by the HMI to close a

cloud app connection



IgnitionStatus

UNKNOWN
OFF
ACCESSORY
RUN

START

INVALID



EmergencyEventType

NO_EVENT 0
FRONTAL 1
SIDE 2
REAR 3
ROLLOVER 4
NOT_SUPPORTED 5
FAULT 6
HMIlLevel
FULL 0
LIMITED 1
BACKGROUND 2

NONE 3



AppPriority

EMERGENCY 0
NAVIGATION 1
VOICE_COMMUNICATION 2
COMMUNICATION 3
NORMAL 4
NONE 5

PowerModeQualificationStatus

POWER_MODE_UNDEFIN

0
ED

POWER_MODE_EVALUATI .
ON_IN_PROGRESS

NOT_DEFINED 2

POWER_MODE_OK 3



ApplicationsCloseReason

IGNITION_OFF 0

MASTER_RESET 1

FACTORY_DEFAULTS 2

SUSPEND 3
Dimension

NO_FIX 0

2D 1

3D 2
ImageType

STATIC 0

DYNAMIC 1



AudioStreamingindicator

Default playback
PLAY_PAUSE 0
indicator.

Indicates that a button

press of the Play/Pause
PLAY 1

button would start the

playback.

Indicates that a button

press of the Play/Pause
PAUSE 2

button would pause the

current playback.

Indicates that a button

press of the Play/Pause
STOP 3

button would stop the

current playback.

IgnitionStableStatus

IGNITION_SWITCH_NOT_

STABLE 0
IGNITION_SWITCH_STAB

LE !
MISSING_FROM_TRANSM 5

ITTER



WarningLightStatus

OFF 0
ON 1
FLASH 2
NOT_USED 3

VehicleDataNotificationStatus

NOT_SUPPORTED 0
NORMAL 1
ACTIVE 2

NOT_USED 3



SystemeError

SYNC_REBOOTED 0

SYNC_OUT OF_MEMMOR

Y
PowerModeStatus

KEY_OUT 0
KEY_RECENTLY_OUT 1
KEY_APPROVED_0 2
POST_ACCESORY_0 3
ACCESORY_1 4
POST_IGNITION_1 5
IGNITION_ON 2 6
RUNNING_2 7

CRANK_3 8



ComponentVolumeStatus

UNKNOWN 0
NORMAL 1
LOw 2
FAULT 3
ALERT 4

NOT_SUPPORTED 5



PrimaryAudioSource

NO_SOURCE_SELECTED 0
CD 1
USB 2
USB2 3

BLUETOOTH_STEREO_BT

4
ST

LINE_IN 5
IPOD 6
MOBILE_APP 7
AM 8
FM 9
XM 10

DAB 11



RequestType



HTTP

FILE_RESUME

AUTH_REQUEST

AUTH_CHALLENGE

AUTH_ACK

PROPRIETARY

QUERY_APPS

LAUNCH_APP

LOCK_SCREEN_ICON_UR
L

TRAFFIC_MESSAGE_CHA
NNEL

DRIVER_PROFILE

VOICE_SEARCH

NAVIGATION

PHONE

CLIMATE

SETTINGS

VEHICLE_DIAGNOSTICS

EMERGENCY

10

11

12

13

14

15

16

17



MEDIA
FOTA
OEM_SPECIFIC

ICON_URL

ConsentSource

GUI

VUI

18

19

20

21



CompassDirection

NORTH 0
NORTHWEST 1
WEST 2
SOUTHWEST 3
SOUTH 4
SOUTHEAST 5
EAST 6
NORTHEAST 7
BitsPerSample
8 BIT 0

16 _BIT 1



EmergencyState

EMERGENCY_ON

EMERGENCY_OFF



Result



SUCCESS

UNSUPPORTED_REQUES
-

UNSUPPORTED_RESOUR
CE

DISALLOWED

REJECTED

ABORTED

IGNORED

RETRY

IN_USE

DATA_NOT_AVAILABLE

TIMED_OUT

INVALID_DATA

CHAR_LIMIT_EXCEEDED

INVALID_ID

DUPLICATE_NAME

10

11

12

13

14

If this response is
returned to core and the
related HMI interface
state is not available,
core will return SUCcCes
s:false to mobile.
Otherwise core will

return success:true



APPLICATION_NOT_REGI
STERED

WRONG_LANGUAGE

OUT_OF_MEMORY

TOO_MANY_PENDING_RE
QUESTS

NO_APPS_REGISTERED

NO_DEVICES_CONNECTE
D

WARNINGS
GENERIC_ERROR
USER_DISALLOWED

TRUNCATED_DATA

CarModeStatus

NORMAL
FACTORY
TRANSPORT

CRASH

15

16

17

18

19

20

21

22

23

24



softButtonimage

choicelmage

choiceSecondarylmage

vrHelpltem

turnlcon

menulcon

cmdlcon

applcon

graphic

secondaryGraphic

showConstantTBTlcon

showConstantTBTNextTu

rnlcon

locationlmage

ImageFieldName

10

11

12



VehicleDataType



VEHICLEDATA_GPS

VEHICLEDATA _SPEED

VEHICLEDATA_RPM

VEHICLEDATA_FUELLEVE
L

VEHICLEDATA_FUELLEVE
L _STATE

VEHICLEDATA_FUELCON
SUMPTION

VEHICLEDATA _EXTERNT
EMP

VEHICLEDATA_VIN

VEHICLEDATA_PRNDL

VEHICLEDATA TIREPRES
SURE

VEHICLEDATA_ODOMETE
R

VEHICLEDATA_BELTSTAT
us

VEHICLEDATA_BODYINFO

VEHICLEDATA _DEVICEST
ATUS

VEHICLEDATA ECALLINF
0]

VEHICLEDATA_AIRBAGST
ATUS

VEHICLEDATA_EMERGEN
CYEVENT

VEHICLEDATA _CLUSTER
MODESTATUS

10

11

12

13

14

15

16

17



VEHICLEDATA_MYKEY

VEHICLEDATA BRAKING

VEHICLEDATA_WIPERSTA
TUS

VEHICLEDATA HEADLAM
PSTATUS

VEHICLEDATA _BATTVOLT
AGE

VEHICLEDATA_ENGINET
ORQUE
VEHICLEDATA_ACCPEDA
L

VEHICLEDATA STEERING
WHEEL

VEHICLEDATA_TURNSIG
NAL

VEHICLEDATA_FUELRAN
GE

VEHICLEDATA_ENGINEOI
LLIFE

VEHICLEDATA _ELECTRO
NICPARKBRAKESTATUS

VEHICLEDATA _CLOUDAP
PVEHICLEID

18

20

21

22

23

24

25

26

27

28

29

30

Parameter used by cloud
apps or the policy server

to identify a head unit



VideoStreamingProtocol

RAW 0 Raw stream bytes

Real-time Transport

RTP 1

Protocol

Real-time Streaming
RTSP 2

Protocol

Real-Time Messaging
RTMP 3

Protocol
WEBM 4 WebM container

VideoStreamingCodec

MPEG-4 Advanced Video

H264 0
Coding
High Efficiency Video
H265 1
Coding
Theora 2 Ogg Theora
VP8 3

VP9 4



UpdateResult

UP_TO_DATE
UPDATING

UPDATE_NEEDED



PRNDL

PARK
REVERSE
NEUTRAL
DRIVE
SPORT
LOWGEAR
FIRST
SECOND
THIRD
FOURTH
FIFTH
SIXTH
SEVENTH
EIGHTH
UNKNOWN

FAULT

10

11

12

13

14

15



TPMS

UNKNOWN 0
SYSTEM_FAULT 1
SENSOR_FAULT 2
LOW 3
SYSTEM_ACTIVE 4
TRAIN 5
TRAINING_COMPLETE 6
NOT_TRAINED 7
VehicleDataStatus
NO_DATA _EXISTS 0
OFF 1

ON 2

If set the status of the

tire is not known.

TPMS does not function.

The sensor of the tire

does not function.

TPMS is reporting a low
tire pressure for the tire.
TPMS is active and the
tire pressure is
monitored.

TPMS is reporting that
the tire must be trained.
TPMS reports the
training for the tire is
completed.

TPMS reports the tire is

not trained.



ModuleType

CLIMATE
RADIO
SEAT
AUDIO
LIGHT

HMI_SETTINGS

RadioBand

AM
FM

XM



RadioState

ACQUIRING 0
ACQUIRED 1
MULTICAST 2
NOT_FOUND 3
TemperatureUnit
FAHRENHEIT 0

CELSIUS 1



DefrostZone

FRONT 0
REAR 1
ALL 2
NONE 3
VentilationMode
UPPER 0
LOWER 1
BOTH 2

NONE 3



RCAccessMode

AUTO_ALLOW

AUTO_DENY

ASK_DRIVER

EntityStatus

ON

OFF

Any RC app can take
immediately gain control
a module when it is
requested

An RC app has control of
a module until the app
releases it, all requests
for control of the module
by other apps are
rejected

The driver is prompted
when an app requests
control of a module that

is currently being used



FuelType

GASOLINE
DIESEL
CNG

LPG

HYDROGEN

BATTERY

TurnSignal

OFF
LEFT
RIGHT

BOTH

For vehicles using

compressed natural gas

For vehicles using

liquefied petroleum gas

For FCEV (fuel cell
electric vehicle)

For BEV (Battery Electric
Vehicle), PHEV (Plug-in
Hybrid Electric Vehicle),
solar vehicles and other
vehicles which run on a

battery



ElectronicParkBrakeStatus

CLOSED 0
TRANSITION 1
OPEN 2
DRIVE_ACTIVE 3
FAULT 4

Park brake actuators

have been fully applied.
Park brake actuators are
transitioning to either
Apply/Closed or Release/
Open state.

Park brake actuators are

released.

When driver pulls the
Electronic Park Brake
switch while driving "at
speed".

When system has a fault
or is under

maintenance.



LightName



FRONT_LEFT_HIGH_BEA
M

FRONT RIGHT_HIGH_BE
AM

FRONT_LEFT_LOW_BEAM

FRONT_RIGHT _LOW_BEA
M

FRONT_LEFT_PARKING_LI
GHT

FRONT_RIGHT_PARKING_
LIGHT

FRONT_LEFT_FOG_LIGHT

FRONT_RIGHT_FOG_LIG
HT

FRONT_LEFT_DAYTIME_R
UNNING_LIGHT

FRONT_RIGHT_DAYTIME_
RUNNING_LIGHT

FRONT_LEFT_TURN_LIGH
T

FRONT_RIGHT_TURN_LIG
HT

REAR_LEFT FOG_LIGHT

REAR_RIGHT_FOG_LIGHT

REAR_LEFT TAIL_LIGHT

REAR_RIGHT TAIL_LIGHT

REAR_LEFT BRAKE_LIGH
T

REAR_RIGHT BRAKE_LIG
HT

10

11

12

13

14

15

16

17



REAR_LEFT TURN_LIGHT

REAR_RIGHT TURN_LIGH
T

REAR_REGISTRATION_PL
ATE_LIGHT

HIGH_BEAMS

LOW_BEAMS

FOG_LIGHTS

RUNNING_LIGHTS

PARKING_LIGHTS

BRAKE_LIGHTS

REAR_REVERSING_LIGHT
S

SIDE_MARKER_LIGHTS

LEFT_TURN_LIGHTS

RIGHT_TURN_LIGHTS

HAZARD_LIGHTS

REAR_CARGO_LIGHTS

REAR_TRUCK_BED_LIGH
TS

REAR_TRAILER_LIGHTS

18

19

20

501

502

503

504

505

506

507

508

509

510

511

512

513

514

Cargo lamps illuminate
the cargo area.

Truck bed lamps light up
the bed of the truck.
Trailer lights are lamps

mounted on a trailer
hitch.



LEFT_SPOT_LIGHTS

RIGHT_SPOT_LIGHTS

LEFT_PUDDLE_LIGHTS

RIGHT_PUDDLE_LIGHTS

AMBIENT_LIGHTS

OVERHEAD_LIGHTS

READING_LIGHTS

TRUNK_LIGHTS

515

516

517

518

801

802

803

804

It is the spotlights
mounted on the left side
of a vehicle.

It is the spotlights
mounted on the right
side of a vehicle.
Puddle lamps illuminate
the ground beside the
door as the customer is
opening or approaching
the door.

Puddle lamps illuminate
the ground beside the
door as the customer is
opening or approaching

the door.



LightStatus

ON
OFF
RAMP_UP
RAMP_DOWN
UNKNOWN

INVALID

DisplayMode

DAY
NIGHT

AUTO



DistanceUnit

MILES

KILOMETERS

MassageZone

OFF
LOW

HIGH



MassageCushion

TOP_LUMBAR 0
MIDDLE_LUMBAR 1
BOTTOM_LUMBAR 2
BACK_BOLSTERS 3
SEAT_BOLSTERS 4

SeatMemoryActionType

SAVE 0
RESTORE 1
NONE 2

Save current seat
postions and settings to
seat memory.

Restore / apply the seat
memory settings to the

current seat.

No action to be

performed.



SupportedSeat

DRIVER 0
FRONT_PASSENGER 1
DeliveryMode
PROMPT 0
DESTINATION 1
QUEUE 2
AppServiceType
MEDIA 0
WEATHER 1

NAVIGATION 2

List possible seats that
is a remote controllable
seat.

List possible seats that
is a remote controllable

seat.



ServiceUpdateReason

PUBLISHED 0
REMOVED 1
ACTIVATED 2
DEACTIVATED 3
MANIFEST_UPDATE 4

The service has just
been published with the
module and once
activated to the primary
service of its type, it will
be ready for possible
consumption

The service has just
been unpublished with
the module and is no
longer accessible

The service is activated
as the primary service of
this type. All requests
dealing with this service
type will be handled by
this service

The service has been
deactivated as the
primary service of its
type

The service has updated
its manifest. This could
imply updated
capabilities. Note:
Currently

unimplemented



SystemCapabilityType

NAVIGATION 0
PHONE_CALL 1
VIDEO_STREAMING 2
REMOTE_CONTROL 3
APP_SERVICES 4
MediaType
MUSIC 0
PODCAST 1
AUDIOBOOK 2

OTHER 3



NavigationAction

Using this action plus a
TURN 0 supplied direction can
give the type of turn

EXIT 1
STAY 2
MERGE 3
FERRY 4
CAR_SHUTTLE_TRAIN 5

WAYPOINT 6



Navigationjunction

REGULAR

BIFURCATION

MULTI_CARRIAGEWAY

ROUNDABOUT

TRAVERSABLE_ROUNDA
BOUT

JUGHANDLE

ALL_WAY_YIELD

TURN_AROUND

A junction that
represents a standard
intersection with a
single road crossing
another

A junction where the
road splits off into two
paths; a fork in the road
A junction that has
multiple intersections
and paths

A junction where traffic
moves in a single
direction around a
central, non-traversable
point to reach one of the
connecting roads
Similar to a roundabout,
however the center of
the roundabout is fully
traversable. Also known
as a mini-roundabout

A junction where lefts
diverge to the right,
then curve to the left,
converting a left turn to
a crossing maneuver
Multiple way
intersection that allows
traffic to flow based on
priority; most commonly
right of way and first in,
first out

A junction designated

for traffic turn arounds



Direction

LEFT 0

RIGHT 1

Structs

ImageResolution
resolution
Integer true
Width
resolutionH
Integer true
eight

minvalue: 1
maxvalue:
10000
minvalue: 1
maxvalue:
10000



UserFriendlyMessage

messageCo

String
de
ttsString String
label String
linel String
line2 String
textBody String

HMICapabilities

navigation Boolean

phoneCall Boolean

true

false

false

false

false

false

false

false



NavigationCapability

sendLocati

Boolean false
onEnabled
getWayPoi

Boolean false
ntsEnabled

PhoneCapability

dialNumber
Enabled

Boolean false

If the
module has
the ability
to add
locations to
the
onboard
nav

If the
module has
the ability
to return
way points
from
onboard

nav

If the
module has
the ability
to perform
dial

number



VideoStreamingCapability



preferredR

esolution

maxBitrate

supportedF

ormats

hapticSpati
alDataSupp

orted

Common.Ima

geResolution

Integer

Common.Vid
eoStreaming

Format

boolean

false
minvalue: 0
false maxvalue:
2147483647
false array: true
false

The
preferred
resolution
of a video
stream for
decoding
and
rendering
on HMI.
The
maximum
bitrate of
video
stream
that is
supported,
in kbps.
Detailed
information
on each
format
supported
by this
system, in
its
preferred
order.
True if the
system can
utilize the
haptic
spatial
data from
the source
being

streamed.



SystemCapabilities

Common.Na

navigation
. vigationCapa
Capability -
bility
phoneCapa Common.Pho
bility neCapability
videoStrea Common.Vid
mingCapab eoStreaming
ility Capability
MenuParams
parentlD Integer
position Integer
menuName String

false

false

false

false

false

true

minvalue: 0
maxvalue:
2000000000
minvalue: 0
maxvalue:
1000
maxlength:
500



TireStatus

pressureTel

ltale

leftFront

rightFront

leftRear

rightRear

innerLeftRe

ar

innerRight

Rear

ECallinfo

eCallNotific

ationStatus

auxECallNo
tificationSt
atus
eCallConfir
mationStat

us

Common.Wa
rningLightSta
tus
Common.Sin

gleTireStatus

Common.Sin

gleTireStatus

Common.Sin

gleTireStatus

Common.Sin

gleTireStatus

Common.Sin

gleTireStatus

Common.Sin

gleTireStatus

Common.Veh
icleDataNotif
icationStatus
Common.Veh
icleDataNotif
icationStatus
Common.EC

allConfirmati

onStatus

false

false

false

false

false

false

false



DIDResult

Common.Veh

resultCode icleDataResu
IltCode
didLocation Integer
data String
TTSChunk
text String

Common.Spe
type echCapabiliti

ES

true

true

false

true

true

minvalue: 0

maxvalue:
65535

maxlength:

5000

maxlength:
500

The text/
phonemes
to be
spoken or
the name
of an audio
file to play
Describes
how to
interpret
the text
field (as
plain text,
a file

name, etc.)



TextField

name

characterS

et

width

rows

Common.Tex

tFieldName
Common.Ch

aracterSet

Integer

Integer

TouchCoord

Integer true

Integer true

minvalue: 1
maxvalue:
500
minvalue: 1

maxvalue: 8

minvalue: 0
maxvalue:
10000
minvalue: 0
maxvalue:
10000



AudioPassThruCapabilities

samplingR Common.Sa
true
ate mplingRate
bitsPerSam Common.Bits
true

ple PerSample

Common.Au
audioType true

dioType

Servicelnfo
url String true
policyAppld String false
HeadLampStatus

lowBeams

Boolean true
On
highBeams

Boolean true
On
ambientLig Common.Am
htSensorSt bientLightSta true

atus tus



eteText

ClusterModeStatus

powerMode
Boolean
Active
Common.Po
powerMode
werModeQua
Qualificatio
lificationStat
nStatus
us
carModeSt Common.Car
atus ModeStatus
Common.Po
powerMode
werModeStat
Status
us
KeyboardProperties
Common.Lan
language false
guage
keyboardLa Common.Key
false
yout boardLayout
keypressM Common.Key
false
ode pressMode
limitedChar
String false
acterList
autoCompl
String false

array: true
minsize: 1
maxsize: 100
maxlength: 1
maxlength:
1000



Choice

choicelD

menuName

image

secondaryT

ext
tertiaryText

secondaryl

mage

Integer

String

Common.Ima

ge

String

String

Image

true

false

false

false

false

false

minvalue: 0
maxvalue:
65535
maxlength:
500

maxlength:
500

maxlength:
500



voiceRecO

n

btlconOn

callActive

phoneRoa
ming
textMsgAva
ilable

battLevelSt

atus

stereoAudi
oOutputMu
ted
monoAudio
OutputMut
ed

signallLevel
Status

primaryAu

dioSource

eCallEvent

Active

DeviceStatus

Boolean

Boolean

Boolean

Boolean

Boolean

Common.De
vicelLevelStat

us

Boolean

Boolean

Common.De
vicelLevelStat
us
Common.Pri
maryAudioSo

urce

Boolean

false

false

false

false

false

false

false

false

false

false

false



GPSData



longitudeD

egrees

latitudeDe

grees

utcYear

utcMonth

utcDay

utcHours

utcMinutes

utcSeconds

compassDi

rection

pdop

hdop

vdop

Float

Float

Integer

Integer

Integer

Integer

Integer

Integer

Common.Co

mpassDirecti

on

Float

Float

Float

true

true

false

false

false

false

false

false

false

false

false

false

minvalue:
-180
maxvalue:
180
minvalue:
-90
maxvalue:
90
minvalue:
2010
maxvalue:
2100
minvalue: 1
maxvalue:
12
minvalue: 1
maxvalue:
31
minvalue: 0
maxvalue:
23
minvalue: 0
maxvalue:
59
minvalue: 0
maxvalue:
59

minvalue: 0
maxvalue:
1000
minvalue: 0
maxvalue:
1000
minvalue: 0
maxvalue:
1000



actual Boolean false

minvalue: 0
satellites Integer false maxvalue:
31
dimension Comrrlmon.Di false
mension
minvalue:
altitude Float false 10000
maxvalue:
10000
minvalue: 0
heading Float false maxvalue:
359.99
minvalue: 0
speed Float false maxvalue:
500
SingleTireStatus
Common.Co
status mponentVolu true
meStatus
The status
of TPMS
Common.TP according
tpms . false o (s
particular
tire.
The
pressure
minvalue: 0 value of
pressure Float false maxvalue: the
2000 particular
tire in

kilopascals.


https://d83tozu1c8tt6.cloudfront.net/enums/#tpms
https://d83tozu1c8tt6.cloudfront.net/enums/#tpms

SoftButtonCapabilities

shortPressA
) Boolean true
vailable
longPressA
i Boolean true
vailable
upDownAv
) Boolean true
ailable
imageSupp
Boolean true

orted



HMIApplication



appName

ngnMediaS
creenAppN

ame

icon

devicelnfo

secondary

Devicelnfo

policyAppl
D

ttsName

vrSynonym

S

applD

hmiDisplay
LanguageD
esired

isMediaApp

lication

String

String

String

Common.De

vicelnfo

Common.De

vicelnfo

String

Common.TTS
Chunk

String

Integer

Common.Lan

guage

Boolean

true

false

false

true

true

true

false

false

true

false

false

maxlength:

100

maxlength:

100
The ID,
serial
number,
transport
type that
are
acquired
through
Secondary
Transport.

minlength: 1

maxlength:

50

array: true

minsize: 1

maxsize: 100
array: true
minsize: 1
maxsize: 100
maxlength:
40



NAME

appType

greyOut

requestTyp

@

TYPE

Common.Ap

pHMIType

Boolean

Common.Re

questType

MANDATOR
Y

false

false

false

ADDITION DESCRIP
AL TION
array: true

minsize: 1

maxsize: 100

array: true
minsize: 0

maxsize: 100



requestSub

Type

String

false

array:true
minsize:0
maxsize:100
maxlength:1
00

The list of
SystemReq
uest's
requestSub
Types
allowed by
policies for
the named
application.
If the app
sends a
requestSub
Type which
is not
specified in
this list,
then that
request
should be
rejected.
An empty
array
signifies
that any
value of
requestSub
Type is
allowed for
this app.

If this
parameter
is omitted,
then a
request
with any
value of
requestSub
Type is now
allowed for

this app



dayColorSc

heme

nightColorS

cheme

isCloudApp

lication

cloudConn
ectionStatu

S

make

model

modelYear

trim

Common.Te
mplateColor
Scheme
Common.Te
mplateColor

Scheme

Boolean

Common.Clo
udConnectio

nStatus

VehicleType

String

String

String

String

false

false

false

false

false

false

false

false

maxlength:
500

maxlength:
500

maxlength:
500

maxlength:
500


https://d83tozu1c8tt6.cloudfront.net/enums/#cloudconnectionstatus
https://d83tozu1c8tt6.cloudfront.net/enums/#cloudconnectionstatus
https://d83tozu1c8tt6.cloudfront.net/enums/#cloudconnectionstatus

ButtonCapabilities

name

shortPressA

vailable

longPressA

vailable

upDownAv

ailable

Common.But

tonName

Boolean

Boolean

Boolean

VrHelpltem

text

image

position

String

Common.Ima

ge

Integer

true

true

true

true

true

false

true

maxlength:
500

minvalue: 1
maxvalue:
100



Bodyinformation

parkBrakeA
. Boolean true
ctive
o Common.Igni
ignitionSta ]
tionStableSt true
bleStatus
atus
ignitionStat Common.Igni
true
us tionStatus
driverDoor
. Boolean false
Ajar
passenger
. Boolean false
DoorAjar
rearLeftDo
) Boolean false
orAjar
rearRightD
Boolean false

oorAjar



BeltStatus



driverBeltD
eployed

passenger
BeltDeploy
ed
passenger
BuckleBelt
ed

driverBuckl

eBelted

leftRow2Bu
ckleBelted

passenger
ChildDetec
ted
rightRow2B
uckleBelte
d
middleRow
2BuckleBel
ted
middleRow
3BuckleBel
ted

leftRow3Bu
ckleBelted

rightRow3B
uckleBelte
d
leftRearlInfl
atableBelte
d
rightRearln
flatableBelt
ed

Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven

tStatus

false

false

false

false

false

false

false

false

false

false

false

false

false



middleRow

Common.Veh

1BeltDeplo icleDataEven
yed tStatus
middleRow Common.Veh
1BuckleBel icleDataEven
ted tStatus
Turn

navigationT Common.Tex
ext tFieldStruct

Common.Ima
turnlcon

ge

EmergencyEvent

Common.Em
emergency

ergencyEven
EventType

tType
fuelCutoffS Common.Fue
tatus |ICutoffStatus

Common.Veh
rolloverEve

icleDataEven
nt

tStatus
maximumC Common.Veh
hangeVeloc icleDataEven
ity tStatus

. Common.Veh

multipleEv

icleDataEven
ents

tStatus

false

false

false

false



VehicleDataResult

Common.Veh

dataType )
icleDataType
Common.Veh

resultCode icleDataResu

ItCode

PresetBankCapabilities

onScreenPr
esetsAvaila Boolean true
ble



TouchEvent

id Integer
ts Integer
Common.Tou
C
chCoord
Permissionitem
name String
id Integer
allowed Boolean

true

true

true

true

true

false

minvalue: 0
maxvalue: 9
array: true
minsize: 1
maxsize:
1000
minvalue: 0
maxvalue:
2147483647
array: true
minsize: 1
maxsize:
1000



TouchEventCapabilities

pressAvaila

Boolean true
ble
multiTouch

Boolean true
Available
doublePres

Boolean true
sAvailable

ScreenParams

Common.Ima

resolution . true
geResolution

Common.Tou

touchEvent
chEventCapa false

bilities

Available



TextFieldStruct

The name
of the field
Common.Tex
fieldName true for
tFieldName
displaying
the text.
The data
maxlength:
fieldText String true . contained
in the field.
The type of
array: true
Common.Met data
fieldType false minSize: 0 ]
adataType contained
maxSize: 5
in the field.
Devicelnfo
name String true
id String true
transportTy Common.Tra
false
pe nsportType
isSDLAllow
Boolean false

ed



SoftButton

type

text

image

isHighlight
ed

softButtonl
D

systemActi

on

Common.Sof

tButtonType

String

Common.Ima

ge

Boolean

Integer

Common.Sys

temAction

true

false

false

false

true

true

maxlength:
500

minvalue: 0
maxvalue:
65535



driverAirba

gDeployed

driverSideA
irbagDeplo
yed
driverCurta
inAirbagDe
ployed
passenger
AirbagDepl
oyed
passenger
CurtainAirb
agDeploye
d
driverKnee
AirbagDepl
oyed
passengerS
ideAirbagD
eployed
passenger
KneeAirbag
Deployed

AirbagStatus

Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus
Common.Veh
icleDataEven
tStatus

Common.Veh
icleDataEven
tStatus

Common.Veh
icleDataEven
tStatus

Common.Veh
icleDataEven
tStatus

Common.Veh
icleDataEven

tStatus



RGBColor

red

green

blue

Integer true
Integer true
Integer true

TemplateColorScheme

primaryCol
or

secondary

Color

backgroun
dColor

Common.RG

true
BColor
Common.RG

true
BColor
Common.RG

true

BColor

minvalue: 0
maxvalue:
255
minvalue: 0
maxvalue:
255
minvalue: 0
maxvalue:
255



DisplayCapabilities

displayTyp
e

displayNa

me

textFields

imageField

S

mediaClock

Formats

imageCapa
bilities

graphicSup
ported

templatesA

vailable

screenPara
ms
numCusto
mPresetsAv

ailable

Common.Dis

playType

String

Common.Tex
tField

Common.Ima
geField

Common.Me
diaClockFor

mat

Common.Ima

gelype

Boolean

String

Common.Scr

eenParams

Integer

true

true

true

false

true

false

true

true

false

false

The name
of the
display the
app is
connected
to.

array: true

minsize: 0

maxsize: 100

array: true

minsize: 1

maxsize: 100

array: true

minsize: 0

maxsize: 100

array: true

minsize: 0

maxsize: 2

array: true
minsize: 0
maxsize: 100
maxlength:
100

minvalue: 1
maxvalue:
100



TimeFormat

minvalue: 0

hours Integer true maxvalue:
59
minvalue: 0

minutes Integer true maxvalue:
59
minvalue: 0

seconds Integer true maxvalue:
59



Image



value

imageType

isTemplate

String

Common.Ima

geType

Boolean

true

true

false

maxlength:
65535

The path to
the
dynamic
image
stored on
HU or the
static
binary
image
itself.
Note:
There is no
guarantee
that the
image
reference
is valid at
the time it
is received.
Describes
whether it
is a static
or dynamic
image.
Optional
value to
specify
whether
it's a
template
image. A
template
image can
be
(re)colored
by the HMI
as needed
by using an
image

pattern.



MyKey

Common.Veh

e9110verri

icleDataStat
de

us

ImageField

Common.Ima
name .

geFieldName
imageType Common.File
Supported Type
imageResol Common.Ima
ution geResolution

true

true

false

false

array: true
minsize: 1

maxsize: 100



VideoConfig

protocol

codec

width

height

Common.Vid
eoStreaming

Protocol

Common.Vid
eoStreaming

Codec

Integer

Integer

false

false

false

false

The video
protocol
configurati
on.

The video
codec
configurati
on.

Width of
the video
stream, in
pixels.
Height of
the video
stream, in

pixels.



ExternalConsentStatus

entityType Integer

entitylD Integer

Common.Ent
status ]
ityStatus

true

true

true

minvalue: 0
maxvalue:
128

minvalue: 0
maxvalue:
128

The
entityType
which
status is
informed
by "status"
param.
The
correspond
ing ID of
entityType
which
status is
informed
by "status"
param.
Status of
External
User
Consent
Settings
entity:
"ON" or
"OFF"



ModuleData



moduleTyp

@

radioContr

olData

climateCon

trolData

audioContr

olData

lightControl
Data

hmiSetting
sControlDa

ta

Common.Mo

duleType

Common.Ra
dioControlDa
ta
Common.Cli
mateControl
Data
Common.Au
dioControlDa
ta
Common.Lig
htControlDat
a
Common.HM
ISettingsCon

trolData

true

false

false

false

false

false

The
moduleTyp
e indicates
which type
of data
should be
changed
and
identifies
which data
object
exists in
this struct.
For
example, if
the
moduleTyp
eis
CLIMATE
then a
"climateCo
ntrolData"
should

exist



RadioControlData



frequencyl

nteger

frequencyF

raction

band

rdsData

availableH
Ds

hdChannel

signalStren
gth

Integer

Integer

Common.Ra
dioBand

Common.Rds

Data

Integer

Integer

Integer

false

false

false

false

false

false

false

minvalue:0
maxvalue:17
10

minvalue:0

maxvalue:9

minvalue:1

maxvalue:7

minvalue:1

maxvalue:7

minvalue:0
maxvalue:10
0

The integer
part of the
frequency
ie for 101.7
this value
should be
101

The
fractional
part of the
frequency
for 101.7 is
7

number of
HD sub-
channels if
available
Current HD
sub-
channel if

available



signalChan
geThreshol
d

radioEnabl

e

state

Integer

Boolean

Common.Ra
dioState

minvalue:0
false maxvalue:10
0

false

false

If the
signal
strength
falls below
the set
value for
this
parameter,
the radio
will tune to
an
alternative
frequency
True if the
radio is on,
false is the

radio is off



sisData

hdRadioEn

able

Common.Sis

Data

Boolean

false

false

Read-only
Station
Information
Service
(SIS) data
provides
basic
information
about the
station
such as call
sign, as
well as
information
not
displayable
to the
consumer
such as the
station
identificati
on number
True if the
hd radio is
on, false is
the radio is
off



RdsData



PS

RT

CT

Pl

PTY

TP

String

String

String

String

Integer

Boolean

false

false

false

false

false

false

minlength:0

maxlength:8

minlength:0
maxlength:6
4

minlength:24

maxlength:2
4

minlength:0

maxlength:6

minvalue:0

maxvalue:31

Program
Service

Name

Radio Text

The clock
text in UTC
format as
YYYY-MM-
DDThh:m
m:ss.sTZD
Program
Identificati
on - the
call sign for
the radio
station
The
program
type - The
region
should be
used to
differentiat
e between
EU and
North
America
program
types
Traffic
Program
Identificati
on -
Identifies a
station that
offers

traffic



TA Boolean false

REG String false

StationIDNumber

countryCod
Integer false
e
fccFacilityl
- Integer false

minvalue="0

maxvalue="
999"

minvalue="0

maxvalue="
999999"

Traffic
Announce
ment
Identificati
on -
Indicates
an ongoing
traffic
announce

ment

Region

Binary
Representa
tion of ITU
Country
Code. USA
Code is
001.

Binary
representat
ion of
unique
facility 1D
assigned
by the FCC;
FCC
controlled
for U.S.

territory



SisData



stationShor

tName

stationIDN

umber

stationLon

gName

stationLoca

tion

String

Common.Sta
tionIDNumbe

r

String

Common.GP
SData

false

false

false

false

minlength="
4II

maxlength="

7||

minlength="
OII

maxlength="

56"

Identifies
the 4-
alpha-
character
station call
sign plus
an optional
(-FM)
extension
Used for
network
Applicatio
n. Consists
of Country
Code and
FCC Facility
ID.
Identifies
the station
call sign or
other
identifying
information
in the long
format.
Provides
the 3-
dimensiona
I
geographic
station

location.



May be
used to
convey
textual
information
of general
interest to
the
consumer
such as
weather
forecasts
minlength=" or public
stationMes o" service
String false
sage maxlength=" announce
56" ments.

Includes a
high
priority
delivery
feature to
convey
emergenci
es that
may be in
the
listening

area.



ClimateControlData



fanSpeed

currentTem
perature

desiredTem

perature

acEnable

circulateAir
Enable
autoModeE

nable
defrostZon
e

dualModeE

nable

acMaxEnab

le

ventilation
Mode

heatedStee
ringWheelE

nable

heatedWin
dshieldEna
ble

Integer

Temperature

Temperature

Boolean

Boolean

Boolean

DefrostZone

Boolean

Boolean

VentilationM

ode

Boolean

Boolean

false

false

false

false

false

false

false

false

false

false

false

false

minvalue: 0
maxvalue:
100

value false
means
disabled/
turn off,
value true
means
enabled/
turn on.
value false
means
disabled,
value true
means

enabled.



heatedRear
WindowEna Boolean
ble
heatedMirr

Boolean
orsEnable

Temperature
) Temperature

unit )

Unit
value Float

false

false

true

true

value false
means
disabled,
value true
means
enabled.
value false
means
disabled,
value true
means

enabled.

Temperatur
e Unit

The
temperatur
e value is
in
Temperatur
eUnit
specified

unit



RemoteControlCapabilities



climateCon
trolCapabili

ties

radioContr
olCapabiliti

&5

seatControl

Capabilities

ClimateContr

olCapabilitie

S

RadioControl

Capabilities

Common.Sea

tControlCapa

bilities

false

false

false

array: true

minsize: 1

maxsize: 100

array: true

minsize: 1

maxsize: 100

minsize="1"

maxsize="10

OII

array="true"

If included,
the
platform
supports
RC climate
controls.
For this
baseline
version,
maxsize=
1l.i.e.only
one
climate
control
module is
supported
If included,
the
platform
supports
RC radio
controls.
For this
baseline
version,
maxsize=
1.i.e. only
one
climate
control
module is
supported
If included,
the
platform
supports
seat

controls



buttonCap

abilities

seatControl

Capabilities

audioContr
olCapabiliti

€S}

hmiSetting
sControlCa

pabilities

lightControl
Capabilities

Common.But
tonCapabiliti

eS

Common.Sea
tControlCapa

bilities

Common.Au
dioControlCa

pabilities

Common.HM
ISettingsCon
trolCapabiliti

€S

Common.Lig
htControlCap

abilities

false

false

false

false

false

array: true
minsize: 1

maxsize: 100

minsize="1"
maxsize="10
OII

array="true"

minsize="1"
maxsize="10
OII

array="true"

If included,
the
platform
supports
RC button
controls
with the
included
button
names

If included,
the
platform
supports
seat
controls.

If included,
the
platform
supports
audio
controls.

If included,
the
platform
supports
hmi setting
controls.

If included,
the
platform
supports
light

controls.



ClimateControlCapabilities



moduleNa

me

fanSpeedA

vailable

desiredTem
peratureAv

ailable

String

Boolean

Boolean

true

false

false

maxlength:
100

The short
friendly
name of
the climate
control
module. It
should not
be used to
identify a
module by
mobile
application.
Availability
of the
control of
fan speed
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
control of
desired
temperatur
e.

True:
Available,
False: Not
Available,
Not
present:
Not

Available.



acEnableAv

ailable

acMaxEnab

leAvailable

Boolean

Boolean

false

false

Availability
of the
control of
turn on/off
AC.

True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
control of
enable/
disable air
conditionin
g is ON on
the
maximum
level.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



circulateAir
EnableAvail

able

autoModeE
nableAvaila
ble

Boolean

Boolean

false

false

Availability
of the
control of
enable/
disable
circulate
Air mode.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
control of
enable/
disable
auto mode.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



dualModeE

nableAvaila

ble

defrostZon

eAvailable

defrostZon

®

Boolean

Boolean

DefrostZone

false

false

false

array: true

minsize: 1

maxsize: 100

Availability
of the
control of
enable/
disable
dual mode.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
control of
defrost
zones.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
A set of all
defrost
zones that
are
controllabl

&,



ventilation
ModeAvaila
ble

ventilation
Mode

heatedStee
ringWheelA

vailable

Boolean

VentilationM

ode

Boolean

false

false

false

array: true

minsize: 1

maxsize: 100

Availability
of the
control of
air
ventilation
mode.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
A set of all
ventilation
modes that
are
controllabl
e
Availability
of the
control
(enable/
disable) of
heated
Steering
Wheel.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



heatedWin
dshieldAvai

lable

heatedRear
WindowAva

ilable

Boolean

Boolean

false

false

Availability
of the
control
(enable/
disable) of
heated
Windshield.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
control
(enable/
disable) of
heated
Rear
Window.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



NAME

heatedMirr
orsAvailabl

®

TYPE

Boolean

MANDATOR

Y

false

ADDITION
AL

DESCRIP
TION

Availability
of the
control
(enable/
disable) of
heated
Mirrors.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



AudioControlCapabilities



moduleNa

me

sourceAvail

able

keepConte

xtAvailable

volumeAvai

lable

equalizerAv

ailable

String

Boolean

Boolean

Boolean

Boolean

true

false

false

false

false

maxlength="
100"

The short
friendly
name of
the light
control
module.

It should
not be
used to
identify a
module by
mobile
application.
Availability
of the
control of
audio
source.
Availability
of the
parameter
keepConte
xt.
Availability
of the
control of
audio
volume.
Availability
of the
control of
Equalizer

Settings.



equalizerM
axChannell
d

channelld

channelNa

me

channelSet

ting

Integer

EqualizerSettings

Integer

String

Integer

false

true

false

true

minvalue="1

maxvalue="

100"

minvalue="1

maxvalue="

100"

maxlength="

50"

minvalue="0

maxvalue="
100"

Must be
included if
equalizerAv
ailable=tru
e, and
assume all
IDs starting
from 1 to
this value

are valid.

Defines the
each
Equalizer
channel
settings.
Read-only
channel /
frequency
name (e.i.
"Treble,
Midrange,
Bass" or
"125 Hz")
Reflects
the setting,
from
0%-100%.



AudioControlData



source

Common.Pri

maryAudioSo

urce

false

In a getter
response
ora
notificatio
n, it is the
current
primary
audio
source of
the
system.

In a setter
request, it
is the
target
audio
source that
the system
shall switch
to.

If the value
is
MOBILE_AP
P, the
system
shall switch
to the
mobile
media app
that issues
the setter
RPC.



keepConte

xt

Boolean

false

This
parameter
shall not
be present
in any
getter
responses
or
notification
S.

This
parameter
is optional
in a setter
request.
The default
value is
false.

If it is false,
the system
not only
changes
the audio
source but
also brings
the default
infotainme
nt system
ul
associated
with the
audio
source to
foreground
and set the
application
to
backgroun
d.

If it is true,
the system
changes
the audio
source, but
keeps the

current

PR [ . |



volume

equalizerS

ettings

Integer

Common.Eq

ualizerSettin

gs

false

false

minvalue="0
n
maxvalue="

100"

minvalue="1
maxvalue="
100"

array

="true"

Reflects
the volume
of audio,
from
0%-100%."
Defines the
list of
supported
channels
(band) and
their
current/
desired
settings on
HMI



LightCapabilities



name

statusAvail

able

densityAvai

lable

RGBColorS
paceAvaila
ble

Common.Lig

htName

Boolean

Boolean

Boolean

true

false

false

false

Indicates if
the status
(ON/OFF)
can be set
remotely.
App shall
not use
read-only
values
(RAMP_UP/
RAMP_DO
WN/
UNKNOWN/
INVALID) in
a
setinteriorV
ehicleData
request.
Indicates if
the light's
density can
be set
remotely
(similar to
a dimmer).
Indicates if
the light's
color can
be set
remotely
by using
the sRGB
color

space.



LightControlCapabilities

moduleNa

String
me

Common.Lig
supportedL
] htCapabilitie
ights

S

true

true

maxlength="
100"
minsize="1"

maxsize="10
OII

array="true"

The short
friendly
name of
the light
control
module.

It should
not be
used to
identify a
module by
mobile
application.
An array of
available
LightCapab
ilities that
are
controllabl

&



LightState

status

density

color

Common.Lig

htName

Common.Lig

htName

Float

Common.RG
BColor

true

true

false

false

minvalue="0

maxvalue="
1II

The name
of a light or
a group of
lights.



LightControlData

An array of
LightName
s and their
current or
desired
status.

minsize="1" Status of

lightState Common.Lig true maxsize="10 the
htState 0" LightName

array="true" s that are
not listed
in the array
shall
remain
unchange
d.



moduleNa

me

distanceUn

itAvailable

temperatur
eUnitAvaila
ble

displayMod
eUnitAvaila
ble

String

Boolean

Boolean

Boolean

HMISettingsControlCapabilities

maxlength="
true
100"
false
false
false

The short
friendly
name of
the hmi
setting
module.

It should
not be
used to
identify a
module by
mobile
application.
Availability
of the
control of
distance
unit.
Availability
of the
control of
temperatur
e unit.
Availability
of the
control of
HMI display

mode.



HMISettingsControlData

displayMod Common.Dis
false
e playMode
Common.Te
temperatur
) mperatureUn false
eUnit )
it
distanceUn Common.Dis
false

it tanceUnit



RadioControlCapabilities



moduleNa

me

radioEnabl

eAvailable

radioBandA

vailable

String

Boolean

Boolean

true

false

false

maxlength:
100

The short
friendly
name of
the climate
control
module.

It should
not be
used to
identify a
module by
mobile
application.
Availability
of the
control of
enable/
disable
radio.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
control of
radio band.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



radioFrequ
encyAvaila
ble

hdChannel

Available

rdsDataAva

ilable

Boolean

Boolean

Boolean

false

false

false

Availability
of the
control of
radio
frequency.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
control of
HD radio
channel.
True:
Available,
False: Not
Available,
Not
present:
Not
Available
Availability
of the
getting
Radio Data
System
(RDS) data.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



availableH

DsAvailable

stateAvaila
ble

Boolean

Boolean

false

false

Availability
of the
getting the
number of
available
HD
channels.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
getting the
Radio
state.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



signalStren
gthAvailabl Boolean false

3

signalChan
geThreshol Boolean false
dAvailable

Availability
of the
getting the
signal
strength.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
getting the
signal
Change
Threshold.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



sisDataAvai

lable

hdRadioEn
ableAvailab

le

Boolean

Boolean

false

false

Availability
of the
getting HD
radio
Station
Information
Service
(SIS) data.
True:
Available,
False: Not
Available,
Not
present:
Not
Available.
Availability
of the
control of
enable/
disable HD
radio.
True:
Available,
False: Not
Available,
Not
present:
Not

Available.



NAME

siriusxmRa
dioAvailabl

3

TYPE

Boolean

MANDATOR
Y

false

ADDITION
AL

DESCRIP
TION

Availability
of sirius XM
radio.

True:
Available,
False: Not
Available,
Not
present:
Not

Available.



ExternalConsentStatus

entityType Integer

entitylD Integer

Common.Ent
status ]
ityStatus

true

true

true

minvalue: 0
maxvalue:
128

minvalue: 0
maxvalue:
128

The
entityType
which
status is
informed
by "status"
param.
The
correspond
ing ID of
entityType
which
status is
informed
by "status"
param.
Status of
External
User
Consent
Settings
entity:
"ON" or
"OFF"



Rectangle

width

height

Float

Float

Float

Float

true

true

true

true

The X-
coordinate
of the
rectangle
The Y-
coordinate
of the
rectangle
The width
of the
rectangle
The height
of the

rectangle



HapticRect

rect

Integer

Common.Rec

tangle

true

true

minvalue: 0
maxvalue:
128

A unique
identifier
for the
haptic
rectangle
The
position of
the haptic
rectangle
to be
highlighte
d

The center
of this
rectangle
is
considered
"touched"
when the
element is
focused
and then

selected.



FuelRange

type

range

massageZo

ne

massageM

ode

FuelType

Float

MassageModeData

Common.Ma

ssageZone

Common.Ma

ssageMode

false

faslse

true

true

minvalue=0
maxvalue=1
0000

The
estimate
range in
KM the
vehicle can
travel
based on
fuel level
and
consumpti

on



MassageCushionFirmness

Common.Ma

cushion ssageCushio true
n
firmness Integer true
SeatMemoryAction
id Integer true
label String false

Common.Sea
action tMemoryActi true

onType

minvalue="0

maxvalue="

100"

minvalue="1

maxvalue="

10"

maxlength="
100"



SeatControlData



id
heatingEna

bled

coolingEna
bled

heatingLev

el

coolingLev

el

horizontalP

osition

verticalPosi

tion

frontVertic

alPosition

backVertic

alPosition

backTiltAn
gle

headSuppo
rtHorizonta

|Position

Common.Su

pportedSeat

Boolean

Boolean

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

true

false

false

false

false

false

false

false

false

false

false

minvalue="0
n
maxvalue="
100"
minvalue="0
maxvalue="
100"
minvalue="0
maxvalue="
100"
minvalue="0
"
maxvalue="
100"
minvalue="0
maxvalue="
100"
minvalue="0
maxvalue="
100"
minvalue="0
maxvalue="
100"
minvalue="0
"
maxvalue="
100"



headSuppo
rtVerticalPo

sition

massageEn
abled

massageM

ode

massageCu
shionFirmn

@SS

memory

Integer

Boolean

Common.Ma
ssageModeD
ata
Common.Ma
ssageCushio
nFirmness
Common.Sea
tMemoryActi

on

false

false

true

false

false

minvalue="0
maxvalue="
100"

minsize="1"
maxsize="2"
array="true"
minsize="1"
maxsize="5"

array="true"



SeatControlCapabilities



moduleNa

me

heatingEna
bledAvailab
le
coolingEna
bledAvailab

le

heatingLev

elAvailable

coolingLev
elAvailable
horizontalP
ositionAvail
able
verticalPosi
tionAvailabl
e
frontVertic
alPositionA
vailable
backVertic
alPositionA
vailable
backTiltAn
gleAvailabl

e

String

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

true

false

false

false

false

false

false

false

false

false

maxlength="
100"

The short
friendly
name of
the light
control
module.
It should
not be
used to
identify a
module by
mobile

application.



headSuppo
rtHorizonta
IPositionAv
ailable
headSuppo
rtVerticalPo
sitionAvaila
ble
massageEn
abledAvaila
ble
massageM
odeAvailabl
e
massageCu
shionFirmn
essAvailabl
e
memoryAv

ailable

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

false

false

false

false

false

false



DateTime



millisecond

seconds

minutes

hour

day

month

year

tz_hour

tz_minute

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

false

false

false

false

false

false

false

false

false

minvalue: 0
maxvalue:
999

minvalue: 0
maxvalue:
60
minvalue: 0
maxvalue:
59

minvalue: 0
maxvalue:
23

minvalue: 1
maxvalue:
31
minvalue: 1
maxvalue:
12
minvalue: 0
maxvalue:
4095
minvalue:
-12
maxvalue:
14

defvalue: 0

minvalue: 0
maxvalue:
59

defvalue: 0

Millisecond
s - part of
time - one
thousandth
split
second
Seconds
part of
time
Minutes
part of
time
Hours part
of time.
Note that
this
structure
accepts
time only
in 24 Hr

format

Day of the

month

Month of

the year

The year in
YYYY
format
Time zone
offset in
Hours with
regard to
UTC.

Time zone
offset in
Min with
regard to
UTC.



Coordinate

latitudeDe

Float true
grees
longitudeD

Float true
egrees

minvalue:
-90
maxvalue:
90
minvalue:
-180
maxvalue:
180

Latitude of
the

location

Longitude
of the

location



countryNa

me

countryCod

e

postalCode

administrat

iveArea

subAdminis

trativeAre

locality

subLocality

thoroughfa

2

subThorou

ghfare

OASISAddress

String

String

String

String

String

String

String

String

String

false

false

false

false

false

false

false

false

false

minlength: 0
maxlength:
200

minlength: 0
maxlength:
50

minlength: 0
maxlength:
16
minlength: 0
maxlength:
200

minlength: 0
maxlength:
200

minlength: 0
maxlength:
200
minlength: 0
maxlength:
200
minlength: 0
maxlength:
200

minlength: 0
maxlength:
200

Name of
the country
(localized)
Name of
country
(ISO
3166-2)
(PLZ, ZIP,
PIN, CAP
etc.)
Portion of
country
(e.g. state)
Portion of
administrat
iveArea
(e.g.
county)
Hypernym
for city/

village

Hypernym

for district

Hypernym
for street,
road etc
Portion of
thoroughfa
re (e.g.
house

number)



coordinate

locationNa

me

addressLin

es}

locationDe

scription

phoneNum

ber

locationlm

age

searchAddr

@SS

LocationDetails

Common.Co

ordinate

String

String

String

String

Common.Ima

ge

Common.OA
SISAddress

false

false

false

false

false

false

false

maxlength:

500

maxlength:

500
array: true
minsize: 0

maxsize: 4

maxlength:

500

maxlength:

500

Latitude/
Longitude
of the

location

Name of

location

Location
address for
display
purposes
only
Description
intended
location/
establishm
ent (if
applicable)
Phone
number of
location/
establishm
ent
Image/icon
of intended
location
Address to
be used by
navigation
engines for

search



SyncMsgVersion



majorVersi

on

minorVersi

on

patchVersi

on

Integer

Integer

Integer

true

true

false

minvalue: 1
maxvalue:
10

minvalue: 0
maxvalue:
1000

minvalue: 0
maxvalue:
1000

The major
version
indicates
versions
that is not-
compatible
to previous
versions
The minor
version
indicates a
change to
a previous
version
that should
still allow
to be run
on an older
version
(with
limited
functionalit
y)

The patch
version
indicates a
fix to
existing
functionalit
yina
previous
version
that should
still be able
to be run
on an older

version



AppServiceManifest



serviceNa

me

serviceTyp

e

servicelcon

allowAppC

onsumers

String

String

Common.Ima

ge

Boolean

false

true

false

false

defvalue:

false

Unique
name of
this service
The type of
service
that is to
be offered
by this app
The icon to
be
associated
with this
service.
Most likely
the same
as the
applcon

If true, app
service
consumers
beyond the
IVI system
will be able
to access
this
service. If
false, only
the IVI
system will
be able
consume
the
service. If
not
provided, it
is assumed

to be false



rpcSpecVer

sion

handledRP
Cs

mediaServi

ceManifest

Common.Syn

cMsgVersion

Integer

Common.Me

diaServiceMa

nifest

false

false

false

array: true

This is the
max RPC
Spec
version the
app service
understand
s. This is
important
during the
RPC
passthroug
h
functionalit
y. If not
included, it
is assumed
the max
version of
the module
is
acceptable
This field
contains
the
Function
IDs for the
RPCs that
this service
intends to
handle
correctly.
This means
the service
will provide
meaningful

responses



NAME

weatherSer
viceManife
st
navigation
ServiceMan

ifest

TYPE

Common.We
atherService
Manifest
Common.Na
vigationServi

ceManifest

MANDATOR ADDITION
Y AL

false

false

DESCRIP
TION



AppServiceRecord



servicelD

serviceMan

ifest

servicePubl
ished

String

Common.Ap
pServiceMan

ifest

Boolean

true

true

true

A unique ID
tied to this
specific
service
record. The
ID is
supplied by
the module
that
services
publish
themselves
Manifest
for the
service
that this
record is
for

If true, the
service is
published
and
available. If
false, the
service has
likely just
been
unpublishe
d, and
should be
considered

unavailable



serviceActi

ve

Boolean

true

If true, the
service is
the active
primary
service of
the
supplied
service
type. It will
receive all
potential
RPCs that
are passed
through to
that
service
type. If
false, it is
not the
primary
service of
the
supplied
type. See
servicePubl
ished for
its

availability



AppServiceData



serviceTyp

®

servicelD

mediaServi

ceData

weatherSer

viceData

navigation
ServiceDat

a

String

String

Common.Me
diaServiceDa
ta
Common.We
atherService
Data
Common.Na
vigationServi

ceData

true

true

false

false

false

The type of
service
that is to
be offered
by this
app. See
AppService
Type for
known
enum
equivalent
types.
Parameter
is a string
to allow for
new
service
types to be
used by
apps on
older
versions of
SDL Core
A unique ID
tied to this
specific

service



AppServiceCapability

Only
included in
OnSystem
Common.Ser CapabilityU
updateRea
viceUpdateR false pdated.
son
eason Update
reason for
service
record
Service
updatedAp Common.Ap record for a
pServiceRe pServiceRec true specific
cord ord app service

provider


https://d83tozu1c8tt6.cloudfront.net/enums/#serviceupdatereason
https://d83tozu1c8tt6.cloudfront.net/enums/#serviceupdatereason
https://d83tozu1c8tt6.cloudfront.net/enums/#serviceupdatereason

appService

S

Common.Ap
pServiceCap

ability

AppServicesCapabilities

false

array: true

An array of
currently
available
services. If
this is an
update to
the
capability
the
affected
services
will include
an update
reason in

that item



SystemCapability



systemCap

abilityType

navigation

Capability

phoneCapa
bility

videoStrea
mingCapab
ility

Common.Sys

temCapabilit true

yType

Common.Na
vigationCapa false
bility

Common.Pho

- false
neCapability
Common.Vid
eoStreaming false

Capability

Used as a
descriptor
of what
data to
expect in
this struct.
The
correspond
ing param
to this
enum
should be
included
and the
only other
param
included
Describes
extended
capabilities
for onboard
navigation
system
Describes
extended
capabilities
of the
module's
phone
feature
Describes
extended
capabilities
of the
module's
phone

feature


https://d83tozu1c8tt6.cloudfront.net/enums/#systemcapabilitytype
https://d83tozu1c8tt6.cloudfront.net/enums/#systemcapabilitytype
https://d83tozu1c8tt6.cloudfront.net/enums/#systemcapabilitytype

Describes
extended
remoteCon Common.Re capabilities
trolCapabili moteControl false of the
ty Capabilities module's
phone
feature
An array of
currently
available
services. If
this is an
update to
appService Common.Ap the
sCapabilitie pServicesCa false capability
S pabilities the
affected
services
will include
an update
reason in

that item

MediaServiceManifest

There are no defined parameters for this struct.



MediaServiceData



mediaType

mediaTitle

mediaArtist

Common.Me

diaType

String

String

false

false

false

The type of
the
currently
playing or
paused
track
Music: The
name of
the current
track
Podcast:
The name
of the
current
episode
Audiobook:
The name
of the
current
chapter
Music: The
name of
the current
album
artist
Podcast:
The
provider of
the
podcast
(hosts,
network,
company)
Audiobook:
The book
author's

name


https://d83tozu1c8tt6.cloudfront.net/enums/#mediatype
https://d83tozu1c8tt6.cloudfront.net/enums/#mediatype

NAME

mediaAlbu

m

TYPE

String

MANDATOR
Y

false

ADDITION
AL

DESCRIP
TION

Music: The
name of
the current
album
Podcast:
The name
of the
current
podcast
show
Audiobook:
The name
of the
current
book



playlistNa

me

String

false

Music: The
name of
the playlist
or radio
station, if
the useris
playing
from a
playlist,
otherwise,
Null
Podcast:
The name
of the
playlist, if
the useris
playing
from a
playlist,
otherwise,
Null
Audiobook:
Likely not
applicable,
possibly a
collection
or
"playlist" of

books



isExplicit

trackPlayb
ackProgres

S

Boolean

Integer

false

false

Whether or
not the
content
currently
playing
(e.g. the
track,
episode, or
book)
contains
explicit
content
Music: The
current
progress of
the track in
seconds
Podcast:
The current
progress of
the
episode in
seconds
Audiobook:
The current
progress of
the current
segment
(e.g. the
chapter) in

seconds



trackPlayb
ackDuratio

n

Integer

false

Music: The
total
duration of
the track in
seconds
Podcast:
The total
duration of
the
episode in
seconds
Audiobook:
The total
duration of
the current
segment
(e.g. the
chapter) in

seconds



queuePlay
backProgre

SS

Integer

false

Music: The
current
progress of
the
playback
queue in
seconds
Podcast:
The current
progress of
the
playback
queue in
seconds
Audiobook:
The current
progress of
the
playback
queue (e.g.
the book)

in seconds



queuePlay
backDurati

on

Integer

false

Music: The
total
duration of
the
playback
queue in
seconds
Podcast:
The total
duration of
the
playback
queue in
seconds
Audiobook:
The total
duration of
the
playback
queue (e.g.
the book)

in seconds



queueCurr
entTrackNu

mber

Integer

false

Music: The
current
number (1
based) of
the track in
the
playback
queue
Podcast:
The current
number (1
based) of
the
episode in
the
playback
queue
Audiobook:
The current
number (1
based) of
the
episode in
the
playback
queue (e.g.
the chapter
number in
the book)



Music: The
total
number of
tracks in
the
playback
queue
Podcast:
The total
number of
episodes in

gueueTotal the

Integer false playback

TrackCount
queue
Audiobook:
The total
number of
sections in
the
playback
queue (e.g.
the
number of
chapters in
the book)



WeatherServiceManifest

currentFore

castSuppor Boolean false
ted

maxMultid

ayForecast Integer false
Amount

maxHourly

ForecastA Integer false
mount

maxMinute

lyForecastA Integer false
mount

weatherFor

LocationSu Boolean false

pported



WeatherAlert

title

summary

expires

regions

severity

timelssued

String

String

Common.Dat

eTime

String

String

Common.Dat

eTime

false

false

false

false

false

false

array: true
minsize: 1

maxsize: 99



WeatherData



currentTem

perature
temperatur
eHigh
temperatur
elLow
apparentTe
mperature

apparentTe
mperature
High
apparentTe
mperaturelL

ow

weatherSu
mmary

time

humidity

cloudCover

moonPhase

windBearin

9

Common.Te

mperature

Common.Te

mperature

Common.Te

mperature

Common.Te

mperature

Common.Te

mperature

Common.Te

mperature

String

Common.Dat

eTime

Float

Float

Float

Integer

false

false

false

false

false

false

false

false

false

false

false

false

minvalue: 0

maxvalue: 1

minvalue: 0

maxvalue: 1

minvalue: 0

maxvalue: 1

Oto1l,
percentage
humidity
Oto1l,
percentage
cloud cover
Oto1l,
percentage
of the
moon
seen, e.g.
0 =no
moon, 0.25
= quarter
moon

In degrees,
true north
at0

degrees



windGust

windSpeed

nearestStor

mBearing

nearestStor

mDistance

precipAccu

mulation

preciplnten

sity

precipProb

ability

precipType

visibility

weatherlco

n

Float

Float

Integer

Integer

Float

Float

Float

String

Float

Common.Ima

ge

false

false

false

false

false

false

false

false

false

false

minvalue: 0

maxvalue: 1

km/hr

km/hr

In degrees,
true north
ato

degrees

In km

cm

cm of
water per
hour
Otol,
percentage
chance
e.g. "rain",
"snow",
"sleet",
"hail"

In km



WeatherServiceData

location

currentFore

cast

minuteFore

cast

hourlyFore

cast

multidayFo

recast

alerts

NavigationServiceManifest

acceptsWa

yPoints

Common.Loc

ationDetails

Common.We

atherData

Common.We

atherData

Common.We

atherData

Common.We

atherData

Common.We
atherAlert

Boolean

true

false

false

false

false

false

false

array: true
minsize: 15
maxsize: 60
array: true
minsize: 1
maxsize: 96
array: true
minsize: 1

maxsize: 30

array: true
minsize: 1

maxsize: 10

This array
should be
ordered
with the
first object
being the

current day

Informs the
subscriber
if this
service can
actually
accept way

points



Navigationinstruction



locationDet

ails

action

eta

bearing

junctionTyp

e

Common.Loc
ationDetails
Common.Na
vigationActio
n
Common.Dat

eTime

Integer

Common.Na
vigationjunct

ion

true
true
false
minvalue: 0
false maxvalue:35
9
false

The angle
at which
this
instruction
takes
place. For
example, 0
would
mean
straight,
less than
45 is
bearing
right,
greater
than 135 is
sharp right,
between
45 and 135
is a regular
right, and
180 is a U-

Turn, etc


https://d83tozu1c8tt6.cloudfront.net/enums/#navigationaction
https://d83tozu1c8tt6.cloudfront.net/enums/#navigationaction
https://d83tozu1c8tt6.cloudfront.net/enums/#navigationaction
https://d83tozu1c8tt6.cloudfront.net/enums/#navigationjunction
https://d83tozu1c8tt6.cloudfront.net/enums/#navigationjunction
https://d83tozu1c8tt6.cloudfront.net/enums/#navigationjunction

drivingSide

details

Common.Dir

ection

String

false

false

Used to
infer which
side of the
road this
instruction
takes
place. For a
U-Turn
(action=TU
RN,
bearing=1
80) this will
determine
which
direction
the turn
should take
place

This is a
string
representat
ion of this
instruction,
used to
display
instruction
s to the
users. This
is not
intended to
be read
aloud to
the users,
see the
param
prompt in
Navigation
ServiceDat
a for that


https://d83tozu1c8tt6.cloudfront.net/enums/#direction
https://d83tozu1c8tt6.cloudfront.net/enums/#direction

NAME

image

TYPE

Common.Ima

ge

MANDATOR
Y

false

ADDITION
AL

DESCRIP
TION

An image
representat
ion of this

instruction



NavigationServiceData



timeStamp

origin

destination

destination
ETA

instruction

S

nextlnstruc
tionETA

Common.Dat

eTime

Common.Loc

ationDetails

Common.Loc

ationDetails

Common.Dat

eTime

Common.Na
vigationlInstr

uction

Common.Dat

eTime

true

false

false

false

false array: true

false

This is the
timestamp
of when
the data
was
generated.
This is to
ensure any
time or
distance
givenin
the data
can
accurately
be
adjusted if

necessary

This array
should be
ordered
with all
remaining
instruction
s. The start
of this
array
should
always
contain the
next

instruction



nextlnstruc
tionDistanc

e

nextinstruc
tionDistanc

eScale

Float

Float

false

false

The
distance to
this
instruction
from
current
location.
This should
only be
updated
ever .1 unit
of
distance.
For more
accuracy
the
consumer
can use
the GPS
location of
itself and
the next
instruction
Distance
till next
maneuver
(starting
from) from
previous

maneuver



prompt String

Low Voltage

Type

false

This is a
prompt
message
that should
be
conveyed
to the user
through
either
display or
voice
(TTS). This
param will
change
often as it
should
represent
the
following:
approachin
g
instruction,
post
instruction,
alerts that
affect the
current
navigation
session,

etc



Signal

Sender

HMI

Purpose

To suspend/restore SDL's services due to a low voltage event

Description

A 'LowVoltage' event occurs on HMI when battery voltage hits below a certain
predefined threshold set by the system.

In case of such event, SDL operations are halted including receiving and
processing of normal RPC messages from HMI.

HMI sends system signals of the range SIGRTMIN - SIGRTMAX for LowVoltage,
WakeUp and IgnitionOff to all smartDeviceLinkCore processes.

MUST

1. Send LOW_VOLTAGE signal to SDL when a 'LowVoltage' event
occurs
2. Send WAKE_UP signal to SDL when the voltage recovers



3. Send IGNITION_OFF signal when SDL processes have to be
terminated, applications have to be unregistered due SDL
functionality suspension during a LOW VOLTAGE event

SDL BEHAVIOR IN CASE OF A LOW_VOLTAGE EVENT:

SDL ignores all the requests from mobile applications without providing
any kind of response.

SDL ignores all responses and messages from HMI except for WAKE_UP or
IGNITION_OFF signals.

SDL stops audio/video streaming services.

All transports are unavailable for SDL.

SDL persists resumption related data stored before receiving a
LOW_VOLTAGE signal.

SDL and the PoliciesManager must persist 'consumer data' (resumption-
related + local PT).

After the voltage level is restored HMI sends WAKE_UP signal to SDL and SDL
processes its regular work and all operations resumption.

SDL BEHAVIOR AFTER RECEIVING A "WAKE_UP" SIGNAL:

* After receiving a WAKE_UP signal, all applications will be unregistered and
the device disconnected.

* If LOW_VOLTAGE was received at the moment of writing to policies
database, SDL and Policies Manager must keep policies database correct
and working. After WAKE_UP policy database reflects the last known
correct state.

* SDL must be able to start up correctly in the next ignition cycle after it
was powered off in low voltage state.



DETAILS OF IMPLEMENTATION

UNIX signals are used to exchange shutdown and wake-up signals between HMI
and SDL Core during a 'LowVoltage' event.

UNIX signals provide ability to use signals from SIGRTMIN to SIGRTMAX for
custom needs.

SDL uses this range for handling LOW_VOLTAGE , WAKE_UP , IGNITION_OFF
notifications.

Offset for SIGRTMIN from this notifications is defined in the 'Main' section of the
smartDevicelLink.ini file:

[MAIN]
LowVoltageSignal = 1 ; Offset for from SIGRTMIN

WakeUpSignal = 2 ; Offset for from SIGRTMIN
IgnitionOffSignal = 3 ; Offset for from SIGRTMIN

Sequence Diagrams

SEQUENCE DIAGRAM

Low Voltage

View Diagram


https://github.com/smartdevicelink/sdl_core/blob/master/src/appMain/smartDeviceLink.ini

SOL

Freeze SDL processes. j

Voltage is
restored
HMI sends
WAKE_UP
signal

LOW_VOLTAGE —

opt |
WAKE_UA

WAKE_UP

Unregister internally on SDL all the

Unfreeze SDL processes. b

Break all connections, sessions,
sernvices.

) apps. S
Waite for transports reinitiating
and apps reconnection.

Voltage is not
restored
HMI sends
IGNITION_OFF
signal

IGNITION_OFF

SDL terminates processes. j
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